THE ROADMAP FOR THE
RETURN TO WORK:
A COMPREHENSIVE
STRATEGY FOR COVID-19

OVERVIEW
It is clear the COVID-19 global health crisis will forever change our global workforce, both in terms of the way
we manage brick and mortar locations as well as human capital. One of the most complex normalizations of
our lifetime will be labor forces returning to non-remote work once the peak of the pandemic has passed.
Since the beginning of this crisis, organizations have shifted their philosophy on security to become more
than a means to prevent criminal activity, but as an important tool to flatten the pandemic curve. The next step
will be using security technology to manage the transition back to working in group spaces. The technology
currently installed in many organizations’ facilities can help with this upcoming phase.

INITIAL CONSIDERATIONS
COVID-19 will undoubtedly change how facilities are run in the future, and the new normal will start with
that return-to-work process. Return-to-work procedures will be different for different types of sites and
employees. Existing systems, as well as system enhancements, can be leveraged with some reprogramming to meet return-to-work requirements. There are four major elements to consider for managing a
smooth transition, listed here in this roadmap.

THE ROADMAP FOR RETURN TO WORK: 4 STEPS
Create a holistic strategy by considering these four areas and making an action plan for each of them:

Facilities & People
Form a team to classify resources and develop a plan

1

Policies & Procedures
Institute processes for protecting your people & your business

2

System Adaptation
Leverage existing systems for the new normal

3
4

Future Technology
Explore advanced solutions for novel challenges

1. IDENTIFY AND CLASSIFY RESOURCES TO BE PROTECTED
The first step in preparing for the transition of returning to shared spaces is organizing resources. A team
needs to be created that will lead this effort, and that team will need to identify the people, facilities, and
property that need to be protected.

FACILITIES
Certain sites are going to be more complex than others. Here are the major categories of facilities that will
need to be approached with their own specific needs in mind during this process
NON-RESIDENTIAL CONTAINED OFFICE BUILDINGS
These locations are easier to control access, particularly those whose who are occupied during conventional
office hours. Since these locations often have a primary entry point with multiple others, overall screening of
the returning workforce will have some challenges, and access control strategies will have mild to moderate
changes needed.

NON-RESIDENTIAL CAMPUS OR MULTI-OFFICE BUILDINGS
Customers with campuses or office parks will experience enhanced challenges controlling perimeter
security and general access, particularly those with no fencing. Some facilities will have further difficulty
vetting incoming traffic if there are multi-lane entrances, or unguarded (by person or technology) entrances
with free location access. Universities and office parks will fall into this category. These kinds of sites will
need to distribute campus-wide or park-wide mandates to their communities calling for essential personnel
in the beginning, and then later expand the number of occupants as allowed by local guidelines.

HIGH-DENSITY RESIDENTIAL BUILDINGS
Specifically, most universities have residential living areas that have vacated their premises with few
exceptions. Anecdotally, retirement homes and hospitals will never displace their residents unless a
large-scale disaster permits the continued use of the facility. Because of the residential person-type,
these operations will have the most challenging to control access and will have 24-hour operations.
Critical facilities that fall in this category will need added measures to screen both visitors and employees
entering the facility. Visitor Management Systems will become a key in tracking who has visited and when
gathering important data in the event someone needs to be contacted after the visit based on exposure.

PEOPLE
Essential personnel may have changed and evolved over the course of the last few weeks. Classifying
employees will help with the transition of trickling individuals back into work.

EXECUTIVE
MANAGEMENT
The leadership of the organization
who are critical to making decisions
for the business and may require
extra protection in order to perform
at full capacity.

MISSION-CRITICAL
EMPLOYEE
A staff member who has been identified
as essential to business operations and
is physically required to be present at
the location during business hours
or after.

NON-CRITICAL
EMPLOYEE
A staff member who has been identified
as non-essential to operations and is
not physically required to be present
at the location. Often able to work
from home.

NON-CRITICAL
OR FURLOUGHED
A staff member who has been
identified by the organization as a
non-essential employee and has
been either released or is temporarily
inactivated until further notice.

CONTRACTOR
A individual who serves to
supplement a department but is not
within primary payroll. Reverification
of employment recommended.

VISITOR
A member of the client’s community
who is welcomed to the facility or
campus but has no further
business other than the purpose
of a visit.

NON-VISITOR
A person who has no business
with any entity within the facility or
campus and should not be on the
customer’s premises.

RESIDENT
An individual who leases a living
or a working space within the
organization’s facilities.

SUPPORT RESIDENT
An individual who supports
residents of a facility. Typically
have greater facility access than a
resident.

CREATE A RETURN-TO-WORK COMMITTEE
Organizations need to create a return-to-work committee dedicated to managing this transition. As part of the
team assembled, all stakeholders must be represented.
Security Director
Senior Management
Information Technology
Safety Personnel

Legal
Human Resources
Internal Communications
Union Representatives

2. INSTITUTE PROCESSES FOR PROTECTING
YOUR PEOPLE & YOUR BUSINESS
The upcoming transition will require interim policies and procedures in order to adapt to each organization’s
particular challenges through this time. These policies will need to be responsive to the dynamic situation
and communicated out as the situation evolves.
Create a cadence to aggregate and analyze return-to-work information
Perform a risk assessment and a gap analysis for each facility
Execute safety plan based on risk assessment and mitigation
Establish communication protocols
Evaluate cyber hardening policies
Incorporate business continuinty planning

COMPLIANCE GUIDELINES TO CONSIDER
1
2
3

CDC
Guidelines

Union
Requirements

EEOC
Requirements

Federal
Government
Mandates

State
Government
Mandates

Local
Government
Mandates

WHAT TO INCLUDE IN THE PLAN
Occupancy Guidelines

Screening Employees

Managing Change in Access

Access Privileges

Managing Exposure

Facility Spaces

• Compliance for each facility
• Internal and external reporting

• Flexed hours
• Restricted access privileges

• Who? How? Tools?
• Maximize workflow productivity
• HR policy development

• Protecting senior management
• Protecting critical employees

• Inactive employees
• New onsite service staff
• New temporary staff

• Entrance strategy
• Restricted areas
• New quarantine areas

3. LEVERAGE EXISTING SYSTEMS FOR THE NEW NORMAL
There are a number of technology solutions that can be leveraged to manage this transition as smoothly as
possible. They can provide both valuable insight and automate processes in a way to maximize efficiency
and safety during this time.

ACCESS
CONTROL

VIDEO
SURVEILLANCE

INTRUSION
ALARM

VISITOR
MANAGEMENT

VIDEO
INTERCOM

ENTRANCE
MANAGEMENT

MASS
NOTIFICATION

BIOMETRIC
SOLUTIONS

CYBERSECURITY
SOLUTIONS

MANAGING YOUR SYSTEMS
Existing systems can be leveraged in new ways to adapt to the dynamic environment. They must also be
re-evaluated and re-programmed in order to ensure transitional policies and procedures are being instituted.
Ensure full coverage and protection for critical areas
Enable new building entrance strategy
Verify data archives and back-ups of any system changes
Implement a device audit and life-cycle management program to ensure high-reliability
Re-verify personnel, support staff, and contractors within all technology systems
Ensure all systems are updated to current software revisions and firmware updates
Establish system reporting protocols and administrative access levels
Implement admin training for system functions and capabilities
Develop a cyber protection program to ensure mission-critical systems are virtually secure

4. EXPLORE ADVANCED SOLUTIONS FOR NOVEL CHALLENGES
There are many different technology solutions that can be leveraged as a way to navigate not only the
transition to working in shared spaces once again, but also to streamline business operations in what will
become “the new normal” environment.
New visitor management solutions
Mobile credential readers
Touchless access control systems
Added intercoms for remote entry and screening
Dual-authentication access cards
Automated texting and email alert systems
Thermal entrance detection systems
New turnstiles and entrance systems

TO LEARN HOW CONVERGINT CAN HELP YOUR ORGANIZATION
WITH THE CHALLENGES AHEAD, CALL US TODAY OR VISIT
CONVERGINT.COM

One Commerce Drive
Schaumburg, IL 60173
(847) 620-5000

