
Sally’s Higher Education Journey
Identity Management Enables The University To Easily Adjust 
Sally’s Access To Assets While Keeping Her Information Secure

PHASE 1

Sally begins her higher 
education journey by 
contacting schools 
online for information 
while still in high school 
and still a minor. Sally’s 
parents are concerned 
about confidentiality of 
her personal information. 
After much deliberation, 
communication and 
sharing of information, 
Sally chooses University 
of Knowledge (UoK).

IDENTITY 
MANAGEMENT

SALLY’S 
DISCOVERY

Universities are com-
peting for new students’ 
mindshare and Sally 
aligns to an automated       
workflow process that 
provides her with 
access to information 
resources assigned to 
the role of “Potential 
Student.”

SALLY ENTERS THE 
UoK SYSTEM

Sally begins onboarding 
for new students. She 
enrolls in the classes 
she wants, secures  
financial aid and secures 
a university job in the 
library. Her personal  
information now resides 
in the student information 
system and human 
resources for students 
and staff.

PHASE 2

IDENTITY 
MANAGEMENT

UoK’s IDM solution 
sync’s Sally’s information 
from several sources 
and provide her with 
predefined access 
based on her two 
roles - student and 
employee. Multi Factor 
Authentication provides 
an additional level of 
security for Sally.

SALLY EXPANDS 
HER ROLES

Sally’s success in her 
major prompts her 
professor to offer her 
a teaching assistant 
position. This new 
responsibility increases 
Sally’s need for access 
as well as a need for 
more security for her 
information.

PHASE 3

IDENTITY 
MANAGEMENT

SALLY ENTERS 
GRADUATE SCHOOL
Sally graduates and 
decides to enter the 
graduate school program. 
She maintains her past 
roles, becomes an 
alumnus and requires 
additional information 
and asset access for 
her graduate studies.

PHASE 4

IDENTITY 
MANAGEMENT

Sally’s dynamic and 
varied roles and  
relationships with the 
university is managed 
by their IDM solution. 
Audit alerts built into 
the IDM ensures users 
have appropriate access 
and protects the  
university’s information 
assets.

CONCLUSION
Sally’s relationship with 
the university is complex 
and the university must 
be able to provide access 
she needs based on 
her ever expanding 
roles.

Multiplying the  
complexities of this one 
person with the total 
number of students, 
employees, faculty and 
staff illustrates how 
much an agile and 
robust IDM solution is 
essential.

The IDM infrastructure 
at UoK is critical to 
enable access and 
security while maintaining 
openness, responsiveness 
and flexibility. Higher 
education institutions 
have found this to be 
an expectation of their 
constituents and a 
competitive advantage.
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Sally now has three 
roles with multiple 
different application 
requirements. UoK is 
very familiar with this 
complexity and provides 
users with a portal that 
just requires a single 
login for accessing 
applications and the 
synchronization and 
management of her roles.   


