
Institutions often have difficulties identifying fraud risks at 
the point of origination. Setting up accurate fraud detection 
processes has become more and more challenging as mobile 
and online channels have become widely used by consumers. 
At the same time, fraudsters’ techniques are becoming 
increasingly sophisticated. To compensate, organizations 
have had the choice of either: a) implementing very tough 
identity-proofing standards — risking turning away legitimate 
customers b) lessening their criteria and opening themselves 
to increased risk, data breaches and harmed reputation.

Precise ID® with FraudNet provides 
organizations a way to authenticate 
consumers confidently and increase 
revenues by reducing risk at the  
point of account opening and 
significantly reducing false positives  
in their fraud processes.

Precise ID with FraudNet identifies 
fraud, authenticates users and validates 
their devices all in a single platform. 
With Precise ID with FraudNet, you can 
gain confidence in your decisioning, 
gain more customers, reduce risk 
regardless of customer access method 
and remain compliant. 

Identity authentication
Precise ID with FraudNet gives you  
the most complete and accurate view  
of a consumer’s identity, so you can 
make the right decisions across the 
customer lifecycle.

Authentication advantages include:

• A risk-based approach that considers 
credit data, noncredit data, scores 
and analytics

• Optional knowledge-based 
authentication that supports 
expanded investigations

• Custom and configurable rules  
that support your credit, fraud  
and compliance policies

• Fair Credit Reporting Act (FCRA)  
and Gramm-Leach-Bliley Act  
(GLB) compliance that aids in 
meeting mandated government  
and industry regulations

• Proven analytics and  
scoring expertise

Manage cross-channel 
fraud risk across the 
customer lifecycle through 
a single platform

Precise ID®  
with FraudNet



Device intelligence 
To commit crimes, fraudsters are taking 
advantage of new technology and the 
proliferation of devices. Precise ID with 
FraudNet enables you to recognize known 
returning customers, authenticate new 
legitimate customers and flag fraudulent 
threats. Leveraging more than 100 device 
intelligence attributes, Precise ID with 
FraudNet looks for suspicious and  
inconsistent device characteristics  
without the use of any tags or cookies.

Device intelligence enables:

• Available data from each transaction to 
determine the validity of the transaction

• Superior levels of granularity when 
distinguishing between the billions  
of devices that initiate online  
interactions through our patented  
Time Differential Linking™

• Better customer experiences through 
avoidance of unnecessary challenges 
to valid login attempts by legitimate 
customers using previously used  
devices even when the device has  
never been seen before 

Link analysis tool
While it is imperative for businesses to 
prevent losses and protect customers, 
it often is difficult to detect patterns of 
suspicious activity. Precise ID with FraudNet 
links seemingly unrelated data and allows 
investigators rapidly to assess the authenticity 
of the transaction or group of transactions.

Link analysis technology:

• Links seemingly unrelated transactions

• Finds common customer information and 
billing data, including name, multiple  
phones, multiple addresses and multiple 
email addresses

• Finds all transactions from the same device, 
even if no other information is the same

• Finds common devices
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Risk analyzer
Adding new distribution channels 
can lead to increases in cost per 
acquisition and increased fraud rates, 
but additional distribution is necessary 
for businesses to grow. Building an 
acceptable risk tolerance to reduce 
acceptance of bad accounts without 
negatively impacting profits can be a 
difficult balance.

Precise ID with FraudNet uses a  
highly customizable rules engine that  
is configurable to your company’s  
risk-appetite to manage cross-channel 
risk in your portfolio appropriately.

Risk-analysis configurability includes:

• Strategy-driven risk models

• Adjustable scores and thresholds

• Channel or business unit specificity

Investigator workbench
Simplify audit trails to be less time- 
consuming and resource-intense. 
Precise ID with FraudNet incorporates 
all detection tools and full audit trails 
into a single workbench, allowing 
for easy reporting and increasing 
operational efficiencies.

Workbench benefits include:

• Decreased investigator training times

• Reduced volume of manually 
reviewed transactions

• Flexibility, scalability  
and customizability

• Identified interlinked activities

About Decision Analytics
Experian’s Decision Analytics business 
combines data intelligence, analytics, 
software and consulting to provide credit 
risk, identity and fraud solutions that 
help clients increase profitability and 
improve performance. Its enterprise-wide 
decisioning solutions enable clients 
to manage and optimize risk; prevent, 
detect and reduce fraud; meet regulatory 
obligations; and gain operational 
efficiencies. Trusted by leading 
businesses worldwide, Experian’s 
Decision Analytics business provides 
the intelligence to make accurate and 
informed decisions to help clients better 
manage their customer relationships.

To find out more about Precise ID  
with FraudNet, contact your local 
Experian sales representative, visit 
experian.com/device-intelligence or  
call 1 888 414 1120.
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