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Iron Bow Technologies and OMNIA Partners
Contract Number: R200802: Cybersecurity Solutions, Products, and Services

Iron Bow Technologies is a leading, trusted IT solutions provider dedicated to successfully transforming
clients' technology investments into robust business capabilities across the government, commercial,
education, and healthcare markets. The Iron Bow team brings a depth of technical expertise and domain
knowledge to deliver the right solutions and ensure successful business outcomes. Our global reach and
strategic partnerships with industry leaders and disruptive technology partners empower clients to implement
the latest cutting-edge technology to support mission-critical objectives.

Resilience-as-a-Service

Resilience-as-a-Service identifies the cyber and non-cyber points of failure in the environment to ensure that critical
government services are delivered to citizens with little to no interruption, no matter what happens.

Iron Bow’s cyber teams understand and support the full IT lifecycle, ensuring a holistic approach to security. Solutions
can be installed and run on-premise, via the cloud, or in a hybrid model. Ultimately, an appropriate Cyber Resiliency
program will take into consideration the following core tenets, while remaining flexible to encompass other aspects as
well:

Network and Endpoint Defense: Protect data by separating trusted and untrusted networks and strengthening external
borders against unauthorized access and attacks.

Threat Visibility: Provide an evolving Threat Informed Defense with full visibility into traffic traversing the network. Create a
baseline of normal traffic flows and, from that baseline, be able to detect misconfigured devices and malicious attacks.
Remediation and Response: Prevent the possibility of malicious attacks entering the network. Ensure security tools are in
place before attacks happen to speed response time.

Data Protection: Protect your most valuable asset with visibility into who is accessing data, how, and when.

Policy Enforcement: Develop, automate, and enforce authentication and authorization policies to control system and
application access.

Commercial Solutions for Classified (CSfC): Enable commercial products to be leveraged in solutions to protect sensitive
information, supporting specific U.S. government security requirements.

Unified Communications Manager Cloud (UCM): Provide cloud-based unified communication and collaboration
applications, powered by Cisco, within a highly secure, virtualized platform under a centralized management system.

Physical Security: Iron Bow combines their cyber and audio-visual teams’ capabilities to properly design, deploy and integrate
with physical security components that may encompass camera installation, networking and loT integration for access control
and smart building/city initiatives.

Access Control: Ensure critical assets are tracked, not only to provide whereabouts but also to inform users and administration
of upcoming maintenance and updates.

Implementing Continuous Risk Monitoring

Iron Bow is working with a state government to implement a more holistic security infrastructure that allows

for continuous monitoring and data protection. Utilizing advanced technologies, the state can now evaluate
networks for vulnerabilities on an ongoing basis and quickly implement action plans for remediations. The client
is applying this solution to assess the readiness of counties for local and national elections.
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Why Iron Bow?

While mobile, cloud and virtualization technologies have led to enhanced business productivity they’ve also
led to new attack vectors that provide lucrative targets for malicious actors. It is no longer a question of if, but
when your network will be breached. The key now is cyber resiliency based on a mix of network defense and
service recovery.

Our comprehensive approach to cybersecurity looks at your entire infrastructure and considers how your
users access data, applications and network resources. Our security experts provide support throughout the
process of selecting and implementing security solutions.

Iron Bow’s tenured and certified staff can assist you with all your needs around network vulnerability and
defense, policy enforcement, data access management and control, threat visibility and prevention, incident
remediation and ultimately ensure that your security agenda is in line with your desired outcomes.
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Through our U.S. based Client Service Center (CSC), we can provide a variety of support options for your
deployed solutions as well as, as-a-service, cloud, hosted or managed services offerings.

Why OMNIA Partners?

OMNIA Partners, Public Sector, is the nation’s largest and most experienced cooperative purchasing
organization dedicated to public sector procurement. Its immense purchasing power and world-class
suppliers have produced a comprehensive portfolio of cooperative contracts and partnerships, making
OMNIA Partners the most valued and trusted resource for organizations nationwide.

Leveraging an OMNIA contract significantly reduces the number of resources and time needed to meet
your procurement requirements. All OMNIA cooperative contracts were competitively solicited by a lead
sponsoring public agency, thus providing you access to the most competitive pricing. OMNIA contracts are
constructed to meet or exceed the most rigorous of cooperative agreement buying standards.
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