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SERVICES PRICING

All NuHarbor projects, professional services and managed services engagements are custom priced
based upon a tailored Statement of Work (SOW) for each engagement. These SOWSs are developed after
meeting with the client, conducting a discovery of their current environment, understanding their
requirements, and tailoring a solution that best meets their needs. All the services below are delivered
by NuHarbor Security. All the services NuHarbor sells support the core functions of the NIST Framework
of ldentify, Protect, Detect, Respond, and Recover.

1 CYBER SECURITY MANAGED SERVICES

1.1. Security Operations Center as a Service (SOCaaS)

NuHarbor’s SOC services are designed to provide comprehensive 24x7 security monitoring
support for our customers. Leveraging Splunk as the primary SIEM, we will detect and alert
customers of threats to their environment. Our approach and detection capabilities are
designed to adapt to the changing cybersecurity landscape.

NuHarbor is proposing a 5% discount off standard SOC services.

1.2. Managed Detect and Response Services (MDR) — NIST Identify, Detect, Protect,
Respond

NuHarbor’s Managed Detection and Response service, leverages CrowdStrike EDR solution to

deliver security expertise to customers who are looking for a service provider to take action

against malicious activity within their environment. This solution is frequently packaged with

Splunk base SOC, providing additional environmental context and information to make security

decisions faster.

NuHarbor is proposing a 5% discount off standard MDR services.

1.3 Vulnerability Management as a Service — NIST Identify, Protect, Detect, Respond,
Recover

NuHarbor’s Vulnerability Management Service offers experts in Vulnerability Management to
assist customers in the prioritization of vulnerabilities throughout their enterprise. The most
common technology leveraged for this service is Tenable, which our credentialed staff will
operationalize on the customers' behalf. This service is also frequently added to a Splunk based
SOC service, allowing for faster vulnerability remediation time based on threat intelligence
produced from our SOC.

NuHarbor is proposing a 5% discount off standard Vulnerability Managed Services.
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1.4 Security Information and Event Management (SIEM) as a Service - NIST Identify,
Protect, Detect, Respond, Recover

As a cybersecurity first company we have established extensive experience leveraing SIEM
technologies to deliver comprehensive security monitoring services. As part of this customers
can leverage our SIEM engineering service as a standalone service without SecMon. In this
model we would assist customers realize their SIEM goals through engineering assistance to
create dashboards, alerts, and reporting. The SIEM service can be offered through Splunk or
Microsoft Sentinel.

NuHarbor is proposing a 5% discount off standard SIEM Managed Services

1.5 Managed Extended Detect and Response Services (MXDR) - NIST Identify, Protect,
Detect, Respond, Recover

NuHarbor’s MXDR Service is designed for Microsoft centric customers. Allowing them to tap into
existing licensing they have today. Leveraging Microsoft Sentinel and Microsoft first party data
sources, we deliver the ability to detect and automatically respond to threats within your
environment.

NuHarbor is proposing a 5% discount off standard Managed MXDR Services

2 SECURITY TESTING SERVICES — NIST IDENTIFY, DETECT, PROTECT

Our adversary (red-team), focused services are highly customizable to our customers security needs.
Each assessment offers free re-testing of high and critical vulnerabilities, along with a comprehensive
report that walks through vulnerabilities and recommendations for how to remediate said vulnerability.

2.1 Internal Penetration Testing Services

Internal penetration testing services are a cost-efficient method to ensure the infrastructure of
your enterprise is secure. The internal approach will deliver a scenario of a compromised system
within your network. Assessing the risk and vulnerabilities that are in place today, as a real actor
may exploit your environment.

NuHarbor is proposing a 5% discount off Security Testing Services.

2.2 External Penetration Testing Services

Similar to our internal penetration testing services, the external assessment is designed to
replicate an attacker with no active foothold into your environment. The internal and external
assessments are often procured together, delivering a comprehensive assessment of your
security infrastructure.

NuHarbor is proposing a 5% discount off Security Testing Services.

2.3 Application Penetration Testing Services

Our application testing services can test both externally facing and internal applications along
with ensuring multiple roles are tested. The application testing service will deliver a
comprehensive report of vulnerabilities to the application in priority.
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NuHarbor is proposing a 5% discount off Security Testing Services.

2.4 Wireless Penetration Testing Services
NuHarbor’s Wireless Pen-testing service will simulate an attacker attempting to exploit your
wireless configuration and infrastructure.

NuHarbor is proposing a 5% discount off Security Testing Services.

2.5 Vulnerability Scanning Services — NIST Identify, Detect

NuHarbor’s vulnerability scanning service provides a comprehensive view of existing
vulnerabilities within an environment. This service does not exploit said vulnerabilities and is
beneficial for a larger environment where the customer is looking for a cost-efficient solution.

NuHarbor is proposing a 5% discount off Vulnerability Scanning Services.

3 INFORMATION ASSURANCE SERVICES — ASSESSMENT AND COMPLIANCE

NuHarbor’s Information Assurance Services are highly customizable based on our staff of
Information Assurance experts. Services are wide-range to assist our customers with governance
risk and compliance initiatives.

3.1 Audit Readiness Assessments

Audit Readiness Assessments will assist customers in preparing for various control audits. This
includes but is not limited to, SOC2, CMMC, CIJIS, NIST-* based, etc. These assessments will walk
through all the items an auditor will assess, and can be customizable from building controls and
artifacts, to just assessing existing controls and artifacts.

NuHarbor is proposing a 5% discount off Vulnerability Scanning Services.

CYBER SECURITY SOFTWARE PRODUCTS FOR RESELL

NuHarbor Security is an authorized reseller of the cyber security products listed below. As cyber
experts, NuHarbor will work with entities to determine which software solutions will meet client
requirements and provide the optimal outcome. NuHarbor will provide a 5% discount off the
manufacturer’s published list price all these products listed below:
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CrowdStrike
Tenable
Splunk
Zscaler
Armis
Imperva
CyberArk
Forescout
Okta

. Palo Alto
. Recorded Future
. Veracode

. ProofPoint
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