


The following documents comprise the executed contract between the 
Region 4 Education Service Center and Optiv Security Inc. effective 
October 1, 2025: 

 

I. Vendor Contract and Signature Form 
II. Executed Offer and Signature Form 
III. Supplier’s Response to the RFP, incorporated by reference 
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47 INDEMNIFICATION, REMEDIES, AND GOVERNING LAW/VENUE 
.1 TO THE FULLEST EXTENT PERMITTED BY LAW, VENDOR AGREES TO PROTECT, DEFEND, 

INDEMNIFY, AND HOLD HARMLESS THE CENTER, ITS DIRECTING BOARD MEMBERS, 
TRUSTEES, OFFICERS, EMPLOYEES, AGENTS, AND REPRESENTATIVES, FROM AND AGAINST 
ANY AND ALL CLAIMS, LIABILITIES, LOSSES, DAMAGES, COSTS, FINES, PENALTIES, AND 
EXPENSES (INCLUDING REASONABLE LITIGATION COSTS AND ATTORNEY'S FEES, INCLUDING 
APPEALS), FOR WHICH THE CENTER, ITS DIRECTING BOARD MEMBERS, TRUSTEES, 
OFFICERS, EMPLOYEES, AGENTS, AND/OR REPRESENTATIVES, CAN OR MAY BE HELD LIABLE 
AS A RESULT OF INJURY (UP TO AND INCLUDING DEATH) TO A PERSON OR PERSONS OR 
DAMAGE TO PROPERTY, ARISING OUT OF, OCCASIONED BY, OR IN ANY WAY CONNECTED, 
DIRECTLY OR INDIRECTLY, WITH THE VENDOR’S PERFORMANCE UNDER THIS AGREEMENT 
(COLLECTIVELY, “CLAIM”), WHETHER OR NOT THE CLAIM ARISES FROM THE NEGLIGENCE, 
WILLFUL ACT, BREACH OF CONTRACT, OR VIOLATION OF LAW BY VENDOR, ITS EMPLOYEES, 
AGENTS, CONTRACTORS, OR SUBCONTRACTORS, EXCEPT FOR CLAIMS ARISING ENTIRELY 
FROM THE WRONGFUL ACTS, OMISSIONS, OR NEGLIGENCE OF THE CENTER, OR ITS AGENTS, 
EMPLOYEES OR REPRESENTATIVES. ALL OBLIGATIONS AS SET FORTH IN THIS SECTION 
SHALL SURVIVE THE EXPIRATION, COMPLETION, OR TERMINATION OF THIS AGREEMENT. 

.2 It is agreed with respect to any legal limitations now or hereafter in effect and affecting the validity or 
enforceability of the aforementioned indemnification obligation, such legal limitations are made a part of 
the indemnification obligation to the minimum extent necessary to bring the provision into conformity with 
the requirements of such limitations, and as so modified, the indemnification obligations shall continue in 
full force and effect. 

.3 Nothing in this Agreement shall be construed to create a claim or cause of action against the CENTER 
for which it is not otherwise liable, to waive any immunity or defense to which the CENTER may be entitled, 
or to create an impermissible deficiency debt of the CENTER. 

.4 REGION 4 ESC and VENDOR shall have all remedies afforded each by the Uniform Commercial Code, 
as adopted in the State of Texas, except as otherwise provided in this Agreement or in statutes pertaining 
specifically to Texas governmental entities.  

.5 This Agreement shall be governed by and construed in accordance with the laws of the State of Texas, 
without regard to its provisions on conflicts of laws. The mandatory and exclusive venue for the 
adjudication or resolution of any dispute arising out of or relating to this Agreement shall be a court of 
competent jurisdiction in Harris County, Texas. 

.6 VENDOR hereby assigns the CENTER any and all claims for overcharges associated with this Agreement 
under the antitrust laws of the United States, 15 USCA Section 1, et seq., and which arise under the 
antitrust laws of the State of Texas, Tex. Bus. & Com. Code, Section 15.01, et. seq. 

 
48 QUALITY, WARRANTY, AND SUBSTITUTIONS 

In addition to the guarantees and warranties provided by law, by accepting this Agreement, VENDOR hereby 
expressly guarantees, warrants, and represents that: 
.1 all products/goods and/or services supplied and/or furnished under this Agreement are of high quality, 

free from all defects in material and workmanship, free from defects in design, meet or exceed and exactly 
conform in all respects to all terms and requirements of this Agreement (including any drawings, 
specifications, and/or standards incorporated herein, including, without limitation, those detailed in the 
procurement solicitation issued by the CENTER) and all applicable REGION 4 ESC specifications and 
requirements, and are suitable for and will perform in accordance with the ordinary, intended purpose(s) 
as well as any special purposes specified by REGION 4 ESC, for a period of one (1) year from the date 
of the CENTER’S acceptance of the goods and/or services or payment of the applicable invoice, 
whichever is later. All warranties shall survive delivery of the goods and completion of the services; neither 
the CENTER’S acceptance of, nor payment for, said goods and services shall constitute a waiver or 
modification of any of the warranties of VENDOR, or the rights of REGION 4 ESC;  
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.2 any goods delivered to the CENTER will be new (i.e., previously unused, non-floor model, in their original 
packaging, and have not been reconditioned, remanufactured, repackaged, returned, damaged, or 
refurbished), unless otherwise specified; 

.3 all services performed by VENDOR or its subcontractors and all material used on REGION 4 ESC’s 
behalf, will be completely paid for and that there are no materialman’s or other liens attached to the goods, 
products, merchandise, materials, or services which are provided to REGION 4 ESC; 

.4 the goods to be delivered hereunder will not infringe on any valid intellectual property right, including any 
patent, trademark, trade name, or copyright, and that VENDOR will, at VENDOR’S expense, defend any 
and all actions or suits charging such infringement and will save REGION 4 ESC, its trustees, agents, and 
employees, harmless in case of any such action or suit; 

.5 the goods to be delivered hereunder will be manufactured, sold, and/or installed in compliance with the 
provisions of all applicable federal, state, and local laws and regulations; 

.6 VENDOR shall uphold the manufacturer’s standard warranty on any products. This warranty shall provide 
for replacement of defective merchandise, parts and labor, and include pick-up and delivery from the 
specified CENTER location effective from the date of delivery. VENDOR shall assume all liabilities 
incurred within the scope of consequential damages and incidental expenses, as set forth in the VENDOR 
or manufacturer's warranty, which result from either delivery or use of product, which does not meet the 
specifications within this Agreement or the procurement solicitation, if any; 

.7 Substituting without the prior approval of a REGION 4 Member placing the order will constitute a breach 
of contract by the vendor, which may result in the initiation of actions covered in the section entitled "Non-
Performance/Termination of Contract" and the associated financial impacts attached thereto and may 
jeopardize any future business from the CENTER.; and  

.8 nothing contained herein shall exclude or affect the operation of any implied warranties otherwise arising 
in favor of REGION 4 ESC. 

.9 All products provided or installed under this contract must be in the best possible condition and will be 
subject to inspection, testing, and approval by REGION 4 and its Members. 
 

 
49 LICENSES AND PERMITS; PERFORMANCE 

For the entire effective period of this Agreement, VENDOR represents and warrants that VENDOR (and, if 
approved by the CENTER, any and all subcontractors): (1) has the experience, qualifications, licenses, and 
certifications required to provide the goods and/or services pursuant to this Agreement; and (2) shall maintain 
all required licenses, certifications, permits, and any other documentation and/or authorization(s) necessary 
to perform this Agreement, including, without limitation, authorizations required by any governing entity(ies), 
including, but not limited to, the City of Houston, Harris County, the State of Texas, and the like. VENDOR 
must comply with all state and local building code requirements unless otherwise specifically provided in the 
REGION 4 ESC’s purchase or work order, and VENDOR must pay all fees and charges for connections to 
outside services and for use of property outside the project site.  When required or requested by REGION 4 
ESC, VENDOR shall furnish REGION 4 ESC with satisfactory proof of VENDOR’S compliance with this 
provision. 
 
Further, VENDOR agrees that VENDOR’S goods will be provided, and/or services will be performed, with 
reasonable care, skill, judgment, and experience in a professional business-like manner, with no direct 
supervision from the CENTER. VENDOR shall employ only orderly and competent workers, skilled in the 
performance of the services, if any, which shall be performed under this Agreement. If VENDOR is unable to 
complete the work in this manner based on the mutually agreed upon timeline, VENDOR shall notify the 
CENTER’S Director of Procurement in writing. 
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50 SUPPORT 
VENDOR shall provide timely and accurate technical advice and sales support to REGION 4 ESC and 
REGION 4 ESC staff. VENDOR shall respond to requests for customer support within one (1) business day 
after receipt of the request. VENDOR shall promptly provide training to REGION 4 ESC staff regarding 
products and/or services supplied by VENDOR, at no additional charge, if requested by REGION 4 ESC. 
 

51 NO WAIVER OF BREACH 
Failure of REGION 4 ESC to insist upon strict performance of any of the terms and conditions hereof, or failure 
or delay to exercise any rights or remedies provided herein or by law or to properly notify successful VENDOR 
in the event of breach, or the acceptance of or payment for any goods hereunder shall not release VENDOR 
from any of the warranties or obligations of this Agreement, and shall not be deemed to waive any right of 
REGION 4 ESC to insist upon strict performance hereof or any of its rights or remedies as to any such goods, 
regardless of when shipped, received or accepted, or as to any prior or subsequent default hereunder; nor 
shall any purported oral modification or rescission of an Agreement, contract or service agreement by 
REGION 4 ESC operate as a waiver of any of the terms hereof. 
 

52 NO WAIVER OF IMMUNITY 
The execution of this Agreement and the performance by the CENTER of any of its obligations hereunder do 
not, and are not intended to, waive or relinquish, and the CENTER shall not waive or relinquish, any 
governmental, sovereign immunity or defense from or to liability or prosecution available to the CENTER, its 
trustees, officers, employees, or agents under federal or Texas laws. Nothing in this Agreement shall be 
constructed as creating any personal liability on the part of any trustee, officer, employee, or representative 
of REGION 4 ESC. 
 

53 PRODUCT RECALLS 
VENDOR shall notify the REGION 4 ESC’s PROCUREMENT CONTRACT SPECIALIST immediately if a 
product recall is instituted on any good and/or service VENDOR has delivered or if VENDOR discovers or 
becomes aware of any quality or other deficiency in the delivered goods and/or services. This requirement 
shall survive payment and acceptance of the goods and/or services. 
 

54 TEXAS HAZARD COMMUNICATION ACT 
It is the policy of REGION 4 ESC to comply with applicable federal law and the Texas Hazard Communication 
Act, Texas Health and Safety Code Chapter 502. Therefore, it is necessary to require that all suppliers provide 
REGION 4 ESC with a current and accurate Safety Data Sheet (SDS), if applicable, for all items sold to 
REGION 4 ESC, including, but not limited to: products which may contain hazardous substances, create 
hazardous substances as a by-product, cause harmful physical effects, or otherwise be considered 
hazardous. VENDOR shall be solely responsible to promptly obtain and provide to REGION 4 ESC all 
necessary SDSs from suppliers of items under this Agreement, as applicable. A separate sheet shall be 
provided for each individual item (if required) when purchase is made, as well as when the proposal is 
submitted. The SDSs must conform to the most current requirements of the Hazard Communication Standard 
issued by the Occupational Safety and Health Administration (OSHA) and codified as 29 CFR Section 
1910.1200. 
 

55 HAZARDOUS MATERIALS 
In the performance of VENDOR’S services, VENDOR shall not cause any release of hazardous substances, 
including but not limited to asbestos, or contamination of the environment, including the soil, the atmosphere, 
or any water course or ground water. VENDOR shall be liable for any claims or damages resulting from such 
release of or exposures to any such substances as a result of VENDOR’S activities. 
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56 TEXAS PUBLIC INFORMATION ACT 
.1 The Parties acknowledge that REGION 4 ESC is obligated to strictly comply with the Texas Public 

Information Act (TPIA), Chapter 552, Texas Government Code, in responding to any request for public 
information pertaining to this Agreement, as well as any other disclosure of information required by 
applicable Texas law. All VENDOR Agreements shall be in compliance with the TPIA. 

.2 All documents exchanged or created in connection with and communications regarding this solicitation or 
any Agreement with the CENTER are governed by the TPIA. 

.3 Documents submitted and communications regarding a VENDOR’S proposal response to a solicitation 
may be deemed confidential during the evaluation process, as provided in Texas Government Code, 
Subchapter C, Section §552.104, “Exception: Information Related to Competition or Bidding.”    

.4 The requirements of Subchapter J, Chapter 552, Government Code, may apply to this bid and Agreement, 
and the contractor or VENDOR agrees that the Agreement can be terminated if the contractor or VENDOR 
knowingly or intentionally fails to comply with a requirement of that subchapter. 

.5 Upon the written request of the CENTER, VENDOR will promptly provide specified contracting information 
exchanged or created under this Agreement. VENDOR waives any claim against and releases from 
liability the CENTER, its trustees, officers, employees, agents, and attorneys with respect to disclosure of 
information provided under or in this Agreement or otherwise created, assembled, maintained, or held by 
either party and determined by the CENTER, the Attorney General of Texas, or a court of law to be subject 
to disclosure under the Texas Public Information Act, Chapter 552, Texas Government Code. 

.6 VENDORS should consult with their legal counsel regarding disclosure issues and take the appropriate 
precautions to safeguard trade secrets, or any other proprietary information before responding to this 
procurement solicitation. Should VENDOR’S response to this procurement solicitation include trade 
secrets or proprietary information, or other technical information, documentation and/or expertise that the 
VENDOR considers confidential, VENDOR must either (1) conspicuously mark such information as being 
confidential or, (2) if the information is delivered in oral form, summarize the information in writing within 
ten (10) REGION 4 ESC business days and identify it as being confidential (“Confidential Information”). 
REGION 4 ESC shall not be held liable for disclosure of information that is not conspicuously marked or 
identified as Confidential Information in accordance with the aforementioned process. All requests to 
secure trade secrets must be accompanied by factual evidence of potential loss of competitive or 
economic harm. 

.7 VENDOR shall immediately notify the CENTER if VENDOR receives from any third-party a request for 
information (including, but not limited to, a subpoena), which pertains to the documentation and records 
maintained by VENDOR on behalf of the CENTER pursuant to this Agreement. VENDOR shall provide a 
copy of such request to the CENTER, unless otherwise prohibited by law. 

 
57 NO THIRD-PARTY BENEFICIARIES 

Nothing in this Agreement shall be deemed or construed to create any third-party beneficiaries or otherwise 
give any third party any claim or right of action against any party to this Agreement. 
 

58 NOTICE 
Any notice provided under the terms of this Agreement by either party to the other shall be in writing and may 
be effected by certified mail, return receipt requested. Notice to either party shall be sufficient if made or 
addressed to the address listed in the signature line of this Agreement. Each party may change the address 
to which notice is to be sent to that party by giving notice of such change to the other party by certified mail, 
return receipt requested. 
 

59 NON-EXCLUSIVITY 
Nothing in this Agreement may be construed to imply that VENDOR has the exclusive right to provide the 
CENTER with goods and/or services. During the effective period of this Agreement, the CENTER reserves 
the right to use all available resources to procure other goods and/or services as needed, and doing so will 
not violate any rights of VENDOR. In addition, nothing in this Agreement may be construed to require that the 
CENTER purchase any specific amount, quantity, or quota of goods and/or services from VENDOR. 
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60 INTELLECTUAL PROPERTY 

VENDOR represents and warrants that it has all intellectual property rights necessary to enter into and perform 
its obligations in this Agreement. 
 

61 INDEBTEDNESS 
VENDOR represents that to the best of its knowledge it is not indebted to the CENTER. Indebtedness to the 
CENTER may be grounds for termination of this Agreement. 
 

62 FEDERAL GRANT REQUIREMENTS 
.1 All contracts under federal awards must meet federal, state and local requirements.  
.2 The Agreement shall only be effective upon receipt by the CENTER of the Notice of Grant Award (NOGA) 

from the federal/state awarding agency. 
.3 The Agreement term/period shall be aligned to the grant period of availability, as stated on the NOGA from 

the federal/state awarding agency (period of availability). 
.4 All services shall be completed during the effective dates of the Agreement. 
.5 All services shall be invoiced monthly after services are received (rather than paid lump sum at the 

beginning of the period of availability before services are rendered) and shall only be paid upon verification 
of receipt of services. 

.6 The regulations for procurement in 2 CFR § 200.317-327 shall be followed by REGION 4 ESC in issuing 
the Agreement. 

.7 All professional services provided under the Agreement will follow the provisions of 2 CFR § 200.459 
Professional service costs. 

.8 The Agreement shall identify the funding sources that will be used for the goods and/or services to be 
provided, including the specific amount and/or percentage of the total contract amount to be charged to 
each funding source. 

.9 The Agreement shall identify and lists only reasonable, necessary, and allocable services to be provided 
during the period of availability of the funding sources listed in the Agreement. 

.10 The administrative costs charged to the grant in the Agreement must comply with any limitations for 
administrative costs for funding sources (if applicable). 

.11 The Agreement shall specify that the invoice provided by the VENDOR will include the list of services 
provided, dates of services, and location(s) where services were provided during the billing period. 

.12 If the source of funds for this purchase is federal funds, the following federal provisions apply, as 
applicable: the Davis-Bacon Act (40 U.S.C. § 276a / 29 CFR Part 5), the Copeland “Anti-Kickback” Act 
(18 U.S.C. § 874 / 29 CFR Part 5), the Equal Opportunity Employment requirements (Executive Orders 
11246 and 11375 / 41 CFR Chapter 60), the McNamara-O’Hara Service Contract Act (41 U.S.C. 351), 
Section 306 of the Clean Air Act (42 U.S.C. § 1857h), Section 508 of the Clean Water Act (33 U.S.C. § 
1368), Executive Order 11738, Environmental Protection Agency regulations (40 CFR Part 15), the 
Contract Work Hours and Safety Act (40 U.S.C. § 3701-3708; 29 C.F.R. Part 5), Byrd Anti-Lobbying 
Amendment (31 U.S.C. 1352), Debarment and Suspension (Executive Orders 12549 and 12689),  the 
Uniform Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards (2 
CFR Part 200), the Education Department General Administrative Regulations, 2 C.F.R. Parts 200 and 
3474, and 34 C.F.R. Parts 75-77, 79, 81-82, 84, 86, and 97-99 (“EDGAR”), mandatory standards and 
policies contained in the state energy conservation plan issued in compliance with the Energy Policy and 
Conservation Act (Pub. L. 94-163, 89 Stat. 871), and all federal certifications and other requirements of 
federal law, including but not limited to those included within REGION 4 ESC’s Bid Attributes and those 
mandated by federal agencies making award(s) of federal funds to REGION 4 ESC.  Without limitation to 
the forgoing, Region 4 has and will comply with all requirements related to contracting with small and 
minority businesses, women’s business enterprises, and labor surplus area firms, as set forth in 2 C.F.R. 
§ 200.321.  Region 4 has and does solicit all qualified small and minority businesses and women’s 
business enterprises.  VENDOR shall comply with 2 C.F.R. § 200.321 in its own sub-contracting practices.  

























25-03 Addendum 2

Optiv Security, Inc.

Supplier Response

Event Information

Number: 25-03 Addendum 2
Title: CYBER SECURITY SOLUTIONS
Type: Request for Proposal - Region 4 ESC
Issue Date: 3/5/2025
Deadline: 4/24/2025 02:00 PM (CT)
Notes: Oral communications concerning this RFP shall not be binding and

shall in no way excuse an Offeror of the obligations set forth in this
proposal.

Only online proposals will be accepted. Proposals must be submitted
via Region 4 ESC's online procurement system:
region4esc.ionwave.net.

No manual, emailed, or faxed proposals will be accepted. 

NON-MANDATORY PRE-PROPOSAL CONFERENCE

Meeting to be held on
Wednesday, March 26, 2025, at 10:00 am
via ZOOM at https://esc4.zoom.us/j/92570375617?from=addon

Offerors are strongly encouraged, but not required to participate in a
pre-proposal conference with the Procurement Contract Specialist.
 

Contact Information
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Address: Finance and Operations
7145 West Tidwell Road
TX 77092

Email: questions@esc4.net
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Optiv Security, Inc. Information

Address: 1144 15th Street
Suit 2900
Denver, CO 80202

Phone: (908) 247-6276
Email: omnia@optiv.com

By submitting your response, you certify that you are authorized to represent and bind your company.

Jacquelyn Wayne jacquelyn.wayne@optiv.com
Signature Email

Submitted at 4/24/2025 01:50:27 PM (CT)

Supplier Note

Optiv has provided a full bid response that has more detail and supporting documentation for the requirements.
Per the following Q&A, we have uploaded to the "Additional Agreements Offeror will require Participating
Agencies to sign" field.​ ​ Question Would Region 4 like full proposals submitted as an additional attachment, or
should vendors simply provide the required forms in the portal?​ Submitted 3/19/2025 03:33:01 PM (ET)​
Answer Each supplier needs to determine if they will submit a full proposal as well as what is required in the
portal. If you choose to submit a full proposal as well, you can upload it on the Response Attachments tab under
Additional Agreements Offeror will require Participating Agencies to sign.​ Published 3/20/2025 12:04:23 PM
(ET)

Requested Attachments

Offer and Contract Signature Form Offer and Contract Signature
Form - Signed.pdf

Please complete the Offer and Contract Signature Form, located on the Attachments tab, and upload the completed
document here.

Deviation Form OMNIA_Deviation
Form_4.3.25_K377609.docx

Please complete the Deviation Form, located on the Attachments tab, and upload the completed document here.

Conflict of Interest Questionnaire No response

If a conflict exists that requires the submission of a Conflict of Interest Questionnaire (CIQ), complete and upload the
document here. (REQUIRED ONLY IF A CONFLICT EXISTS, see Attribute titled "CONFLICT OF INTEREST
QUESTIONNAIRE" for additional information.)

Products and Pricing Pricing - Optiv Security.xlsx

Each offeror awarded an item under this solicitation may offer their complete product and service offering/a balance of
line. Describe the full line of products and services offered by supplier.

Value Added Services No response

Provide any additional information related to products and services the Offeror proposes to enhance and add value to
the Contract. For example, a proposal for furniture may include additional value-added selections such as installation,
white glove delivery options, setup/cleaning, classroom design/layout, special orders, etc. (OPTIONAL)

Diversity, HUB Certifications No response

If your firm holds a certification from certifying agencies related to M/WBE, DBE, HUB, or other diverse business
designations, you may upload the certificate here. (OPTIONAL)
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OMNIA Partners - Exhibit F Federal Funds Certifications
OMNIA Partners - Exhibit F
Federal Funds Certifications -
Signed.pdf

Please complete the OMNIA Partners - Exhibit F Federal Funds Certifications, located on the Attachments tab, and
upload the completed documents here.

OMNIA Partners - Exhibit G New Jersey Business Compliance Exhibit G NJ Business Compliance
Packet.pdf

Please complete the OMNIA Partners - Exhibit G New Jersey Business Compliance forms, located on the Attachments
tab, and upload the completed documents here.

Additional Agreements Offeror will require Participating Agencies to
sign.

Optiv Proposal for Omnia Region
4 ESC 25-03 (4.24.25).pdf

Upload any additional agreements offeror will require Participating Agencies here.

W-9 Upload Optiv W-9 2025.pdf

Interested offerors must upload an updated Form W-9 prior to submitting a proposal.

Addendum No. 1 OMNIA 25-03 Signed Addenda.pdf

Please complete Addendum No. 1 then upload signed document.

Response Attachments

Optiv Security Inc.-DUNS019466684_06-12-2024.pdf

Optiv's D&B Report

OMNIA Partners - Exhibit B Administration Agreement Example - redlines.pdf

OMNIA Partners Exhibit B redlines

Bid Attributes

1 CONTRACT DURATION

The initial term of the Contract is for a period of three (3) years unless terminated, canceled, or extended as
otherwise provided herein. Region 4 ESC shall have the right in its sole discretion to renew the Contract for
additional terms up to two (2) years after the end of the initial term or for a lesser period of time as determined by
Region 4 ESC by providing written notice to the Contractor of Region 4 ESC’s intent to renew thirty (30) days prior
to the expiration of the original term. Contractor acknowledges and understands Region 4 ESC is under no
obligation whatsoever to extend the term of this Contract. In the event the proposal term, including renewals, ends
before another proposal is executed, proposal prices and discounts may be extended on a month-to-month basis
by mutual consent. Extensions are limited to the lesser of: a) six (6) additional monthly terms, or b) the time which is
required to complete a new solicitation for the goods and services provided for in this solicitation. Notwithstanding
the foregoing paragraph, the term of the Contract, including any extension of the original term, shall be further
extended until the expiration of any Purchase Order issued within the Contract term for a period of up to one year
beyond the Contract term.

 I certify compliance with this attribute.

2 NAME OF INDIVIDUAL COMPLETING THIS PROPOSAL

Natalie Castagno

3 HOW MANY YEARS HAS YOUR BUSINESS OPERATED UNDER ITS PRESENT NAME

10

4 WHAT IS YOUR CURRENT NUMBER OF CUSTOMER ACCOUNTS?

6000
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5 WHAT ARE YOUR BUSINESS HOURS?

Our standard operating business hours are 8:00AM – 5:00PM local time, Monday – Friday.

6 IS 30 DAYS AFTER RECEIPT OF INVOICE AN ACCEPTABLE PAYMENT SCHEDULE FOR YOUR
BUSINESS?

If Yes, type "YES". 
 
If No, describe your payment schedule in the field provided.

Yes

7 WHAT IS THE STANDARD LEAD TIME FOR RECEIPT OF PRODUCTS AFTER ORDER IS RECIEVED
(ARO), IN DAYS?

Provide your answer in number of DAYS after receipt of order (ARO).

Orders are placed same day if received before 12:00 PM CST. Since most deliveries will be electronic/not physical,
a standard ARO is 2 days. This is dependent on all required information being provided to the OEM. For instance,
a EULA may be required to be executed prior to software deployment, and negotiating can create a longer lead
time.

8 ACCOUNT MANAGER NAME

Please indicate the name of the account manager we should speak to with concerns about the products and/or
services in this proposal.

Andrew Booth

9 ACCOUNT MANAGER EMAIL

andrew.booth@optiv.com

1
0

ACCOUNT MANAGER PHONE

(440) 263-4995

1
1

PAYMENT REMITTANCE ADDRESS

No response

1
2

PAYMENT REMITTANCE PHONE

1
3

CONTRACT/PURCHASE ORDER/QUOTE EMAIL

Vendors may choose to have purchase orders emailed to them in PDF format in lieu of having them faxed or mailed.
To elect this option, please offer the preferred email address in the accompanying field. This email address will
apply to any purchases from your company, so the use of a generic email address is suggested, such as
bids@companyname.com or purchaseorders@businessname.com.

No response

1
4

CONTRACT/PURCHASE ORDER/QUOTE FAX NUMBER, IF APPLICABLE

If applicable, please provide a fax number to send orders and quote requests.

1
5

REQUIRED REFERENCE QUOTE OR CONTRACT NUMBER, IF APPLICABLE

Enter your quote or contract number and/or any other information our staff would need provide on the face of
purchase orders in order to receive discount percentages and contract pricing.

No response
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1
6

COMPANY WEBSITE ADDRESS, IF APPLICABLE

www.optiv.com

1
7

HOW WERE YOU NOTIFIED OF THIS BID OPPORTUNITY?

In order to verify the efficiency of communication tools used to notify vendors of bidding opportunities, we ask that
you provide us with the manner in which you received notification of this request for bid/proposal.

Optiv is registered with Ionwave and has submitted a previous bid to Region 4 ESC. We were also aware that this
contract was coming out to rebid, so we were monitoring the site for release.

1
8

REFERENCE 1

Please provide the reference of a school and/or business who have utilized the same equipment/products within the
last two years. Include Company/Government name, address, contact name, and contact phone number.

Entity Name Santee Cooper ​ Contact Name Bryan Miles​ Title Cyber Security Operations Manager​ Contact Phone
843-761-8000​ City, State Monks Corner, SC​ Years Serviced 5+​ Description of Services Technology Resell,
Managed Services & Consulting Services​ Annual Volume $1,400,000

1
9

REFERENCE 1 EMAIL

Bryan.Miles@santeecooper.com

2
0

REFERENCE 2

Please provide the reference of a school and/or business who have utilized the same equipment/products within the
last two years. Include Company/Government name, address, contact name, and contact phone number.

Entity Name Oregon Enterprise Information Services ​ Contact Name Shawn Wagoner​ Title Director of
Cybersecurity Operations​ Contact Phone 503-302-1523​ City, State Salem, OR​ Years Serviced 5+​ Description of
Services Palo Alto services (architecture, integration, managed services, authorized support, subject matter expert
services, product resale, etc.​ Annual Volume $1,000,000 +

2
1

REFERENCE 2 EMAIL

Shawn.wagoner@das.oregon.gov

2
2

REFERENCE 3

Please provide the reference of a school and/or business who have utilized the same equipment/products within the
last two years. Include Company/Government name, address, contact name, and contact phone number.

Entity Name Penn State University ​ Contact Name Ed Wilson​ Title Manager, Firewall and Security​ Contact Phone
814-863-9433​ City, State College Park, PA​ Years Serviced 2​ Description of Services Palo Alto Networks, ASP​
Annual Volume $3,500,000

2
3

REFERENCE 3 EMAIL

emw10@psu.edu

2
4

THE U.S. STATE YOUR PRINCIPAL PLACE OF BUSINESS IS LOCATED.

Colorado

2
5

RECIPROCITY

For Businesses not located in Texas: Does your state of residence or incorporation require out-of-state bidders to
underbid vendors residing in your state by a prescribed amount or percentage to receive a comparable contract? If
Yes, please input that percentage; If No, please leave the adjacent field blank.

No response
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2
6

PARTIAL AWARD ACCEPTANCE

REGION 4 ESC retains the right to award this contract in such a manner that it receives the best overall value for
the goods and/or services requested in this request for proposal or bid, which may include awarding to multiple
vendors.

 I understand.

2
7

PURCHASE ORDER POLICY

REGION 4 ESC purchases tangible goods and services through the use of approved Purchase Orders. Vendors
are highly discouraged from sending products, and/or performing services without prior receipt of an approved
District Purchase Order. While campuses and departments may call for quotes and information, please be advised
the District is not obligated to pay for any services and/or products ordered via telephone or email in without the
presence of a properly executed Purchase Order.

 I understand.

2
8

ADDENDA NOTIFICATIONS

Any addenda to this proposal will be issued electronically through this system. It is vendor's responsibility to review
addenda upon e-mailed notice and retract/amend their submission as deemed necessary. REGION 4 ESC may
choose to mark a proposal received prior to the issuance of an addendum as non-responsive should REGION 4
ESC, in its sole determination, finds the addendum to be of such material change that it warrants such
determination. If such proposal is found non-responsive, REGION 4 ESC will not consider the proposal for
evaluation or further consideration.  

 I understand.

2
9

Provide equipment manufacturer, equipment types and discounts off published list price.

Our pricing structure for products is discount off-list per OEM. Optiv is also offering our catalog of services at a
discount off-list per category of service, and hourly rates for resources. These discounts are provided in our
pricing attachment and our full response document, both attached.

3
0

Define any freight charges.

All deliveries shall be freight prepaid F.O.B. destination and shall be included in all pricing unless otherwise clearly
stated in writing at the time of quoting.

3
1

Describe how Offeror responds to emergency orders.

There is already a minimal lead time for standard software purchases. However, if there is an emergency order,
they are given priority and processed immediately provided all customer-driven purchasing requirements are met.
The customer should indicate any purchasing requirements, such as whether or not a formal Purchase Order is
needed, or signature requirements on orders being placed, during customer account set up. After hours staffing is
provided ad hoc when necessary. Optiv will coordinate with OEM to facilitate after-hours staffing for ad hoc order
requests.

3
2

What is Offeror's average Fill Rate?

As a reseller, and not a distributor, Optiv doesn't have a "fill rate" metric to track. The distributors we use do not
typically track this metric either but usually strive for a rate of 97-99%.

3
3

What is Offeror's average on time delivery rate? Describe Offeror’s history of meeting the shipping and
delivery timelines.

Orders are placed same day if received before 12:00 PM CST. Since most deliveries will be electronic/not physical,
a standard ARO is 2 days. This is dependent on all required information being provided to the OEM. For instance,
a EULA may be required to be executed prior to software deployment, and negotiating can create a longer lead
time.
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3
4

Describe Offeror's return and restocking policy.

At the core of Optiv’s return policy is customer satisfaction. While limited by the returns policies of our vendors and
distributors, we will advocate for you to ensure you are receiving the benefits offered by them and our OEMs.
Third-Party Product returns may be permitted in limited circumstances where allowed by the vendor’s returns and
refunds policy and such returns must be approved in writing by the vendor.

3
5

Describe Offeror's ability to meet service and warranty needs.

Optiv warrants that our services will be provided in accordance with the prevailing standard of care exercised by
consultants in the information security industry and applicable laws and governmental regulations. Subject to the
terms and conditions of the final executed contract and the applicable SOW, Optiv will work to re-perform
nonconforming portions of the services and/or deliverables. Warranties applicable to any third-party products or
services are subject to the OEM’s warranty policy. While Optiv cannot directly remedy a breach of a third-party
warranty, your Client Relationship Team will assist in communicating with the OEM when there is a warranty issue,
including providing information needed to submit a warranty claim per any required process.

3
6

Describe Offeror's customer service/problem resolution process. Include hours of operation, number
of services, etc.

At the onset of our relationship, Optiv will create a clear communication path in the event there is an issue with the
service we provide. This ensures we have a clear path for escalation to ensure minimal interruption to the services
delivered. The request process begins with your Client Relationship Team and any member of your organization
can notify our Team or Executive Leadership of an existing issue. This can be addressed in our regular
relationship cadence or through an ad hoc request. Once this request has been received, your Client Relationship
Team will gather all information from the required teams and provide a summary to you, that will include any course
corrections where needed. We create short term plans to remediate immediate issues, then coupled with a
detailed root cause analysis, create long term solutions designed to prevent similar future challenges. The Client
Relationship Team is available during standard operating business hours 8:00AM – 5:00PM local time, M-F.

3
7

Describe Offeror's invoicing process. Include payment terms and acceptable methods of payments.
Offerors shall describe any associated fees pertaining to credit cards/p-cards.

Optiv’s standard payment terms are Net30. In most cases, Optiv invoices the customer once the OEM provides
proof of fulfillment to Optiv and invoices Optiv. Optiv also offers flexible invoice and payment options such as credit
cards up to 25K, financing, special terms, and we can support purchases through several cloud marketplace
partners. Orders can also be pre-billed (invoiced prior to fulfillment) at the customer’s request. Acceptable
methods of payment include electronic payment, ACH, wire, or SWIFT payments, or payments by check.

3
8

Describe Offeror's contract implementation/customer transition plan.

Any current customer of Optiv’s interested in transitioning to purchasing from the OMNIA Partners contract can do
so both easily and quickly. As there may be numerous contract vehicles available to a customer, they must indicate
the contract vehicle at the time of quoting. If a customer does not have a contract preference, we will promote the
benefits of purchasing off OMNIA. For new customers, the transition to start purchasing from Optiv is seamless. To
set up an account for a new client in Salesforce, we require basic information such as company legal name, HQ
address (or main US location), and the client contact (name, email, phone, title). From there, we collect more
information in a user-friendly form regarding their purchasing and billing requirements. Unless a customer has no
or poor credit history, Optiv will assign a credit line to the customer without additional financials.

3
9

Describe the financial condition of Offeror.

Optiv has one of the strongest financial positions in the industry backed by two of the largest private equity firms in
the world in KKR & Blackstone. In 2024, we had gross sales of ~ $3.7B and a positive Dun & Bradstreet rating.
Optiv has consistently generated positive EBITDA year over year since inception over 25 years ago.
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4
0

Provide a website link in order to review website ease of use, availability, and capabilities related to
ordering, returns and reporting. Describe the website’s capabilities and functionality.

Optiv’s website is www.optiv.com. Clients can access this site for our comprehensive ESG report, our partner
directory and offerings, and other information about the company. Optiv does not currently have an online portal
for ordering, returns or reporting.

4
1

Describe the Offeror’s safety record.

We are committed to maintaining a safe working environment for all employees and to ensure the personal safety
of all employees and assets. Employees are expected to perform all work duties in a safe manner. Optiv
encourages employees to communicate with the Facilities Management team and their own manager regarding
safety issues. All employees are required to comply with the Information Security Policies and Optiv’s other safety
and security standards, and policies, as the same may be modified or updated from time to time.

4
2

Provide a brief history of the Offeror, including year it was established and corporate office location.

Our founding organizations, FishNet Security (Founded 1996) and Accuvant Labs (Founded in 2002), each
became a leading provider of information security services and solutions serving enterprise-class organizations
across North America. As cybercrime became more sophisticated Accuvant and FishNet Security joined forces in
2015 to become Optiv Security. This merger created a roughly $1.5 billion information security organization with
solutions covering nearly every aspect of cybersecurity. Today, Optiv has grown to be the cyber advisory and
solutions leader, delivering strategic and technical expertise to more than 6,000 companies across every major
industry. Headquartered in Denver, Colorado, Optiv operates two facilities in the U.S. and 2,350 employees spread
across the country providing support remotely for our organization and clients.

4
3

Describe Offeror's reputation in the marketplace.

Our reputation in the marketplace is best proven by our various industry recognition - Recognized in numerous
Gartner Market Guide for security services including: Managed Detection and Response Services June 2024 Co-
Managed Security Monitoring Services March 2024 OT Security Services November 2023 Digital Forensics and
Incident Response Services February 2023 Managed Detection and Response Services February 2023 Managed
SIEM Services August 2022 Managed Security Services March 2022. Optiv is a trusted brand in the industry. In
addition to our already listed Awards and Accolades, we were the only company to score 100% trust in a recent
survey of CISOs and cyber decision makers. Our Subject Matter Experts frequently author, or are cited in news
articles, and often make appearances on news networks to discuss the challenges in today’s cybersecurity
landscape.

4
4

Describe Offeror's reputation of products and services in the marketplace.

Optiv has received numerous awards for our services - Recognized in IDC PlanScape: Zero Trust Security
Services December 2024 Optiv Named a Leader in IDC MarketScape for Worldwide Cybersecurity Consulting
Services March 2024 Optiv Named a Leader in IDC MarketScape for Worldwide Cybersecurity Risk Management
Services October 2023 Scored Highest Mark in Canadian MSSP Brand Perception Survey March 2023

4
5

Describe if distributors/dealers/resellers/subsidiaries/partners ("affiliates") will be used to fulfill the
contract. Submit a list of those affiliates authorized to sell under the proposed contract.

Where and how does Offeror propose to maintain an authorized affiliate list so it may be accessed by Participating
Agencies? How often does the supplier propose to update the affiliate list? Confirm the Offeror reviews the financial
health, debarment status and overall general capacity of authorized affiliates. Offerors who us authorized affiliates
are responsible for ensuring authorized affiliates are performing in accordance with the contract.

Optiv will not be using any distributors, dealers, resellers or partners to fulfill the contract or otherwise sell directly
to our customers. One of the benefits of Optiv is directly working with us for all of your security needs. We do
source products from distributors, but they do not have contact with our customers, nor sell on our behalf. Those
distributors are Arrow ECS, Ingram Micro, TD SYNNEX EC America / ImmixGroup and Carahsoft.
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4
6

Describe the experience and qualifications of key employees.

Optiv understands that supporting, promoting and generating success for a cooperative contract extends past the
sales force. Optiv created a SLED Strategy Team dedicated to the public sector client base to reinforce proper
usage of contract vehicles and successful promotion of our offerings with both customers and partners. Natalie
Castagno, our Sr. SLED Capture Manager, has 17 years’ experience with public sector clients and contract
vehicles, including OMNIA, NASPO and Sourcewell. Here to support the growth and development of our OMNIA
Partners contract, she will be collaborating with our sellers and OMNIA Partners to ensure awareness of
opportunities and event attendance. Amy Powell, our Sr. SLED Operations Manager, has been an Optiv employee
for 4 years, supporting public sector compliance in the form of document creation and maintenance. Her primary
role will be to maintain accurate and timely reporting and compliance with contract usage.

4
7

Describe Offeror's experience working with the government sector.

The government sector is Optiv’s second largest client industry. We serve more than 1,700 public sector clients
each year, including: • 830+ Government Agencies • 570+ Educational Institutions • Multiple Federal Departments
• More than 100 Cities and city departments • More than 200 Counties and county departments

4
8

Describe past litigation, bankruptcy, reorganization, state investigations of entity or current officers
and directors.

There have been no past litigation, bankruptcy, or reorganization events, nor state investigations of Optiv and/or
its current officers and directors.

4
9

Provide Offeror's expertise in working with public sector and understanding of the unique technical
regulatory requirements.

As Optiv’s second largest client share, we have a deep understanding of the unique technical regulatory
requirements of the public sector. Currently supporting 65 contract vehicles across the country, we recognize that
each vehicle has its own requirements depending on the scope of the contract and the State or agency that is
leading it. Compliance with our contracts is of the utmost importance to us, which is why we have implemented a
new SLED Strategy Team to ensure customer satisfaction and contract compliance for all our public sector
customers.

5
0

Indicate if Offeror is licensed to do business in all 50 states.

 Yes 

 No 

5
1

Value Add - Provide any additional information related to products and services Offeror proposes to
enhance and add value to the Contract.

Optiv is offering the following value-added resources at no additional cost to Region 4 ESC and Participating
Agencies: ​ • Dedicated account team​ • Access to the SLED Strategy Team​ • Dedicated email alias​ • Quarterly
reporting​ • Dedicated page on Optiv’s website​ ​ In addition, Region 4 ESC and Participating Agencies will receive
the benefits of the following unique offerings, at no additional cost.​ Security Advisors​ Unlike value-added resellers
that offer a wide variety of product categories, Optiv’s focus on cybersecurity means each client’s account team
includes a Security Advisor that works alongside their Client Manager. This is a technical role that can advise
Participating Agencies on security decisions based on their current IT environments and deployed technologies.​
Renewal Management​ Letting a renewal lapse can create gaps in service and an increase in costs. Our renewals
team is solely focused on managing and consolidating renewals for our clients. Their duties include providing
proactive renewal quotes 90 to 120 days in advance, managing and validating all renewal data (i.e., term dates,
serial numbers, RMA discrepancies, End of Life gear, etc.), provide regular reports, monitor renewals
spend/discounts and consolidating renewals to better align with a client’s spend/budget/fiscal year. Our process is
outlined below, and as a value add, this team can also assist with budgetary estimates, contract details, purchase
history reports and quote and invoice historical data. A visual of our renewals process is included in our full
response document on page 44.

5
2

Include a per diem rate.

$0
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5
3

For Non-Normal Working Hours, indicate if there is a minimum charge of hours and what the number of
hours is.

For day-to-day customer service, there are no minimum hours. If we are working on an engagement where we are
billing hourly, a minimum may apply depending on the scope of the engagement.

5
4

Is pricing available for all products and services?

Yes, Optiv is offering pricing for our entire catalog of products and services.

5
5

Describe any shipping charges (where applicable).

All deliveries shall be freight prepaid F.O.B. destination and shall be included in all pricing unless otherwise clearly
stated in writing at the time of quoting.

5
6

Provide pricing for warranties on all products and services.

Additional warranty purchases will be subject to the same pricing model offered in the response. This is a discount
off list model per OEM.

5
7

Describe any return or restocking fees.

Third-Party Product returns may be permitted in limited circumstances where allowed by the OEM/distributor’s
returns and refunds policy and such return must be approved in writing by the OEM/distributor. Optiv does not
impose a return or restocking fee on returned product but will pass through any fee mandated by an
OEM/distributor.

5
8

Describe any additional discounts or rebates available. Additional discounts or rebates may be offered
for large quantity orders, single ship to location, growth, annual spend, guaranteed quantity, etc.

Yes, Optiv offers additional potential savings to our clients. Optiv's teams have significant experience managing
the total security spend for our clients. Our experienced team can offer significant time and cost savings related to
tail spend to Region 4 and Participating Agencies through a variety of options, including contract consolidation,
co-terminating renewal dates, and bundling with individual partners or even among multiple partners to provide a
Master Renewal, driving efficiency of procurement and cost savings through higher volumes.

5
9

Describe how customers verify they are receiving Contract pricing.

By working directly with Optiv as the contract holder, there are no third parties that Participating Agencies need to
receive pricing from, ensuring accuracy and compliance. Reporting will be provided by our SLED Strategy Team
per the requirements, format, and frequency in Exhibit E. Additionally, Optiv provides robust regular and ad hoc
reporting capabilities through our Client Operation Specialist team. Typically, we deliver reporting quarterly, with an
annual summary report. We will work with the Participating Agencies to ensure all required information is included
in their reporting as well as provide a regular delivery cadence to satisfy verification of Contract pricing with the
Participating Agencies.

6
0

Propose the frequency of updates to the Offeror’s pricing structure. Describe any proposed indices to
guide price adjustments. If offering a catalog contract with discounts by category, while changes in
individual pricing may change, the category

discounts should not change over the term of the Contract.

Optiv is offering a catalog contract with discounts categorized by OEM and agrees that while changes in individual
pricing may change, the category discounts will not change over the term of the Contract.

6
1

Describe how future product introductions will be priced and align with Contract pricing proposed.

Since Optiv’s discount structure is a set discount percentage by manufacturer, any future products will be subject
to the already established discount percentage for the applicable OEM. Should Optiv introduce a new OEM for
availability under the catalog, the discount percentage will be, at minimum, 2% which is in line with the “All other
OEM” category. Optiv may offer a deeper discount if we can successfully negotiate better pricing with the OEM
we’re adding to the catalog.
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6
2

Describe any diversity programs or partners supplier does business with and how Participating
Agencies may use diverse partners through the Master Agreement.

Indicate how, if at all, pricing changes when using the diversity program. If there are any diversity programs, provide
a list of diversity alliances and a copy of their certifications. 

While Optiv is not certified as a small or diverse business, we have relationships with Tier I Suppliers possessing
many different designations, including MBE, WBE, Asia Pacific, DVBE, American Indian, etc. Optiv has a detailed
Supplier Diversity Program in place, with a 2 Tier supplier program to help support our clients with diversity spend
goals. As part of this program, we track and report on business conducted with our diversity partners. In 2023,
Optiv spent over $329MM with approximately 150 small and diverse suppliers. sadvantaged, women-owned s

6
3

Minority Women Business Enterprise Certification

If yes, list certifying agency.

No response

6
4

Small Business Enterprise (SBE) or Disadvantaged Business Enterprise (DBE) Certification

If yes, list certifying agency.

No response

6
5

Historically Underutilized Business (HUB) Certification

If yes, list certifying agency.

No response

6
6

Historically Underutilized Business Zone Enterprise (HUBZone) Certification

If yes, list certifying agency.

No response

6
7

Other recognized diversity certificate holder

If yes, list certifying agency

No response

6
8

Describe how Supplier will transition any existing Public Agency customers’ accounts to the Master
Agreement available nationally through OMNIA Partners.

Include a list of current cooperative contracts (regional and national) Offeror holds and describe how the Master
Agreement will be positioned among the other cooperative agreements.

Optiv currently supports 65 contract vehicles across the country that include the large consortia contracts of
NASPO and OMNIA Partners. Of the 65 contract vehicles we support, 33 are directly held by Optiv as the primary
contractor. Some of those contract vehicles include California Multiple Award Schedules (CMAS), California
Software Licensing Program (SLP) and multiple South Carolina State Contracts (STC). ​ Regarding our top
contract in use today, NASPO AR2472, Optiv has been a named reseller on NASPO Cloud AR2472 since its
inception in 2016. Due to Optiv’s increasing prioritization of the SLED market, we have grown significantly,
increasing our sales from $4.3M in 2023 to $23M in 2024. ​ Optiv is a named reseller on 14 national and regional
consortium contracts today. OMNIA Partners’ Cyber Security Solutions would be our first directly held national
consortium, which would make it a priority play for Optiv. ​ Contract Name Contract Number​ E&I EI00063-2021MA​
NASPO AR2472​ NASPO AR3228​ NASPO AR3229​ NASPO AR3232​ NCPA (OMNIA) 01-130​ NCPA (OMNIA) 01-170​
OARnet 00095211​ OMNIA R191902​ OMNIA R200803​ PEPPM 533902​ PEPPM 531841-033​ Quilt MSA-05012019F​
Sourcewell 20624
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6
9

Acknowledge Supplier agrees to provide its logo(s) to OMNIA Partners and agrees to provide
permission for reproduction of such logo in marketing communications and promotions.

Acknowledge that use of OMNIA Partners logo will require permission for reproduction, as well.

 Yes 

 No 

7
0

Confirm Supplier will be proactive in direct sales of Supplier’s goods and services to Public Agencies
nationwide and the timely follow up to leads established by OMNIA Partners.

All sales materials are to use the OMNIA Partners logo. At a minimum, the Offeror's sales initiatives should
communicate:

Master Agreement was competitively solicited and publicly awarded by a Principal Procurement Agency
Best government pricing
No cost to participate
Non-exclusive

 Yes 

 No 

7
1

Confirm Offeror will train its national sales force on the Master Agreement. At a minimum, sales training
should include:

Key features of Master Agreement
Working knowledge of the solicitation process
Awareness of the range of Public Agencies that can utilize the Master Agreement through OMNIA Partners
Knowledge of benefits of the use of cooperative contracts

 Yes 

 No 

7
2

Provide the name, title, email and phone number for the person(s), who will be responsible for:

Executive Support
Marketing
Sales
Sales Support
Financial Reporting
Accounts Payable
Contracts

Executive Support Todd Perrault SVP – Client Advisory Todd.perrault@optiv.com (424) 242-6523 Marketing Taryn
Nathan Sr. Manager – Regional Marketing Programs Taryn.nathan@optiv.com (720) 233-5726 Sales Andrew
Booth Sr. Director – SLED Strategy Andrew.booth@optiv.com (440) 263-4995 Sales Support Natalie Castagno Sr.
SLED Capture Manager Natalie.castagno@optiv.com (908) 247-6276 Financial Reporting Amy Powell Sr. Public
Sector Operations Manager Amy.powell@optiv.com (540) 847-1791 Accounts Payable Amy Powell Sr. Public
Sector Operations Manager Amy.powell@optiv.com (540) 847-1791 Contracts Amy Powell Sr. Public Sector
Operations Manager Amy.powell@optiv.com (540) 847-1791
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7
3

Describe in detail how Supplier’s national sales force is structured, including contact information for
the highest-level executive in charge of the sales team.

Optiv’s national sales force is regionally aligned throughout the country. Each regional territory is led by a
Regional Director overseeing a team of Client Managers. The Client Managers are local to the customer base they
support and are also paired with a Security Advisor in the area. These teams of Client Managers and Security
Advisors, as well as the SLED Strategy Team and our Client Operations Specialists, ultimately report into our Chief
Revenue Officer, John Hurley. ​ John Hurley has more than 25 years of experience in the technology industry
driving success for global, commercial and enterprise organizations. As chief revenue officer (CRO) for Optiv, he is
responsible for the company’s revenue-generation strategy and go-to-market approach to drive sustainable
growth.

7
4

Explain in detail how the sales teams will work with the OMNIA Partners team to implement, grow and
service the national program.

Optiv’s strategy for marketing and promoting the resultant OMNIA Partners contract is centered around a well-
trained and extensive team of field sales representatives and solutions engineers throughout the country, in
conjunction with our SLED Strategy Team. After award, Optiv will provide a territory list of our public sector sellers
to align with OMNIA Partners’ sellers. We will establish a call cadence to ensure that we are concurrently tracking
opportunities and collaborating on sales motions and events to grow and service the national program. The team
can also coordinate calls for specific territories or regions with the applicable sellers present. The SLED Strategy
Team has already proven success with other contract vehicle growth. Since their inception in 2024, they have
fostered the development of the NASPO Cloud contract with over 5x time growth from 2023.

7
5

Explain in detail how Offeror will manage the overall national program throughout the term of the
Master Agreement, including ongoing coordination of marketing and sales efforts, timely new
Participating Public Agency account set-up, timely contract

administration, etc.

Optiv understands that supporting, promoting and generating success for a cooperative contract extends past the
sales force. That is why Optiv created a team dedicated to the public sector client base to reinforce proper usage
of contract vehicles and successful promotion of our offerings with both customers and partners. Management of
the overall national program will be led by our SLED Strategy Team. This team will facilitate access to both our
Marketing and Sales departments to support co-branded collateral in the form of newsletters, marketing blasts,
case studies and other materials as agreed upon between Optiv and OMNIA Partners. They work with both our
internal and external contacts, training the sales force on the talking points of OMNIA Partners, and collaborating
with our OEM partners so they’re aware of the existence of our national consortia contract. Using this two-pronged
approach, we can utilize our sellers to introduce the OMNIA to our clients and utilize our OEM partners to introduce
new pathways to procurement for public sector clients. The SLED Strategy Team will ensure that all operational
processes regarding new account setup, timely contract administration, administrative fees and reporting are
completed to customers’ satisfaction.

7
6

State the amount of Supplier’s Public Agency sales for the previous fiscal year. Provide a list of
Supplier's top 10 Public Agency customers, the total purchases for each for the previous fiscal year
along with a key contact for each.

Client Annual Sales​ All Public Sector $134M​ UPMC Health Systems $11.5M​ Regents of UC-Merced $4.5M​ State of
Colorado OIT $4M​ Penn State University $3.7M​ UCLA Medical Center $3.5M​ California ISO $2.9M​ Salt River
Project $2.8M​ University of Phoenix $2.7M​ Indiana University Health $2.1M​ County of Sacramento $2M

7
7

Year 1 - Provide the Contract Sales (as defined in Section 12 of OMNIA Partners Administration
Agreement) that Supplier will guarantee each year under the Master Agreement for the initial three
years of the Master Agreement ("Guaranteed Contract Sales").

To the extent Supplier guarantees minimum Contract Sales, the Administrative Fee shall be calculated based on the
greater of the actual Contract Sales and the Guaranteed Contract Sales.

No response
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7
8

Year 2 - Provide the Contract Sales (as defined in Section 12 of OMNIA Partners Administration
Agreement) that Supplier will guarantee each year under the Master Agreement for the initial three
years of the Master Agreement

To the extent Supplier guarantees minimum Contract Sales, the Administrative Fee shall be calculated based on the
greater of the actual Contract Sales and the Guaranteed Contract Sales.

No response

7
9

Year 3 - Provide the Contract Sales (as defined in Section 12 of OMNIA Partners Administration
Agreement) that Supplier will guarantee each year under the Master Agreement for the initial three
years of the Master Agreement

To the extent Supplier guarantees minimum Contract Sales, the Administrative Fee shall be calculated based on the
greater of the actual Contract Sales and the Guaranteed Contract Sales.

No response

8
0

Please download and thoroughly review the Scope of Work, located on the Attachments Tab. Indicate
your review and acceptance.

 Yes

8
1

Oral Communications concerning this RFP shall not be binding and shall in no way excuse an Offeror of
the obligations set forth in this proposal.

 Yes

8
2

Please download and thoroughly review the Terms and Conditions, located on the Attachments Tab.
Indicate your review and acceptance.

 Yes
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8
3

Products/Pricing - Upload on Response Attachments Tab

i. Offerors shall provide pricing based on coefficient pricing completing Appendix D; or on a discount from a
manufacturer’s or other price list or catalog, or fixed price, or a combination of both with indefinite quantities. Prices
listed will be used to establish the extent of a manufacturer’s product lines, services, warranties, etc. that are
available from Offeror and the pricing per item. Multiple percentage discounts are acceptable if, where different
percentage discounts apply, the different percentages are specified. Additional pricing and/or discounts may be
included. Products and services proposed are to be priced separately with all ineligible items identified. Discounts
proposed shall remain the same throughout the term of the contract and at all renewal options. At a minimum the
Awarded Offeror must hold the proposed price list firm for the first 12 months after the contract award. Offerors may
elect to limit their proposals to any category or categories.
ꞏ Complete the applicable Pricing information
o Provide equipment manufacturer, equipment types and discount off published list price.
o Define any freight charges.
o Provide classifications of labor with billable rates for each respondent’s office(s), territories or district(s) along with
any sub-office pricing as required. Each of these labor classification rates shall be fully burdened, defined and will
be set for Normal Working Hours and Non-Normal Working Hours. Sub-contractor labor shall not be recognized.
Each respondent shall determine their sub-contractor’s labor rate as a prime labor classification. For example, an
electrician’s labor rate shall be calculated based on the respondent’s sub-contractor’s labor billable rate plus
respondent’s normal margins on sub-contractor labor. Labor classification shall be provided in the response.
o If using coefficient pricing, the Normal Working Hours and Non-Normal Working Hours for tasks identified in the
Scope of Work shall use a benchmark against an established data set (e.g.; RSMeans or others) to ensure that the
hours provided can be verified. Each of these hourly tasks shall have a coefficient of labor against an established
data set (e.g.; RSMeans or others) city cost index by each respondent’s office(s), territories or district(s) to
determine effectiveness of providing these tasks. Offerors using coefficient pricing will complete Appendix D.
Federal Funding Pricing: Due to products and services potentially being used in response to an emergency or
disaster recovery situation in which federal funding may be applied, provide alternative pricing that does not include
cost plus a percentage of cost or pricing based on time and materials; if time and materials is necessary, a ceiling
price that the contract exceeds at its own risk will be needed. Products and services provided in a situation where
an agency is eligible for federal funding, Offeror is subject to and must comply with all federal requirements
applicable to the funding including, but not limited to the FEMA Special Conditions section located in the Federal
Funds Certifications Exhibit F.

8
4

Not to Exceed Pricing

Region 4 ESC requests pricing be submitted as not to exceed pricing. Unlike fixed pricing, the Contractor can adjust
submitted pricing lower if needed but, cannot exceed original pricing submitted. Contractor must allow for lower
pricing to be available for similar product and service purchases. Cost plus pricing as a primary pricing structure is
not acceptable.

8
5

Provide the number, size and location of Supplier’s distribution facilities, warehouses and retail
network as applicable.

Optiv does not have its own distribution facilities or warehouses. Our many distributor partners include Arrow ECS,
Ingram Micro, TD SYNNEX, EC America/ImmixGroup and Carahsoft. Collectively, they have an extensive network of
distribution facilities throughout the country, and many globally.
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Provide a detailed ninety-day plan beginning from award date of the Master Agreement describing the
strategy to immediately implement the Master Agreement as supplier’s primary go to market strategy for
Public Agencies to supplier’s teams nationwide,

to include, but not limited to:
    i. Executive leadership endorsement and sponsorship of the award as the public sector go-to-market strategy
within first 10 days
   ii. Training and education of Supplier’s national sales force with participation from the Supplier’s executive
leadership, along with the OMNIA               Partners team within first 90 days

Optiv’s executive leadership team, represented below, believe in the power of cooperative purchasing vehicles,
such as OMNIA Partners. Our Leaders fully support and endorse award of this OMNIA Partners contract as the
public sector go-to-market strategy within the first 10 days. To educate Optiv’s sales force about the Contract, our
enablement team will using two primary methods. The first is a live webinar training, mandatory for all sellers with
public sector accounts. The second is an electronic session. Our SLED strategy Team will create, maintain, and
track completion of an internal eLearning course explaining OMNIA Partners, what it means to clients and how our
direct sales team can leverage. This eLearning course will be assigned to any affected, existing employees at the
time of creation, as well as assigned to any newly hired employees during the onboarding process, as appropriate.
This enablement offering ensures we have a large team of well-informed individuals that understand the
complexities facing Region 4 and eligible Participating Agencies, paired with an understanding of how to utilize this
contract to provide targeted solutions in a seamless transaction process that also helps maximize available
budgets.

8
7

Provide a detailed ninety-day plan beginning from award date of the Master Agreement describing the
strategy to market the Master Agreement to current Participating Public Agencies, existing Public
Agency customers of Supplier, as well as to prospective

Public Agencies nationwide immediately upon award, to include, but not limited to:
i. Creation and distribution of a co-branded press release to trade publications
ii. Announcement, Master Agreement details and contact information published on the Supplier’s website within first
90 days
iii. Design, publication and distribution of co-branded marketing materials within first 90 days
iv. Commitment to attendance and participation with OMNIA Partners at national (i.e. NIGP Annual Forum, NPI
Conference, etc.), regional (i.e. Regional NIGP Chapter Meetings, Regional Cooperative Summits, etc.) and
supplier-specific trade shows, conferences and meetings throughout the term of the Master Agreement
v. Commitment to attend, exhibit and participate at the NIGP Annual Forum in an area reserved by OMNIA Partners
for partner suppliers. Booth space will be purchased and staffed by Supplier. In addition, Supplier commits to
provide reasonable assistance to the overall promotion and marketing efforts for the NIGP Annual Forum, as
directed by OMNIA Partners.
vi. Design and publication of national and regional advertising in trade publications throughout the term of the
Master Agreement
vii. Ongoing marketing and promotion of the Master Agreement throughout its term (case studies, collateral pieces,
presentations, promotions, etc.)
viii. Dedicated OMNIA Partners internet web-based homepage on Supplier’s website with:
• OMNIA Partners standard logo;
• Copy of original Request for Proposal;
• Copy of Master Agreement and amendments between Principal Procurement Agency and Supplier;
• Summary of Products and pricing;
• Marketing Materials
• Electronic link to OMNIA Partners’ website including the online registration page;
• A dedicated toll-free number and email address for OMNIA Partners

Immediately After Award, your Contract Manager will notify Executive Leadership and load the applicable contract
number into Salesforce. This will allow the contract to be chosen as an option on all quoting to Participating
Agencies. ​ Within 30 Days after Award, the SLED Strategy Team will send an email notification to our 180 sellers
with public sector accounts to alert them of our new contract, along with a call to action to share our upcoming
external announcements with their customers via direct outreach and indirect by reposting and sharing on social
media sites. Our Marketing team will create a press release to post on our website “Newsroom” page, an example
of a previous announcement to be found in our full response and at https://www.optiv.com/company/press-
releases/optiv-canada-awarded-first-enterprise-contract-under-federal-governments, and on our LinkedIn page.
During this phase, we will schedule a call with OMNIA Partners to kick off the relationship and discuss our
strategies for a full marketing rollout. Within 60 Days after Award, our Marketing team will collaborate with OMNIA
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Partners on our first co-branded press release. Our method for publication will mirror the same techniques as our
solo press release – publishing on the Optiv website and LinkedIn pages. Our Contract Manager will conduct a
mandatory training session for all current public sector sellers that will cover the scope and pricing of the contract,
and how to initiate conversations with potential buyers. This training will be recorded and accessible for both
existing sellers as a refresher, and for new hires. A cadence of quarterly live sessions will be created to review any
changes to the contract and provide opportunities for the SLED sales managers to ask questions. Additionally, we
will roll out an eLearning course as described in Section G above. During this phase, we will also review our
planned attendance at upcoming client events to coordinate with OMNIA and ensure we have a united presence
throughout the country. These events include Optiv attendance at the NIGP National Forum and the NPI
Conference, as well as attendance and regional events. Within 90 Days after Award, we will publish an OMNIA-
dedicated page on www.optiv.com, an example of a similar page shown in our full response and at
https://www.optiv.com/california-dgs-check-point, that will include the OMNIA logo, a copy of our response and
contract, a contract summary, marketing materials, a link to the OMNIA website, and contact information. Our team
will work with OMNIA to create our first piece of co-branded collateral, a series that we call “Better Together,” that
will highlight why clients should choose OMNIA and Optiv. This white paper may include case studies, collaborative
successes, and other pertinent information relevant to the partnership between OMNIA and Optiv. A recent
example of a co-branded white paper for Palo Alto Networks is in our full response and at
https://www.optiv.com/insights/discover/downloads/better-together-optiv-palo-alto-networks. ​ As a part of our
ongoing efforts, communication, collaboration and commitment are key. Optiv will continue to: (i) communicate with
OMNIA through a quarterly call, where we share information regarding sales strategies and joint sales
opportunities; (ii) collaborate on marketing materials; and (iii) commit to attendance and both national and regional
conferences. Optiv has extensive marketing reach, recently releasing an open letter advertisement in the Wall
Street Journal that can be read at https://www.optiv.com/sites/default/files/2023-11/Optiv-WSJ-Print-Ad.pdf. As a
part of our marketing outreach, we will work with OMNIA on advertising or sponsored content in a trade publication
applicable to SLED, such as Government Technology at govtech.com.

8
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GENERAL TERMS AND CONDITIONS

Respondent agrees to comply with the Contract and General Terms and Conditions provided as an attachment to
this online bid event. Any deviations to the Contract and General Terms and Conditions may be provided using the
procedures set forth in the attribute pertaining to deviations.

 I certify compliance with this attribute.

8
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DEVIATIONS TO TERMS AND CONDITIONS

Any Deviation from the RFP documents, including the General Terms and Conditions, Notice to Offeror, or any other
document presented with terms for consideration by the proposer MUST be documented and presented on the
Deviation Form and attached to this electronic bid event via an electronic upload to the "Response Attachments"
tab. In addition to indicating the requested deviations on the form, additional pages may be provided to more
thoroughly explain each deviation listed on the Deviation Form. 

 I certify compliance with this attribute.

9
0

FELONY CONVICTION NOTIFICATION

State of Texas Legislative Senate Bill No. 1 Section 44.034, Notification of Criminal History, Subsection (a), states “a
person or business entity that enters into an agreement with a school district must give advance notice to the
district if the person or an owner or operator of the business entity has been convicted of a felony. The notice must
include a general description of the conduct resulting in the conviction of a felony”.

Subsection (b) states “a school district may terminate the agreement with a person or business entity if the district
determines that the person or business entity failed to give notice as required by Subsection (a), or misrepresented
the conduct resulting in the conviction. The district must compensate the person or business entity for services
performed before the termination of the contract”.

Subsection (c) states “this section does not apply to a publicly held corporation”.

Use the list of values associated with this item to identify your status as it relates to this legal requirement.

Non-Felon - person/owner IS NOT a convicted felon
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NAME OF FELON AND NATURE OF FELONY, IF APPLICABLE

If response to previous attribute was "Felon - person/owner IS a convicted felon", vendor shall give the name of the
felon and details of conviction.
 
If you did not answer "Felon - person/owner IS a convicted felon" in the previous question, type "N/A" in the
respective field.

N/A

9
2

CRIMINAL HISTORY RECORDS REVIEW OF CERTAIN CONTRACT EMPLOYEES

Texas Education Code Chapter §22.0834 requires that criminal history records be obtained regarding covered
employees of entities that contract with a school entity in Texas to provide services for that school entity
(“Contractors”) and entities that contract with school entity contractors (“Subcontractors”). Covered employees with
disqualifying criminal histories are prohibited from serving at a school entity. Contractors/Subcontractors contracting
with a school entity shall (1) maintain compliance with the requirements of Texas Education Code Chapter 22 to the
school entity; and (2) require that each of their subcontractors complies with the requirements of Texas Education
Code Chapter 22. Contractors performing work at a school entity in Texas must comply with these statutes.
Compliance includes providing or causing employees and sub-contractor employees to provide
requested information and fingerprinting upon request.
Covered employees: Employees of a Contractor/Subcontractor who have or will have continuing duties related to
the service to be performed at a school entity and have or will have direct contact with students. The school entity
will be the final arbiter of what constitutes continuing duties and direct contact with students at their school.

 I certify compliance with this attribute.

9
3

HISTORICALLY UNDERUTILIZED BUSINESS (HUB) CERTIFICATION

Businesses that have been certified by the Texas Building and Procurement Commission (TBPC) or other qualified
agency as Historically Underutilized Business (HUB) entities are encouraged to indicate their HUB status when
responding to this proposal invitation. The electronic catalogs will indicate HUB certifications for vendors that
properly indicate and document their HUB certification on this form.
Select one of the available options:
 
OPTION A: My business has NOT been certified as HUB.

OPTION B: I certify that my business has been certified as a Historically Underutilized Business (HUB), and I
have/will upload the certification information into the "Response Attachments" Tab located in this online bidding
event.

OPTION A - Not HUB
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DISCLOSURE OF INTERESTED PARTIES

Texas state law requires the Disclosure of Interested Parties be filed with a public entity, including regional service
centers and school districts, for any contract which:
(1) requires an action or vote by the governing body; or
(2) has a value of $1 million or more; or
(3) for any services provided that would require an individual to register as a lobbyist under TX Gov’t Code Chapter
305.

NOTE: This form is not required if the vendor is a publicly-traded business entity, including a wholly-owned
subsidiary of the business entity (a company in which ownership is dispersed among the general public via shares
of stock which are traded via at least one stock exchange or over-the-counter market).

If you are required by law to submit this form, it must be completed online at the Texas Ethics Commission website.
Obtain a numbered certificate and click the link below to access the instructions and to complete this required form.
Upon completion, vendors required to submit the form must attach it to the proposal via the "Response
Attachments" Tab.

Click here to complete the form on the Texas Ethic Commission's 1295 Form webpage.

Please note: The District must verify receipt of all required 1295 forms received within 30 days on the Texas Ethics
Commission website. This verification does not indicate a contract award. Contract awards will be issued via direct
communication from the AISD Purchasing Department. A contract requiring a Disclosure of Interested Parties form is
voidable at any time if:
(1) the governmental entity or state agency submits to the business entity written notice of the business entity's
failure to provide the required disclosure; and
(2) the business entity fails to submit to the governmental entity or state agency the required disclosure on or
before the 10th business day after the date the business entity receives the written notice.

IF UNDER LAW YOU ARE EXEMPT FROM SUBMITTING THIS 1295 FORM, PROPOSERS MUST SUBMIT A
DOCUMENT THAT SHOWS PROOF OR PROVIDES EXPLANATION OF THIS EXEMPTION.

THE FOLLOWING CONTRACTS ARE EXEMPT FROM THE REQUIREMENTS OF TEXAS DISCLOSURE OF
INTERESTED PARTIES LAWS:
• a sponsored research contract of an institution of higher education;
• an interagency contract of a state agency or an institution of higher education;
• a contract related to health and human services if:
        • the value of the contract cannot be determined at the time the contract is executed; and
        • any qualified vendor is eligible for the contract;
• a contract with a publicly traded business entity, including a wholly owned subsidiary of the business entity;
• a contract with an electric utility, as that term is defined by Section 31.002, Utilities Code; or
• a contract with a gas utility, as that term is defined by Section 121.001, Utilities Code.
 

 I certify compliance with this attribute.
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CONFLICT OF INTEREST QUESTIONNAIRE

Region 4 Education Service Center (Region 4) is required to comply with Texas Local Government Code Chapter
176, Disclosure of Certain Relationships with Local Government Officers. House Bill 23 significantly changed
Chapter 176 as well as the required disclosures and the corresponding forms. As of September 1, 2015, any
vendor who does business with Region 4 or who seeks to do business with Region 4 must fill out the new Conflict of
Interest Questionnaire (CIQ) if a conflict of interest exists. A conflict of interest exists in the following situations:
 
1) If the vendor has an employment or other business relationship with a local government officer of Region 4 or a
family member of the officer, as described by section 176.003(a)(2)(A) of the Texas Local Government Code; or
2) If the vendor has given a local government officer of Region 4, or a family member of the officer, one or more
gifts with the aggregate value of $100, excluding any gift accepted by the officer or a family member of the officer if
the gift is: (a) a political contribution as defined by Title 15 of the Election Code; or (b) a gift of food accepted as a
guest; or
3) If the vendor has a family relationship with a local government officer of Region 4.
 
“Vendor” means a person who enters or seeks to enter into a contract with a local governmental entity. The term includes an agent of a vendor. The term

includes an officer or employee of a state agency when that individual is acting in a private capacity to enter into a contract. The term does not include a

state agency except for Texas Correctional Industries. Texas Local Government Code 176.001(7).

 
“Business relationship” means a connection between two or more parties based on commercial activity of one of the parties. The term does not include a

connection based on: (A) a transaction that is subject to rate or fee regulation by a federal, state, or local governmental entity or an agency of a federal,

state, or local governmental entity; (B) a transaction conducted at a price and subject to terms available to the public; or (C) a purchase or lease of goods or

services from a person that is chartered by a state or federal agency and that is subject to regular examination by, and reporting to, that agency. Texas Local

Government Code 176.001(3).

 
“Family relationship” means a relationship between a person and another person within the third degree by consanguinity or the second degree by affinity,

as those terms are defined by Subchapter B, Chapter 573, Government Code. Texas Local Government Code 176.001(2-a).

 
“Local government officer” means: (A) a member of the governing body of a local governmental entity; (B) a director, superintendent, administrator,

president, or other person designated as the executive officer of a local governmental entity; or (C) an agent of a local governmental entity who exercises

discretion in the planning, recommending, selecting, or contracting of a vendor. Texas Local Government Code 176.001(4).

 
Individuals serving as a Member of the Board of Directors, the Executive Director, Cabinet Members,
and other local government officers may be found at: https://www.esc4.net/about/about-region-4.
 
For additional information on Conflict of Interest Questionnaire, and the statutes that mandate it, please visit the
following links:
Texas Local Government Code, Section 176
Texas House Bill 23
 
A blank Conflict of Interest Questionnaire is available by clicking:
https://www.ethics.state.tx.us/data/forms/conflict/CIQ.pdf.
 
If your firm is required to return a completed Conflict of Interest Questionnaire with your proposal submission, use
the "Response Attachments" Tab to upload the completed document. 

 I certify compliance with this attribute.
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ENTITITES THAT BOYCOTT ISRAEL

Pursuant to Chapter 2271 of the Texas Government Code, the Respondent hereby certifies and verifies that neither
the Respondent , nor any affiliate, subsidiary, or parent company of the Respondent , if any (the “Respondent
Companies”), boycotts Israel, and the Respondent agrees that the Respondent and Respondent Companies will not
boycott Israel during the term of this Agreement. For purposes of this Agreement, the term “boycott” shall mean and
include refusing to deal with, terminating business activities with, or otherwise taking any action that is intended to
penalize, inflict economic harm on, or limit commercial relations with Israel, or with a person or entity doing business
in Israel or in an Israeli-controlled territory, but does not include an action made for ordinary business purposes.
 
EXCEPTIONS: Clause only applies to contracts and contractors that meet the following criteria: (i) Respondent is not a sole proprietorship; (ii) with 10 or

more full-time employees; and (iii) with a contract to be paid a value of $100,000 or more wholly or partially from public funds of the governmental entity.

 I certify compliance with this attribute.

9
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FOREIGN TERRORIST ORGANIZATIONS

Section 2252.152 of the Texas Government Code prohibits Region 4 ESC from awarding a contract to any person
who does business with Iran, Sudan, or a foreign terrorist organization as defined in Section 2252.151 of the Texas
Government Code. Respondent certifies that it not ineligible to receive the contract.

 I certify compliance with this attribute.

9
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FIREARMS ENTITIES AND TRADE ASSOCIATIONS DISCRIMINATION

Respondent verifies that: (1) it does not, and will not for the duration of the contract, have a practice, policy,
guidance, or directive that discriminates against a firearm entity or firearm trade association or (2) the verification
required by Section 2274.002 of the Texas Government Code does not apply to the contract. If circumstances
relevant to this provision change during the course of the contract, Respondent shall promptly notify Region 4 ESC.

APPLICABILITY: This clause applies only to a contract that: (1) is between a governmental entity and a company with at least 10 full-time employees; and

(2) has a value of at least $100,000 that is paid wholly or partly from public funds of the governmental entity.

EXCEPTIONS: This clause is not required when a state Agency: (1) contracts with a sole-source provider; or (2) does not receive any bids from a company

that is able to provide the written verification required by Section 2274.002(b) of the Texas Government Code.

 I certify compliance with this attribute.

9
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ENERGY COMPANY BOYCOTT PROHIBITED

Respondent represents and warrants that: (1) it does not, and will not for the duration of the contract, boycott
energy companies or (2) the verification required by Section 2274.002 of the Texas Government Code does not
apply to the contract. If circumstances relevant to this provision change during the course of the contract,
Respondent shall promptly notify Region 4 ESC.
 
EXCEPTIONS: Clause only applies to contracts and contractors that meet the following criteria: (i) a “company” within the definitions of Section

2274.001(2) of the Tex. Gov’t Code; (ii) with 10 or more full-time employees; and (iii) with a contract to be paid a value of $100,000 or more wholly or

partially from public funds of the governmental entity.

 I certify compliance with this attribute.

1
0
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CRITICAL INFRASTRUCTURE AFFIRMATION

Pursuant to Government Code Section 2274.0102, Respondent certifies that neither it nor its parent company, nor
any affiliate of Respondent or its parent company, is: (1) majority owned or controlled by citizens or governmental
entities of China, Iran, North Korea, Russia, or any other country designated by the Governor under Government
Code Section 2274.0103, or (2) headquartered in any of those countries.
 
EXCEPTION: Clause only applies to solicitations and contracts in which the contractor would be granted direct or remote access to or control of critical

infrastructure, as defined by Section 2274.0101 of the Texas Government Code, in this state, other than access specifically allowed for product warranty

and support purposes.

The Governor of the State of Texas may designate countries as a threat to critical infrastructure under Section 2274.0103 of the Texas Government Code.

Agencies should promptly add any country that is designated by the Governor to this clause.”

 I certify compliance with this attribute.
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OPEN RECORDS POLICY

All proposals, information and documents submitted are subject to the Public Information Act requirements
governed by the State of Texas once a Contract(s) is executed. If an Offeror believes its response, or parts of its
response, may be exempted from disclosure, the Offeror must specify page-by-page and line-by-line the parts of
the response, which it believes, are exempt and include detailed reasons to substantiate the exemption. Price is not
confidential and will not be withheld. Any unmarked information will be considered public information and released, if
requested under the Public Information Act.
 
The determination of whether information is confidential and not subject to disclosure is the duty of the Office of
Attorney General (OAG). Region 4 ESC must provide the OAG sufficient information to render an opinion and
therefore, vague and general claims to confidentiality by the Offeror are not acceptable. Region 4 ESC must comply
with the opinions of the OAG. Region 4 ESC assumes no responsibility for asserting legal arguments on behalf of
any Offeror. Offeror is advised to consult with their legal counsel concerning disclosure issues resulting from this
procurement process and to take precautions to safeguard trade secrets and other proprietary information.
 
Check one of the following responses to the Acknowledgment and Acceptance of Region 4 ESC’s Open Records
Policy below:

OPTION A: We acknowledge Region 4 ESC’s Open Records Policy and declare that no information submitted with
this proposal, or any part of our proposal, is exempt from disclosure under the Public Information Act.

OPTION B: We declare the following information to be a trade secret or proprietary and exempt from disclosure
under the Public Information Act and these requested exemptions are uploaded into the "Response Attachments"
Tab located in this online bidding event.
 
(Note: Offeror must specify page-by-page and line-by-line the parts of the response, which it believes, are exempt.
In addition, Offeror must include detailed reasons to substantiate the exemption(s). Price is not confidential and will
not be withheld. All information believed to be a trade secret or proprietary must be listed. It is further understood
that failure to identify such information, in strict accordance with the instructions, will result in that information being
considered public information and released, if requested under the Public Information Act.)

OPTION A - No proprietary information

1
0
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CONSENT TO RELEASE PROPOSAL TABULATION

Notwithstanding anything explicitly and properly declared as Confidential or Proprietary Information to the contrary,
by submitting a Proposal, Vendor consents and agrees that, upon Contract award, the District may publicly release,
including posting on the public Region 4 ESC and/or OMNIA Partners website(s), a copy of the proposal tabulation
for the Contract including Vendor name; proposed catalog/pricelist name(s); proposed percentage discount(s), unit
price(s), hourly labor rate(s), or other specified pricing; and Vendor award notice information.

 I certify compliance with this attribute.
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CONTRACTING INFORMATION

If Vendor is not a governmental body and
(a) this Agreement has a stated expenditure of at least $1 million in public funds for the purchase of goods or
services by REGION 4 ESC; or
(b) this Agreement results in the expenditure of at least $1 million in public funds for the purchase of goods or
services by REGION 4 ESC in a fiscal year of REGION 4 ESC, the following certification shall apply;
otherwise, this certification is not required.

 
As required by Tex. Gov’t Code § 552.374(b), the following statement is included in the RFP and the Agreement
(unless the Agreement is

(1) related to the purchase or underwriting of a public security;
(2) is or may be used as collateral on a loan; or
(3) proceeds from which are used to pay debt service of a public security of loan):

“The requirements of Subchapter J, Chapter 552, Government Code, may apply to this RFP and Agreement and
the contractor or vendor agrees that the contract can be terminated if the contractor or vendor knowingly or
intentionally fails to comply with a requirement of that subchapter.”
 
Pursuant to Subchapter J, Chapter 552, Texas Government Code, the Vendor hereby certifies and agrees to

(1) preserve all contracting information related to this Agreement as provided by the records retention
requirements applicable to REGION 4 ESC for the duration of the Agreement;
(2) promptly provide to REGION 4 ESC any contracting information related to the Agreement that is in the
custody or possession of the Vendor on request of REGION 4 ESC; and
(3) on completion of the Agreement, either

(a) provide at no cost to AISD all contracting information related to the Agreement that is in the custody
or possession of Vendor, or
(b) preserve the contracting information related to the Agreement as provided by the records retention
requirements applicable to REGION 4 ESC.

 I certify compliance with this attribute.

1
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ANTI-TRUST CERTIFICATION STATEMENT

Vendor affirms under penalty of perjury of the laws of the State of Texas that:
(1) I am duly authorized to execute this contract on my own behalf or on behalf of the company, corporation,
firm, partnership or individual (Company) listed below;
(2) In connection with this bid, neither I nor any representative of the Company have violated any provision of
the Texas Free Enterprise and Antitrust Act, Tex. Bus. & Comm. Code Chapter 15;
(3) In connection with this bid, neither I nor any representative of the Company have violated any federal
antitrust law; and
(4) Neither I nor any representative of the Company have directly or indirectly communicated any of the
contents of this bid to a competitor of the Company or any other company, corporation, firm, partnership or
individual engaged in the same line of business as the Company.

 I certify compliance with this attribute.

1
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FEDERAL RULE (A) - CONTRACT TERM VIOLATIONS

(A) Contracts for more than the simplified acquisition threshold currently set at $250,000 (2 CFR §200.320), which
is the inflation adjusted amount determined by the Civilian Agency Acquisition Council and the Defense Acquisition
Regulations Council (Councils) as authorized by 41 U.S.C. 1908, must address administrative, contractual, or legal
remedies in instances where contractors violate or breach contract terms, and provide for such sanctions and
penalties as appropriate.
 
Pursuant to Federal Rule (A) above, when federal funds are expended by Region 4 ESC, Region 4 ESC reserves
all rights and privileges under the applicable laws and regulations with respect to this procurement in the event of
breach of contract by either party.

 I certify compliance with this attribute.
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FEDERAL RULE (B) - TERMINATION CONDITIONS

(B) Termination for cause and for convenience by the grantee or subgrantee including the manner by which it will
be effected and the basis for settlement. (All contracts in excess of $10,000)
 
Pursuant to Federal Rule (B) above, when federal funds are expended by REGION 4 ESC, REGION 4
ESC reserves the right to immediately terminate any agreement in excess of $10,000 resulting from this
procurement process in the event of a breach or default of the agreement by Vendor, in the event vendor fails to:
(1) meet schedules, deadlines, and/or delivery dates within the time specified in the procurement solicitation,
contract, and/or a purchase order; (2) make any payments owed; or (3) otherwise perform in accordance with the
contract and/or the procurement solicitation; (4) to the greatest extent authorized by law, if an award no longer
effectuates the program goals or priorities of the Federal awarding agency or REGION 4 ESC. REGION 4 ESC also
reserves the right to terminate the contract immediately, with written notice to vendor, for convenience, if REGION 4
ESC believes, in its sole discretion that it is in the best interest of REGION 4 ESC to do so. The vendor will be
compensated for work performed and accepted and goods accepted by REGION 4 ESC as of the termination date
if the contract is terminated for convenience of REGION 4 ESC. Any award under this procurement process is not
exclusive and REGION 4 ESC reserves the right to purchase goods and services from other vendors when it is in
the best interest of REGION 4 ESC.

 I certify compliance with this attribute.

1
0
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FEDERAL RULE (C) - EQUAL EMPLOYMENT OPPORTUNITY

(C) Except as otherwise provided under 41 CFR Part 60, all contracts that meet the definition of “federally assisted
construction contract” in 41 CFR Part 60-1.3 must include the equal opportunity clause provided under 41 CFR 60-
1.4(b), in accordance with Executive Order 11246, “Equal Employment Opportunity” (30 FR 12319, 12935, 3 CFR
Part, 1964-1965 Comp., p. 339), as amended by Executive Order 11375, “Amending Executive Order 11246
Relating to Equal Employment Opportunity,” and implementing regulations at 41 CFR part 60, “Office of Federal
Contract Compliance Programs, Equal Employment Opportunity, Department of Labor.”
 
It is the policy of REGION 4 ESC not to discriminate on the basis of race, color, national origin, gender, limited
English proficiency or disabling conditions in its programs. Vendor agrees not to discriminate against any employee
or applicant for employment to be employed in the performance of this Contract, with respect to hire, tenure, terms,
conditions and privileges of employment, or a matter directly or indirectly related to employment, because of age
(except where based on a bona fide occupational qualification), sex (except where based on a bona fide
occupational qualification) or race, color, religion, national origin, or ancestry. Vendor further agrees that every
subcontract entered into for the performance of this Contract shall contain a provision requiring non-discrimination
in employment herein specified binding upon each subcontractor. Breach of this covenant may be regarded as a
material breach of the Contract.
 
Pursuant to Federal Rule (C) and the requirements stated above, when federal funds are expended by REGION 4
ESC on any federally assisted construction contract, the equal opportunity clause is incorporated by reference
herein.

 I certify compliance with this attribute.
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FEDERAL RULE (D) - DAVIS BACON ACT/COPELAND ACT

(D) Davis-Bacon Act, as amended (40 U.S.C. 3141-3148). When required by Federal program legislation, all prime
construction contracts in excess of $2,000 awarded by non-Federal entities must include a provision for compliance
with the Davis-Bacon Act (40 U.S.C. 3141-3144, and 3146- 3148) as supplemented by Department of Labor
regulations (29 CFR Part 5, “Labor Standards Provisions Applicable to Contracts Covering Federally Financed and
Assisted Construction”). In accordance with the statute, contractors must be required to pay wages to laborers and
mechanics at a rate not less than the prevailing wages specified in a wage determination made by the Secretary of
Labor. In addition, contractors must be required to pay wages not less than once a week. The non-Federal entity
must place a copy of the current prevailing wage determination issued by the Department of Labor in each
solicitation. The decision to award a contract or subcontract must be conditioned upon the acceptance of the wage
determination. The non-Federal entity must report all suspected or reported violations to the Federal awarding
agency. The contracts must also include a provision for compliance with the Copeland “Anti-Kickback” Act (40
U.S.C. 3145), as supplemented by Department of Labor regulations (29 CFR Part 3, “Contractors and
Subcontractors on Public Building or Public Work Financed in Whole or in Part by Loans or Grants from the United
States”). The Act provides that each contractor or subrecipient must be prohibited from inducing, by any means,
any person employed in the construction, completion, or repair of public work, to give up any part of the
compensation to which he or she is otherwise entitled. The non-Federal entity must report all suspected or reported
violations to the Federal awarding agency.
 
Pursuant to Federal Rule (D) above, when federal funds are expended by REGION4 ESC, during the term of an
award for all contracts and subgrants for construction or repair, the vendor will be in compliance with all applicable
Davis-Bacon Act provisions.

 I certify compliance with this attribute.

1
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FEDERAL RULE (E) - CONTRACT WORK HOURS AND SAFETY STANDARDS ACT

(E) (40 U.S.C. 3701-3708). Where applicable, all contracts awarded by the non-Federal entity in excess of
$100,000 that involve the employment of mechanics or laborers must include a provision for compliance with 40
U.S.C. 3702 and 3704, as supplemented by Department of Labor regulations (29 CFR Part 5). Under 40 U.S.C.
3702 of the Act, each contractor must be required to compute the wages of every mechanic and laborer on the
basis of a standard work week of 40 hours. Work in excess of the standard work week is permissible provided that
the worker is compensated at a rate of not less than one and a half times the basic rate of pay for all hours worked
in excess of 40 hours in the work week. The requirements of 40 U.S.C. 3704 are applicable to construction work
and provide that no laborer or mechanic must be required to work in surroundings or under working conditions
which are unsanitary, hazardous or dangerous. These requirements do not apply to the purchases of supplies or
materials or articles ordinarily available on the open market, or contracts for transportation or transmission of
intelligence.
 
Pursuant to Federal Rule (E) above, when federal funds are expended by REGION 4 ESC, the vendor certifies that
during the term of an award for all contracts by REGION 4 ESC resulting from this procurement process, the vendor
will be in compliance with all applicable provisions of the Contract Work Hours and Safety Standards Act.

 I certify compliance with this attribute.

1
1
0

FEDERAL RULE (F) - RIGHTS TO INVENTIONS MADE UNDER A CONTRACT OR AGREEMENT

(F)If the Federal award meets the definition of “funding agreement” under 37 CFR §401.2 (a) and the recipient or
subrecipient wishes to enter into a contract with a small business firm or nonprofit organization regarding the
substitution of parties, assignment or performance of experimental, developmental, or research work under that
“funding agreement,” the recipient or subrecipient must comply with the requirements of 37 CFR Part 401, “Rights
to Inventions Made by Nonprofit Organizations and Small Business Firms Under Government Grants, Contracts and
Cooperative Agreements,” and any implementing regulations issued by the awarding agency.
 
Pursuant to Federal Rule (F) above, when federal funds are expended by REGION 4 ESC, the vendor certifies that
during the term of an award for all contracts by REGION 4 ESC resulting from this procurement process, the vendor
agrees to comply with all applicable requirements as referenced in Federal Rule (F) above.

 I certify compliance with this attribute.
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FEDERAL RULE (G) - CLEAN AIR ACT/FEDERAL WATER POLLUTION CONTROL ACT

(G) The  Clean Air Act (42 U.S.C. 7401-7671q.) and the Federal Water Pollution Control Act (33 U.S.C. 1251-
1387), as amended—Contracts and subgrants of amounts in excess of $150,000 must contain a provision that
requires the non-Federal award to agree to comply with all applicable standards, orders or regulations issued
pursuant to the Clean Air Act (42 U.S.C. 7401-7671q) and the Federal Water Pollution Control Act as amended (33
U.S.C. 1251- 1387). Violations must be reported to the Federal awarding agency and the Regional Office of the
Environmental Protection Agency (EPA).
 
When federal funds are expended by REGION 4 ESC for any contract resulting from this procurement process, the
vendor certifies that the vendor will be in compliance with mandatory standards and policies relating to energy
efficiency which are contained in the state energy conservation plan issued in compliance with the Energy Policy
and Conservation Act (Pub. L. 94-163, 89 Stat. 871).
 
When federal funds are expended by REGION 4 ESC for any contract resulting from this procurement process in
excess of $100,000, the vendor certifies that the vendor is in compliance with all applicable standards, orders,
regulations, and/or requirements issued pursuant to the Clean Air Act of 1970, as amended (42 U.S.C. 1857(h)),
Section 508 of the Clean Water Act, as amended (33 U.S.C. 1368), Executive Order 117389 and Environmental
Protection Agency Regulation, 40 CFR Part 15.
 
Pursuant to Federal Rule (G) above, when federal funds are expended by REGION 4 ESC, the vendor certifies that
during the term of an award for all contracts by REGION 4 ESC resulting from this procurement process, the vendor
agrees to comply with all applicable requirements as referenced in Federal Rule (G) above.

 I certify compliance with this attribute.

1
1
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FEDERAL RULE (H) - DEBARMENT AND SUSPENSION

(H) (Executive Orders 12549 and 12689)—A contract award (see 2 CFR 180.220) must not be made to parties
listed on the governmentwide exclusions in the System for Award Management (SAM), in accordance with the OMB
guidelines at 2 CFR 180 that implement Executive Orders 12549 (3 CFR part 1986 Comp., p. 189) and 12689 (3
CFR part 1989 Comp., p. 235), “Debarment and Suspension.” SAM Exclusions contains the names of parties
debarred, suspended, or otherwise excluded by agencies, as well as parties declared ineligible under statutory or
regulatory authority other than Executive Order 12549.

Pursuant to Federal Rule (H) above, when federal funds are expended by REGION 4 ESC, the vendor certifies that
during the term of an award for all contracts by REGION 4 ESC resulting from this procurement process, the vendor
certifies that neither it nor its principals is presently debarred, suspended, proposed for debarment, declared
ineligible, or voluntarily excluded from participation by any federal department or agency or by the State of Texas.
Vendor shall immediately provide written notice to REGION 4 ESC if at any time the vendor learns that this
certification was erroneous when submitted or has become erroneous by reason of changed circumstances.
REGION 4 ESC may rely upon a certification of a vendor that the vendor is not debarred, suspended, ineligible, or
voluntarily excluded from the covered contract, unless REGION 4 ESC knows the certification is erroneous.

 I certify compliance with this attribute.
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FEDERAL RULE (I) - BYRD ANTI-LOBBYING AMENDMENT

(I) (31 U.S.C. 1352)—Contractors that apply or bid for an award exceeding $100,000 must file the required
certification. Each tier certifies to the tier above that it will not and has not used Federal appropriated funds to pay
any person or organization for influencing or attempting to influence an officer or employee of any agency, a
member of Congress, officer or employee of Congress, or an employee of a member of Congress in connection with
obtaining any Federal contract, grant or any other award covered by 31 U.S.C. 1352. Each tier must also disclose
any lobbying with non-Federal funds that takes place in connection with obtaining any Federal award. Such
disclosures are forwarded from tier to tier up to the non-Federal award.

Pursuant to Federal Rule (I) above, when federal funds are expended by REGION 4 ESC, the vendor certifies that
during the term and after the awarded term of an award for all contracts by REGION 4 ESC resulting from this
procurement process, the vendor certifies that it is in compliance with all applicable provisions of the Byrd Anti-
Lobbying Amendment (31 U.S.C. 1352). The undersigned further certifies that:

(1) No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to any person
for influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or
employee of Congress, or an employee of a Member of Congress in connection with the awarding of a Federal
contract, the making of a Federal grant, the making of a Federal loan, the entering into a cooperative agreement,
and the extension, continuation, renewal, amendment, or modification of a Federal contract, grant, loan, or
cooperative agreement.
(2) If any funds other than Federal appropriated funds have been paid or will be paid to any person for influencing
or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of
Congress, or an employee of a Member of Congress in connection with this Federal contract, grant, loan, or
cooperative agreement, the undersigned shall complete and submit Standard Form-LLL, “Disclosure Form to
Report Lobbying”, in accordance with its instructions.
(3) The undersigned shall require that the language of this certification be included in the award documents for all
subawards at all tiers (including subcontracts, subgrants, and contracts under grants, loans, and cooperative
agreements) and that all subrecipients shall certify and disclose accordingly.
This certification is a material representation of fact upon which reliance was placed when this transaction was
made or entered into. Submission of this certificate is a prerequisite for making or entering into this transaction
imposed by Section 1352, title 31, U.S. Code. Any person who fails to file the required certification shall be subject
to a civil penalty of not less than $10,000 and not more than $100,000 for each such failure.
 

 I certify compliance with this attribute.

1
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FEDERAL RULE (J) - PROCUREMENT OF RECOVERED MATERIALS

(J) When federal funds are expended by REGION 4 ESC, REGION 4 ESC and its contractors must comply with
section 6002 of the Solid Waste Disposal Act, as amended by the Resource Conservation and Recovery Act. The
requirements of Section 6002 include: (1) procuring only items designated in guidelines of the Environmental
Protection Agency (EPA) at 40 CFR part 247 that contain the highest percentage of recovered materials
practicable, consistent with maintaining a satisfactory level of competition, where the purchase price of the item
exceeds $10,000 or the value of the quantity acquired during the preceding fiscal year exceeded $10,000; (2)
procuring solid waste management services in a manner that maximizes energy and resource recovery; and (3)
establishing an affirmative procurement program for procurement of recovered materials identified in the EPA
guidelines.

Pursuant to Federal Rule (J) above, when federal funds are expended REGION 4 ESC, as required by the
Resource Conservation and Recovery Act of 1976 (42 U.S.C. § 6962(c)(3)(A)(i)), the vendor certifies, by signing
this document, that the percentage of recovered materials content for EPA-designated items to be delivered or used
in the performance of the contract will be at least the amount required by the applicable contract specifications or
other contractual requirements.
 

 I certify compliance with this attribute.
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FEDERAL RULE (K) - PROHIBITION ON CERTAIN TELECOM AND SURVEILLANCE SERVICE AND
EQUIPMENT

(K) Region 4 ESC, as a non-federal entity, is prohibited from obligating or expending Federal financial assistance,
to include loan or grant funds, to: (1) procure or obtain,
(2) extend or renew a contract to procure or obtain, or
(3) enter into a contract (or extend or renew a contract) to procure or obtain, equipment, services, or systems that
uses covered telecommunications equipment or services as a substantial or essential component of any system, or
as a critical technology as part of any system. Covered telecommunications equipment is telecommunications
equipment produced Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate of such
entities) and physical security surveillance of critical infrastructure and other national security purposes, and video
surveillance and telecommunications equipment produced by Hytera Communications Corporation, Hangzhou
Hikvision Digital Technology Company, or Dahua Technology Company (or any subsidiary or affiliate of such
entities) for the purpose of public safety, security of government facilities, physical security surveillance of critical
infrastructure, and other national security purposes detailed in 2 CFR § 200.216.
 
The Respondent certifies that it will not purchase equipment, services, or systems that use covered
telecommunications, as defined herein, as a substantial or essential component of any system, or as critical
technology as part of any system.

 I certify compliance with this attribute.

1
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FEDERAL RULE (L) - BUY AMERICAN PROVISIONS

(L) As appropriate and to the extent consistent with law, REGION 4 ESC has a preference for the purchase,
acquisition, or use of goods, products, or materials produced in the United States, including but not limited to iron,
aluminum, steel, cement, and other manufactured products, when spending federal funds. Vendor agrees that the
requirements of this section will be included in all subawards including all contracts and purchase orders for work or
products under this award, to the greatest extent practicable under a Federal award. Purchases that are made with
non-federal funds or grants are excluded from the Buy American Act.
 
Vendor certifies that it is in compliance with all applicable provisions of the Buy American Act. Purchases made in
accordance with the Buy American Act must still follow the applicable procurement rules calling for free and open
competition.
 
 
“Produced in the United States” means, for iron and steel products, that all manufacturing processes, from the initial melting stage through the application

of coatings, occurred in the United States. “Manufactured products” means items and construction materials composed in whole or in part of non-ferrous

metals such as aluminum; plastics and polymer-based products such as polyvinyl chloride pipe; aggregates such as concrete; glass, including optical fiber;

and lumber.

 I certify compliance with this attribute.
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FEDERAL RULE - REQUIRED AFFIRMATIVE STEPES FOR SMALL, MINORITY, AND WOMEN-OWNED
FIRMS FOR CONTRACTS PAID FOR WITH FEDERAL FUNDS

 When federal funds are expended by REGION 4 ESC, Vendor is required to take all affirmative steps set forth in 2
CFR 200.321 to solicit and reach out to small, minority and women owned firms for any subcontracting opportunities
on the project, including:

1) Placing qualified small and minority businesses and women's business enterprises on solicitation lists;
2) Assuring that small and minority businesses, and women's business enterprises are solicited whenever
they are potential sources;
3) Dividing total requirements, when economically feasible, into smaller tasks or quantities to permit maximum
participation by small and minority businesses, and women's business enterprises;
4) Establishing delivery schedules, where the requirement permits, which encourage participation by small
and minority businesses, and women's business enterprises; and
5) Using the services and assistance, as appropriate, of such organizations as the Small Business
Administration and the Minority Business Development Agency of the Department of Commerce.

 I certify compliance with this attribute.
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FEDERAL RULE - FEDERAL RECORD RETENTION

When federal funds are expended by REGION 4 ESC for any contract resulting from this procurement process, the
vendor certifies that it will comply with the record retention requirements detailed in 2 CFR §200.334. The vendor
further certifies that vendor will retain all records as required by 2 CFR §200.334 for a period of five (5) years after
grantees or subgrantees submit final expenditure reports or quarterly or annual financial reports, as applicable, and
all other pending matters are closed.
 
Vendor agrees that REGION 4 ESC, Inspector General, Department of Homeland Security, FEMA, the Comptroller
General of the United States, or any of their duly authorized representatives shall have access to any books,
documents, papers and records of Vendor, and its successors, transferees, assignees, and subcontractors that are
directly pertinent to the Contract for the purpose of making audits, examinations, excerpts, and transcriptions. The
right also includes timely and reasonable access to Vendor’s personnel for the purpose of interview and discussion
relating to such documents. Vendor agrees to permit any of the foregoing parties to reproduce by any means
whatsoever or to copy excerpts and transcriptions as reasonably needed. Vendor agrees to provide the FEMA
Administrator or his authorized representative access to construction or other work sites pertaining to the work
being completed under the Contract.

 I certify compliance with this attribute.
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FEDERAL RULE - PROFIT NEGOTIATION

For purchases using Federal funds in excess of $250,000, REGION 4 ESC may be required to negotiate profit as a
separate element of the price. (See 2 CFR 200.324(b)).
 
When required by REGION 4 ESC, Vendor agrees to provide information relating to profitability of the given
transaction and itemize the profit margin as a separate element of the price.

 I certify compliance with this attribute.

1
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FEDERAL RULE - SOLID WASTE DISPOSAL ACT

A non-Federal entity that is a state agency or agency of a political subdivision of a state and its contractors must
comply with section 6002 of the Sold Waste Disposal Act, as amended by the Resource Conservation and Recovery
Act. The requirements of Section 6002 include procuring only items designated in guidelines of the Environmental
Protection Agency (EPA) at 40 CFR Part 247 that contain the highest percentage of recovered materials
practicable, consistent with maintaining a satisfactory level of competition, where the purchase price of the item
exceeds $10,000 or the value of the quantity acquired during the preceding fiscal year exceed $10,000; procuring
sold waste management services in a manner that maximizes energy and resource recovery; and establishing an
affirmative procurement program for procurement of recovered materials identified in the EPA guidelines. (78 FR
78608, Dec. 26, 2013, as amended at 79 FR 75885, Dec. 19, 2014.)
 
Pursuant to this federal rule, when federal funds are expended by REGION 4 ESC, the vendor certifies that during
the term of all contracts resulting from this procurement process, the vendor agrees to comply with all applicable
requirements as referenced in this paragraph.

 I certify compliance with this attribute.

1
2
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APPLICABLITY TO SUBCONTRACTORS

Vendor agrees that all contracts it awards pursuant to this procurement action shall be bound by the terms and
conditions of this procurement action.

 I certify compliance with this attribute.

1
2
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COMPLIANCE WITH THE ENERGY POLICY AND CONSERVATION ACT

When REGION 4 ESC expends federal funds for any contract resulting from this procurement process, Vendor
certifies that it will comply with the mandatory standards and policies relating to energy efficiency which are
contained in the state energy conservation plan issued in compliance with the Energy Policy and Conservation Act
(42 U.S.C. 6321 et seq.; 49 C.F.R. Part 18).
 

 I certify compliance with this attribute.
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INDEMNIFICATION

Acts or Omissions
Vendor shall indemnify and hold harmless Region 4, AND/OR THEIR OFFICERS, AGENTS, EMPLOYEES,
REPRESENTATIVES, CONTRACTORS, ASSIGNEES, AND/OR DESIGNEES FROM ANY AND ALL LIABILITY,
ACTIONS, CLAIMS, DEMANDS, OR SUITS, AND ALL RELATED COSTS, ATTORNEY FEES, AND EXPENSES arising
out of, or resulting from any acts or omissions of the Vendor or its agents, employees, subcontractors, Order
Fulfillers, or suppliers of subcontractors in the execution or performance of the Contract and any Purchase Orders
issued under the Contract.
Infringements
a) Vendor shall indemnify and hold harmless Region 4 and Customers, AND/OR THEIR EMPLOYEES, AGENTS,
REPRESENTATIVES, CONTRACTORS, ASSIGNEES, AND/OR DESIGNEES from any and all third party claims
involving infringement of United States patents, copyrights, trade and service marks, and any other intellectual or
intangible property rights in connection with the PERFORMANCES OR ACTIONS OF VENDOR PURSUANT TO THIS
CONTRACT. VENDOR AND THE CUSTOMER AGREE TO FURNISH TIMELY WRITTEN NOTICE TO EACH OTHER
OF ANY SUCH CLAIM. VENDOR SHALL BE LIABLE TO PAY ALL COSTS OF DEFENSE INCLUDING ATTORNEYS’
FEES.
b) Vendor shall have no liability under this section if the alleged infringement is caused in whole or in part by: (i) use
of the product or service for a purpose or in a manner for which the product or service was not designed, (ii) any
modification made to the product without Vendor’s written approval, (iii) any modifications made to the product by
the Vendor pursuant to Customer’s specific instructions, (iv) any intellectual property right owned by or licensed to
Customer, or (v) any use of the product or service by Customer that is not in conformity with the terms of any
applicable license agreement.
c) If Vendor becomes aware of an actual or potential claim, or Customer provides Vendor with notice of an actual or
potential claim, Vendor may (or in the case of an injunction against Customer, shall), at Vendor’s sole option and
expense; (i) procure for the Customer the right to continue to use the affected portion of the product or service, or
(ii) modify or replace the affected portion of the product or service with functionally equivalent or superior product or
service so that Customer’s use is non-infringing.
Taxes/Workers’ Compensation/Unemployment Insurance – Including Indemnity
a) VENDOR AGREES AND ACKNOWLEDGES THAT DURING THE EXISTENCE OF THIS CONTRACT, VENDOR
SHALL BE ENTIRELY RESPONSIBLE FOR THE LIABILITY AND PAYMENT OF VENDOR’S AND VENDOR’S
EMPLOYEES’ TAXES OF WHATEVER KIND, ARISING OUT OF THE PERFORMANCES IN THIS CONTRACT.
VENDOR AGREES TO COMPLY WITH ALL STATE AND FEDERAL LAWS APPLICABLE TO ANY SUCH PERSONS,
INCLUDING LAWS REGARDING WAGES, TAXES, INSURANCE, AND WORKERS’ COMPENSATION. THE
CUSTOMER AND/OR REGION 4 SHALL NOT BE LIABLE TO THE VENDOR, ITS EMPLOYEES, AGENTS, OR
OTHERS FOR THE PAYMENT OF TAXES OR THE PROVISION OF UNEMPLOYMENT INSURANCE AND/OR
WORKERS’ COMPENSATION OR ANY BENEFIT AVAILABLE TO A STATE EMPLOYEE OR EMPLOYEE OF
ANOTHER GOVERNMENTAL ENTITY CUSTOMER.
b) VENDOR AGREES TO INDEMNIFY AND HOLD HARMLESS CUSTOMERS, REGION 4 AND/OR THEIR
EMPLOYEES, AGENTS, REPRESENTATIVES, CONTRACTORS, AND/OR ASSIGNEES FROM ANY AND ALL
LIABILITY, ACTIONS, CLAIMS, DEMANDS, OR SUITS, AND ALL RELATED COSTS, ATTORNEYS’ FEES, AND
EXPENSES, RELATING TO TAX LIABILITY, UNEMPLOYMENT INSURANCE AND/OR WORKERS’ COMPENSATION IN
ITS PERFORMANCE UNDER THIS CONTRACT, VENDOR SHALL BE LIABLE TO PAY ALL COSTS OF DEFENSE
INCLUDING ATTORNEYS’ FEES.

 I certify compliance with this attribute.

1
2
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EXCESS OBLIGATIONS PROHIBITED

Proposer understands that all obligations of Region 4 ESC under the contract are subject to the availability of state
funds. If such funds are not appropriated or become unavailable, the contract may be terminated by Region 4 ESC.

 I certify compliance with this attribute.

1
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SUSPENSION AND DEBARMENT

Respondent certifies that neither it nor its principals are debarred, suspended, proposed for debarment, declared
ineligible, or otherwise excluded from participation in the contract by any state or federal agency.

 I certify compliance with this attribute.
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CHANGE IN LAW AND COMPLIANCE WITH LAWS

Proposer shall comply with all laws, regulations, requirements and guidelines applicable to a vendor providing
services and products required by the contract to the Region 4 ESC, as these laws, regulations, requirements and
guidelines currently exist and as amended throughout the term of the contract. Region 4 ESC reserves the right, in
its sole discretion, to unilaterally amend the contract prior to award and throughout the term of the contract to
incorporate any modifications necessary for compliance with all applicable state and federal laws, regulations,
requirements and guidelines.

 I certify compliance with this attribute.
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Pricing 
1) How does the Offeror price their products or services? 
• Is pricing based on a discount from a manufacturer’s price list, catalog, or a fixed price? 
• Include price and product, service, and/or solutions lists with the following information, if applicable: manufacturer 
or other part number, product/service description, manufacturers suggested or other list price, and net price. 
• Include any value added products, services, and/or solutions. 
 
Optiv Response:  

Products 

To provide the most benefit to Region 4 and the Participating Agencies purchasing off OMNIA, we are 
offering our full technology catalog in a discount off list pricing model. A reseller of over 450 OEM products, 
we are offering a simple method of discount per OEM. Below highlights some of our OEM offerings, 
followed by a snapshot of our entire OEM catalog. Pricing is outlined in the next section. 

OEM Description 

AWS 

Amazon Web Services (AWS) is the world’s most comprehensive and broadly adopted 
cloud platform, offering over 200 fully featured services from data centers around the globe. 
Optiv delivers 600+ AWS services and more than 40 security capabilities for AWS and has 
100+ AWS technical experts to provide the foundation to achieve your strategic goals. 

Armis 

Many companies trust Armis’ real-time and continuous protection to see and control all 
managed, unmanaged, un-agentable and internet of things (IoT) devices—from traditional 
ones like laptops and smartphones to new IoT devices like smart TVs, webcams, printers, 
HVAC systems, industrial control systems and programmable logic controllers (PLCs), 
medical devices and more. 
Armis has the world’s largest device knowledge base that tracks devices as well as their 
behavior, connections and history. Because Armis is agentless, it is fast and easy to deploy 
across any network, environment or location around the world. 
Specializations: 

• Cybersecurity asset management 
• Compliance 
• Network security 
• OT security 
• Threat detection & response 

Axonius 

By seamlessly integrating with 600+ security and IT management solutions, the Axonius 
agentless solution deploys in hours (not weeks) to improve security operations, threat and 
vulnerability management, incident response, and overall security posture. 
AXONIUS HELPS CUSTOMERS: 

• Gain a credible, comprehensive and current asset inventory 
• Uncover security coverage gaps 
• Automatically validate and enforce security policies 

AXONIUS VALUE DRIVERS: 
• Reduced time to investigate and triage alerts by correlating alert data with fully 
• enriched and correlated asset data 
• Automated identification of missing and broken software agents 
• Reduced time to prepare and inform pen tests and vulnerability scans 
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• Reduced time to identify user misconfigurations 
• Reduced time preparing for security audits 
• Instant unification and identification of all cloud assets 
• Reduced time to reach a complete asset inventory 

BeyondTrust 

 
Why Clients Choose Optiv for BeyondTrust: 

• BeyondTrust Americas Partner of the Year 2019 (three consecutive years) 
• BeyondTrust Certified Professionals ICISSP, CISM, CISA, CRISC, CGEIT, CBCP, 

PMP, ZeroTrust Strategist 
• 12+ Years the average experience of Optiv’s Identity team 
• 100,000+ HOURS identity, data and access management services delivered 

annually 

CheckPoint 

Optiv and Check Point help clients understand their security posture so they can design 
an architecture that prevents complex and zero-day cyberattacks. With a multilevel security 
architecture that defends enterprises’ cloud workloads, networks and endpoints, clients 
can be sure they are completely protected across all attack vectors. Check Point’s 
comprehensive and intuitive single point of control security management system increases 
operational efficiency and lowers the complexity of managing your security. 
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Why Clients Choose Optiv for Check Point: 

• 100+ Check Point Certifications 
• 300+ joint projects completed annually 
• Optiv is named a 4-Star Expert and Authorized Training Center 
• Awarded Partner of Preference for Check Point ACSP support 

Cisco 

Specializations: 
• Extended Detection and Response Solution Specialization 
• Secure Access Service Edge Solution Specialization 
• Secure Networking Solution Specialization 
• Secure Network Management Specialization 
• Customer Experience Specialized 
• Cisco Powered Services: Managed Firewall, Meraki Access, Meraki SD-WAN, 

Meraki Security 
Why Clients Choose Optiv for Cisco: 

• 10+ years of dedicated partnership 
• 25 Cisco Black Belt Fire Jumpers who provide security design, configuration and 

proof of value 
• Dedicated Cisco security demo lab 
• Cisco Premier Provider   
• Cisco Gold Provider – pending audit   
• US Federal Authorized   
• Dedicated Cisco technical operations and channel team   

Crowdstrike 

CrowdStrike secures the most critical areas of enterprise risk — endpoints, cloud 
workloads, identity and data — to keep customers ahead of today’s adversaries and stop 
breaches. 
Powered by the CrowdStrike® Security Cloud, the CrowdStrike Falcon® platform 
leverages real-time indicators of attack, threat intelligence on evolving adversary tradecraft 
and enriched telemetry from across the enterprise to deliver hyper-accurate detections, 
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automated protection and remediation, elite threat hunting and prioritized observability of 
vulnerabilities — all through a single, lightweight agent. 
With CrowdStrike, clients benefit from superior protection, better performance, reduced 
complexity and immediate time-to-value. 
Why clients choose Optiv for CrowdStrike security: 

• 10+ years of dedicated partnership 
• #1 seller of CrowdStrike products, with over $1 billion in joint sales 
• Named CrowdStrike 2022 Americas Partner of the Year 
• 900+ joint clients 
• 5,500+ joint opportunities 
• 80+ threat management analysts 
• 25+ CrowdStrike certifications 

CyberArk 

CyberArk is the global leader in identity security. Centered on intelligent privilege controls, 
CyberArk provides the most comprehensive security offering for any identity – human or 
machine – across business applications, distributed workforces, hybrid cloud environments 
and throughout the DevOps lifecycle. The world’s leading organizations trust CyberArk to 
help secure their most critical assets. 
Built on a foundation of privileged access management (PAM), CyberArk identity security 
solutions protect against the leading causes of breaches - compromised identities and 
credentials. 
Malicious insiders and external attackers often exploit privileged identities, credentials and 
secrets to take control of critical resources, disable security systems and access vast 
amounts of sensitive data. 
Apply intelligent privilege controls across the entire identity lifecycle. Expand the use of 
intelligent privilege controls that are designed for the most privileged user, such as an 
admin, to a broader range of human and machine identities, whenever standing or just-in-
time access is required. 
CyberArk Specializations: 
Workforce and Customer Access, Endpoint Privilege Security, Privileged Access 
Management, Secrets Management, Cloud Security, Identity Management 
Why Clients Choose Optiv for CyberArk Implementation 

• Partnership since 2013 
• 250K+ delivery hours 
• Since 2015 with 30+ active projects at a given time 
• 500+ joint projects, 220+ joint clients and counting 
• Proven delivery proprietary methodology and approach 
• 100% certified - all Optiv consultants and engineers are CyberArk certified 
• 2015 – 2023 America’s Partner of the Year, nine consecutive years 

F5 

F5 helps organizations deliver and secure the extraordinary digital experiences that 
customers demand by enabling adaptive applications that naturally adapt based on their 
environment — growing, shrinking, defending and healing themselves. Through a portfolio 
of automation, security, performance and insight solutions, F5 empowers organizations to 
create, secure and operate these adaptive applications. F5’s empowerment increases your 
revenue, reduces costs, improves operations and protects users. 
Specializations: 

• Application security, customized, managed and SaaS 
• Advanced BoT mitigation 
• Digital transformation: API security, API gateways, Kubernetes Ingress Control, 

service mesh and analytics 
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• Application/infrastructure mesh for multi-cloud and hybrid environments 

FireEye 

FireEye blends human expertise and nation-state-grade threat intelligence into security 
innovations dedicated to defending networks, email and devices. Combine this with Optiv’s 
unique visibility into the security solution landscape and you can rest assured, you have 
maximized the effectiveness of your security spend. 
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Forcepoint 

Forcepoint’s all-in-one, cloud-native platform makes it easy to adopt Zero Trust and 
prevent the theft or loss of sensitive data and intellectual property no matter where people 
are working. Forcepoint creates a safe and trusted environment for customers and their 
employees throughout the world. 
Specializations: 

• Cloud-native security 
• Secure access service edge (SASE) 
• Data protection 
• Network security 

Simplify Security With Forcepoint ONE 
Unlike fragmented bundled portfolios, Forcepoint ONE integrates Zero Trust and security 
service edge (SSE) into one cloud platform. This integration allows end users to manage 
one set of policies, in one console, connected to one endpoint agent. 
Forcepoint ONE unifies three foundational gateways: secure web gateway (SWG), cloud 
access security broker (CASB), and Zero Trust network access (ZTNA). Together, these 
three services make up what Gartner terms as SSE. 
Risk-Based Data Protection 
Forcepoint protects end users’ intellectual property by using risk-based data protection. 
Behavior-based data security adapts to changing levels of risk.  It includes enterprise-wide 
visibility (network, endpoints and cloud). Forcepoint’s risk-based data protection detects 
when people are exhibiting risky behavior via risk score and decides what is innocent or 
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suspicious based on behaviors in context, reducing false positives. Our protection 
leverages intelligent data security to revisit decisions as you and your machines learn. 
Secure SD-WAN 
Eliminate gaps that come from having separate networking and security systems, provide 
the ability to manage thousands of devices from a single console and simultaneously push 
updates to every location with just a few clicks. Forcepoint’s secure SD-WAN scales and 
integrates with a comprehensive security stack that can help end users achieve their most 
challenging network security goals. 

Forescout 

Forescout’s device visibility and control platform combined with Optiv’s comprehensive 
services can help you plan, build and run a successful security program while addressing 
security challenges posed by not knowing what’s on your network. Forescout technologies 
deploy quickly with agentless, real-time discovery and classification of every IP-connected 
device for continuous posture assessment – from campus and data center to cloud, IoT 
and operational technology networks. Combined with your other security solutions, 
Forescout eyeSight and eyeControl seamlessly orchestrate information sharing and policy-
based security enforcement to effectively manage your cyber risk. With Optiv’s integration 
and implementation capabilities and Forescout’s products, you’ll gain visibility and control 
of devices connecting to your extended enterprise for greater peace of mind. 

 
eyeSight - Complete device visibility. 
Continuously discover, classify and assess devices without agents or active techniques 
that could compromise business operations. Automate inventorying and maintain accurate 
asset details across IT and OT networks. 
Transforming Enterprise-Wide Network Segmentation. 
eyeSegment - Transforming Enterprise-Wide Network Segmentation. 
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Accelerate the design, planning and deployment of dynamic network segmentation across 
the extended enterprise to reduce your attack surface and regulatory risk. 
eyeControl - Enforce and automate policy-based controls. 
Take action to mitigate threats, incidents and compliance gaps. 
eyeExtend - Extend the value of your security and IT investments. 
eyeExtend products share device context between the Forescout platform and other IT 
and security products to automate policy enforcement across disparate solutions and 
accelerate system-wide response to mitigate risks. 
eyeInspect - In-depth device visibility and cyber resilience for ICS networks. 
Continuously and passively discover, classify and monitor OT network devices for real-
time risk management. 

Fortinet 

Fortinet secures the largest enterprises, service providers and government organizations 
around the world. Fortinet empowers its customers with intelligent, seamless protection 
across the expanding attack surface and the power to take on ever-increasing performance 
requirements of the borderless network - today and into the future. 
Fortinet Specializations: 

• Network security 
• SD-WAN/Branch security 
• Security-driven networking 
• Secure access service edge (SASE) 
• Zero trust 
• Endpoint security 
• Operational technology and internet of things (OT/IoT) security 
• Security automation 

Google 
Cloud 

Easily acquire and deploy the optimal Optiv cloud-focused services and solutions for your 
unique business needs and regulatory requirements with additional third-party security 
software vendor solutions through Google Cloud Marketplace. 
Why clients choose Optiv for Google Cloud: 

• Accelerated security and reduced time to value: Get your new security 
technology up and running to provide immediate value. 

• Scalable, end-to-end solutions: Cohesively integrate your people, processes and 
existing technologies. 

• Ideal utilization of your spend: Easily procure your cybersecurity technologies 
and Optiv expert services on the Google Cloud Marketplace to fit how you want to 
transact and grow. 

IBM 

IBM helps clients align security strategy to their business, protect digital users, assets and 
data, manage defenses against growing threats and modernize security with an open, 
multi-cloud platform. Start with Optiv’s Security Program Foundation Assessment to gauge 
your security posture and discover how Optiv and IBM provide greater peace of mind and 
add value to your existing security environment. 
Specializations: 

• Protecting data across hybrid clouds 
• Securing remote workers or consumers 
• Predicting, preventing and responding to modern threats 

IBM & Zero Trust 
Security wrapped around every user, every device and every connection — every time.  
An IBM zero trust security strategy can help organizations increase their cyber resiliency 
and manage the risks of a disconnected business environment, while still allowing users 
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access to the appropriate resources. It’s a model and plan that uses context to securely 
connect the right users to the right data at the right time under the right conditions, while 
also protecting your organization from cyber threats. 
IBM Annual Cost of Data Breach Report 
The Cost of a Data Breach Report has become one of the leading benchmark reports in 
the cybersecurity industry. This report offers IT, risk management and security leaders a 
lens into dozens of factors that can increase or help mitigate the rising cost of data 
breaches. 
IBM Annual X-Force Threat Intelligence Report 
The IBM Security X-Force Threat Intelligence Index maps new trends and attack patterns 
we observed and analyzed from our data—drawing from billions of datapoints ranging from 
network and endpoint detection devices, incident response (IR) engagements, domain 
name tracking and more. 

Imperva 

Imperva’s analyst-recognized portfolio of application, data and cloud security solutions 
provides a secure foundation for our clients’ businesses. Once deployed, Imperva solutions 
proactively identify, evaluate and eliminate current and emerging threats, so you never 
have to choose between commercial innovation and protecting what matters most. 
Specializations: 

• Application security 
• Data security 
• Network security 
• Cloud-native security 
• Security automation 

Imperva Web Application and API Security 
Applications, APIs and microservices are deployed faster than security teams can secure 
them. Imperva protects your critical workloads with the industry’s only defense-in-depth 
approach. Imperva technology provides web application firewalls, API security, runtime 
application self-protection, attack analytics and advanced bot protection. 
Imperva Data Security 
Data is the heart of your business – with more applications and users accessing it over 
time. Imperva monitors and protects your most sensitive information, both on premises and 
in the cloud. 
Imperva Edge Security 
The edge is where 15 billion devices connect to organizations and each other. Imperva 
protects the edge with a unified global network and industry-first three-second SLA. 

LogRhythm 

LogRhythm helps busy and lean security operations teams save the day — every day. 
LogRhythm helps lighten this load. We are on the frontlines defending against many of the 
world’s most significant cyberattacks and empower security teams to navigate an ever-
changing threat landscape with confidence. 
LogRhythm is ready to defend by combining a comprehensive and flexible security 
operations platform, technology partnerships and advisory services to help SOC teams 
close the gaps. 
LogRhythm Specializations: 

• Security information and event management (SIEM) 
• User and entity behavior analytics (UEBA) 
• Network detection and response (NDR) 
• Security orchestration, automation and response (SOAR) 
• File integrity monitoring (FIM) 
• Security operations center (SOC) 
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Advanced Analytics UEBA 
Use machine learning to detect insider threats, compromised accounts and more. With the 
dramatic increase in the number of cyberattacks and their advancement in complexity and 
sophistication, it’s crucial to expand detection capabilities with advanced analytics such as 
machine learning (ML).  
As reinforced by the MITRE D3FEND Framework™, any time threat detection related to 
user behavior requires you to search for statistical outliners that aren’t obvious, or to make 
a comparison against a user’s baseline, you need to use advanced analytics. LogRhythm 
UEBA is LogRhythm’s advanced user entity behavior analytics (UEBA) solution. 

Mandiant 

Effective security is based on the right combination of expertise, intelligence and adaptive 
technology, and that’s why Mandiant is a trusted partner to security-conscious 
organizations. Now, get the power of Mandiant in a single platform with the launch of 
Mandiant Advantage. 
The Mandiant Advantage SaaS platform scales decades of frontline experience and 
industry-leading threat intelligence to deliver a range of dynamic cyber defense solutions. 
Mandiant’s vendor-independent approach helps organizations develop best-fit 
cybersecurity programs, readying them to defend against and respond to cyber threats. 
An SaaS Platform That Works For You 
Discover what Mandiant provides to you with a single platform. The launch of Mandiant 
Advantage SaaS offers threat intelligence, security validation, automated defense and 
attack surface management. 
Mandiant Advantage is a SaaS platform that provides a controls-agnostic suite of products 
to help organizations understand their external and internal risks and provides the 
automation to operationalize it effectively and efficiently.  
Mandiant Advantage is powered by the Mandiant Intel Grid™ 
The Mandiant Intel Grid delivers relevant, up-to-the-moment threat intelligence and 
expertise to help you respond to the threats that matter to your organization. Our unique 
blend of adversary, operational, machine and breach intelligence are derived from the 
analyst research, managed offerings and the hundreds of incident response engagements 
Mandiant conducts every year. 

McAfee 

Device-to-Cloud Cybersecurity with the McAfee MVISION Platform. 
We believe that no one person, product or organization can fight cybercrime alone. It’s why 
we rebuilt McAfee around the idea of working together. People working together. Products 
working together. Organizations and industries working together. Our goal is to spread this 
collaborative attitude to our customers, partners — and even to our competitors. All uniting 
to overcome the greatest challenge of the digital age—cybercrime—and making the 
connected world more secure. 
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Cloud - Unleash the infinite potential of the cloud with the industry’s #1 cloud security 
solution. 

• Cloud Security 
• Unified Cloud Edge - SASE 
• Next-gen Secure Web Gateway (SWG) 
• Cloud Access Security Broker (CASB) 
• Cloud Native Protection Platform (CNAPP) 
• Container Security 
• Workload Protection 

Endpoint - Future-proof your defenses with intelligent endpoint security and integrated 
XDR. 

• Complete Endpoint Protection 
• Endpoint Detection & Response 
• Mobile Security 
• Data Loss Prevention 

SecOps - Our security operations solutions collect, enrich and share data at any scale, 
while our open, scalable architecture speeds investigations by directing data flows to 
analytics tools to generate relevant, prioritized clues. 

• Security Operations 
• eXtended Detection and Response (XDR) 
• MVISION Insights 
• ePolicy Orchestrator 
• Marketplace 
• Developer Portal 

Microsoft 

Microsoft powers your business. On-premises, hybrid, multi-cloud or at the edge—create 
secure, future-ready cloud solutions. Accelerate you customer’s growth—and your own—
by migrating and modernizing applications, data, infrastructure and workloads. 
Security is built in through an integrated platform across people, devices, apps and data. 
We help identify complexities and define business goals, maturity levels and outcomes for 
building a roadmap to your Microsoft cloud security program success. 
Specializations: 

• Cloud transformation 
• Security transformation 
• Data strategy and information governance 
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• Zero Trust 
• IoT security 
• Passwordless authentication 
• Extended detection and response 
• Managed services 

Create Secure, Future-Ready Cloud Solutions 
Achieve your goals with the freedom and flexibility to build, manage and deploy your 
applications anywhere. Use your preferred languages, frameworks and infrastructure—
even your own datacenter and other clouds—to solve challenges large and small. 
Microsoft 365 Security 
Consolidate your security portfolio, deliver seamless user experiences and help reduce 
cyber risk with integrated, best-in-class protection. 
Optiv Microsoft Workshops 
Optiv, as a security solutions integrator (SSI), goes beyond consulting with award-winning 
solutions for our implementation, migration and management capabilities that assists 
clients through their Microsoft security journey and maximize their investment. 

Netskope 

Netskope’s leading security service edge (SSE) is fast, easy to use and secures your 
transactions wherever your people and data go. Netskope helps you reduce risk, 
accelerate performance and provide unrivaled visibility into any cloud, web or private 
application activity. They empower safe collaboration by balancing trust against risk with 
granular controls that adapt to the changes in your environment.  
Netskope SSE simplifies operations and ensures a fast user experience through a single-
pass inspection as well as advanced analytics to neutralize cloud-enabled threats and 
protect sensitive information. Be ready for anything on your SASE journey with the SSE 
that’s defining how cloud and data security should work. 
Specializations: 

• Secure Access Service Edge 
• Security Service Edge 
• Real Time Data Protection, Threat Protection 
• Compliance 
• Cloud Efficiency 
• Fast and Reliable Performance 
• Remote Browser Isolation (RBI) 
• Next Gen Web Secure Gateway (NG-SWG) 
• Zero Trust Network Access (ZTNA) 
• Cloud Firewall (CFW) 
• Cloud Access Security Broker (CASB) 

Enable the future of work 
Design a Hybrid Workforce/Work from Anywhere model that allows direct access, open 
collaboration and a fast user experience while giving security and network teams the 
access, data and threat controls they need to protect your apps, web services and devices. 
Deliver Branch Transformation that allows branch and office locations to simplify their on-
premises security and network stack, reduce backhaul costs and apply consistent security 
controls in the cloud. 
Redefine Risk Management and Data Protection 
Modern data protection and posture control addresses the larger attack surface created by 
remote work and cloud migration across web, cloud and email. Advanced data protection 
includes a single pass architecture across SSE technologies with AI/ML-enabled detection 
for the most accurate and comprehensive coverage. This includes newer risks like 
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screenshot identification and provides user coaching to reduce impact on IT operations in 
a cloud-delivered data loss prevention (DLP) service. Posture management helps minimize 
threats from misconfiguration and configuration drift, ensure regulatory compliance and 
reduce the need for DLP controls by ensuring correct access and permissions. 
Threat protection can help with: 

• Defending against web- and cloud-delivered threats 
• Automating bi-directional sharing of indicators of compromise (IOCs) for the latest 

threat intelligence 
• Unpacking and deobfuscating code for pre-execution analysis 
• Sandboxing files 
• Applying ML-based analytics, including analysis of malicious documents 
• Remote browser isolation for risky websites 
• Determining behavior anomalies to assess risk 
• Applying firewall controls across all egress ports and protocols for users and offices 

Simplify Operations 
Reduce total cost of ownership, enhance security effectiveness and streamline operations 
by consolidating key web, cloud and private app services to a cloud-native security 
platform. The visibility into and control over cloud apps offered by single pass inspection 
allows you to increase your security effectiveness, mitigate cloud-enabled threats like 
ransomware and phishing, and protect data from unintentional or unapproved movement 
through trusted cloud domains. The single pass policy approach used in SSE enables 
dramatic policy simplification and near real-time policy refinement and user coaching to 
streamline security operations. 

Okta 

Okta is a leading independent identity provider. The Okta Identity Cloud enables 
organizations to securely connect the right people to the right technologies at the right time.  
With more than 7,000 pre-built integrations to applications and infrastructure providers, 
Okta provides simple and secure access to people and organizations everywhere, giving 
them the confidence to reach their full potential. More than 10,000 organizations trust Okta 
to help protect the identities of their workforces and customers. 
Specializations: 

• Identity management 
• Workforce identity management  
• Customer identity access management 

Workforce Identity 
Identity access for your work ecosystem. Protect and enable your people. Workforce 
identity gives employees, contractors and partners the freedom to focus on their best work 
with a secure identity solution. 
Customer Identity 
Create frictionless registration and login for your apps. Get support for your most important 
customer-facing initiatives. Build authentication into any app. Create secure experiences 
by offloading customer identity management to Okta. 

Palo Alto 

Optiv’s partnership with Palo Alto Networks provides visibility, trusted intelligence, 
automation and flexibility that helps organizations of all sizes manage cyber risk and secure 
business outcomes across multicloud environments. 
Palo Alto Networks continually delivers innovation to enable secure digital 
transformation—even as the pace of change is accelerating. From securing multi- and 
hybrid-cloud environments to speeding up response times with a consolidated security 
platform, Palo Alto Networks helps organizations across industries stay ahead of advanced 
threats with next-generation solutions tailored to each organization's unique requirements. 
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Why Clients Choose Optiv for Palo Alto Networks: 
• 430 unique technical certifications 
• >90% of projects delivered successfully, on time and under budget 
• Recognized by Palo Alto Networks for highest customer satisfaction score (100%) 

on implementation services and frontline support 
• Palo Alto Networks’ Prisma Cloud Partner of the Year 2023 

Ping Identity 

Ping Identity champions identity security to enable secure, extraordinary digital 
experiences for the enterprise. We help enterprises achieve Zero Trust, identity-defined 
security and more personalized, streamlined user experiences. 
The PingOne Cloud Platform provides customers, workforce and partners access to cloud, 
mobile, SaaS and on-premises applications across the hybrid enterprise. 
Over half of the Fortune 100 choose us for our identity expertise, open standards and 
partnerships with companies including Microsoft and Amazon. We provide flexible identity 
solutions that accelerate digital business initiatives, delight customers and secure the 
enterprise. 
Headquartered in Denver, Colorado, Ping Identity also has offices across the world, 
including Austin, Bangalore, Boston, Edinburgh, Israel, London, Melbourne, Paris and 
Vancouver. 
Specializations: 

• Identity Orchestration 
• Fraud Detection 
• Risk Management 
• Multi-Factor Authentication 
• Single Sign-On 
• Access Management 
• Dynamic Authorization 
• Intelligent API Security 
• Directory Capabilities 
• Data Governance 

PingOne for Customers Delivers Exceptional Experiences 
Your customers want convenience without compromising security. PingOne for Customers 
is a cloud solution that combines no-code identity orchestration with authentication, user 
management and multi-factor authentication services to help your business build, test and 
optimize seamless and secure customer experiences.  
PingOne for Customers reduces friction with identity orchestration to weave together the 
Ping and third-party authentication services you need to acquire and retain customers with 
personalized, seamless experiences. 
Plus, you can give your customers full control and insight into their own data. PingOne for 
Customers can help make customer privacy a competitive differentiator by consistently 
capturing and enforcing consent. This ensures data is safely shared between applications 
while allowing your business to easily manage terms of service. 
Provide Seamless & Secure Employee Experiences 
Digital transformation is accelerating and increasingly enables your workforce to be more 
efficient. Your employees depend on identity every day to get work done. PingOne for 
Workforce centralized adaptive authentication keeps your people secure, productive and 
happy.  
PingOne for Workforce can connect any user to any app on any device. It leverages 
adaptive authentication to give employees seamless access whether they’re home, in the 
office, on the road or anywhere in between.  
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Ping integrates with a broad range of enterprise applications to support complex IT 
environments, and more than half of the Fortune 100 trust Ping for our extensive 
integrations across SaaS, legacy, on-premises and custom applications. Ping’s simple but 
powerful orchestration capabilities – with no-code, automated workflows across business 
apps and identity vendors – help you accelerate your business. 
Answer the Call for Digital Transformation 
Migrating identity to the cloud as the first step of digital transformation helps successful 
organizations create a competitive advantage by giving them the ability to meet growing 
customer demands for digital services and convenient interactions. 
By implementing identity solutions into the cloud, you can be confident that the right people 
can access the right assets across your multi-cloud and hybrid IT environments – all while 
accelerating digital transformation across your organization. Plus, investing in cloud 
identity pays dividends – you can save millions in infrastructure and admin costs, launch 
new apps faster and increase efficiency. 
Shifting to the cloud is a priority for most, and shifting identity is just as important. Ping has 
been helping and guiding enterprises with cloud migrations for many years. We help 
organizations get to the cloud faster with established best practices so your business can 
gain speed, agility and efficiency. 

Proofpoint 

Proofpoint is a leading cybersecurity and compliance company that protects organizations’ 
greatest assets and biggest risks: their people. With an integrated suite of cloud-based 
solutions, Proofpoint helps companies around the world stop targeted threats, safeguard 
their data and make their users more resilient against cyberattacks. 
Specializations: 

• Information Protection Platform 
o Proofpoint cloud access security broker (CASB) 
o Email data loss prevention (DLP) 
o Insider threat management 

• Browser isolation 
• Email fraud defense 
• Zero Trust network access (ZTNA) 
• Archiving and compliance 

Information Protection Specialization 
Information Protection solutions represent a $6.4N total addressable market, which makes 
it a market ripe for partners. 
The shift in working patterns and the rise of cloud-first IT have redefined the modern 
security perimeter and the enterprise edge. Data doesn’t lose itself. People’s actions – 
whether negligent, compromised or malicious – are the primary cause of data related 
security breaches. Proofpoint Information Protection is a new people-centric approach to 
protecting against data loss. 
The Information Protection Specialization Program is designed to recognize and reward 
Proofpoint partners who have completed additional training and certification for CASB, 
ITM/Endpoint DLP and Email DLP. Specialized partners can build their security expertise 
to better deliver services and solutions across their clients’ lifecycle. 
Advanced Threat Protection 
Stop threats before they reach your people and respond quickly when things go wrong. 
Our innovative Advanced Threat Protection solutions prevent, detect, and notify you of 
advanced threats – through email, mobile, social, and the desktop – and help you resolve 
them before they cause lasting harm. Use our people-centric approach to stopping 
ransomware, malware attacks, phishing, and email fraud. 
Security Awareness Training 
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The majority of today’s threats require humans to activate them. Ensure your users know 
what to do when faced with a real threat by providing them with targeted education. 
Proofpoint specializes in enterprise security awareness training teaching leading 
organizations how to reduce successful phishing, change user behavior, provide tailored 
education, and measure user behavior change. 

Qualys 

Discover, assess, prioritize, and patch critical vulnerabilities and reduce cybersecurity risk 
in real time across your global hybrid IT, OT, and IoT landscape — all from a single cloud 
platform. 
Identify the Highest Risk Assets 
Qualys TruRiskTM comprehensively quantifies risk across your attack surface including 
vulnerabilities, misconfigurations, and digital certificates. Risk is assessed based on 
business criticality and exploit intelligence from hundreds of sources to proactively 
measure, track, and communicate risk. 
Quickly Remediate Threats at Scale 
Rule-based integrations with ITSM tools (ServiceNow, JIRA) automatically assign 
remediation tickets to vulnerabilities prioritized by risk with dynamic tagging. Remedial 
actions and orchestration directly from ITSM close vulnerabilities faster and reduce MTTR. 
Automate Tasks with No-code Workflows 
As part of Qualys Cloud Platform, QFlow technology delivers drag and drop visual no-code 
workflows to automate a variety of time-consuming and complex vulnerability management 
tasks. 
Receive Preemptive Attack Alerts 
Prevent the spread of malware by correlating actively exploited CVEs using malware and 
external threat indicators. Includes threat intelligence from 180,000+ vulnerabilities and 
25+ threat and exploit intelligence sources to identify your organization’s unique risks and 
prevent attacks. 

Rapid7 

The Rapid7 Insight Platform equips you with the visibility, analytics and automation you 
need to unite your teams and work faster (and smarter). Security, IT and development now 
have one-click access to vulnerability management, application security, incident detection 
and response, automation and more. 
Your team members can focus on strategic priorities with the confidence knowing that 
operations are running smoothly in the background. We work together to make sure you’re 
getting the right security outcomes based on your organization’s business goals. 
Specializations: 

• XDR and SIEM 
• Threat intelligence 
• Vulnerability management 
• Orchestration and automation (SOAR) 
• Cloud security 
• Dynamic application security testing 

Prioritizing Risk with Clarity 
InsightVM not only provides visibility into the vulnerabilities in your modern IT environment 
— including local, remote, cloud, containerized and virtual infrastructure — but also clarity 
into how those vulnerabilities translate into business risk, and which are most likely to be 
targeted by attackers. 
Unified XDR and SIEM 
InsightIDR unifies UBA, SIEM and EDR technology so you can prioritize your response 
efforts. This lightweight, cloud-native technology provides real-world vetting by our global 
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MDR SOC teams. Own your entire attack surface with more signal, less noise, embedded 
threat intelligence and automated response. 
Rapid7 Annual X-Fore Threat Intelligence Report 
InsightAppSec provides Dynamic Application Security Testing (DAST) for mature and 
maturing application security professionals. Stay in step with your application development 
to easily introduce security throughout your software development lifecycle (SDLC). 

RSA 

RSA is a global leader focused on identity and access management, reflecting the 
company’s belief that assuring digital identities throughout their lifecycle is of preeminent 
importance in cybersecurity. 
From on-premises to cloud to hybrid, RSA provides identity-first solutions for security-first 
organizations to thrive in a digital world with modern authentication, lifecycle management 
and identity governance. 
Specializations: 

• Identity and access management 
• Governance and lifecycle 
• Identity 

Protect On Premises Operations With SecurID 
SecurID provides powerful identity and access management capabilities for on-premises 
deployments – in authentication, access management and identity governance – to fully 
protect organizations in a perimeter-less world. 
We help deliver on premises products that balance rigorous security and convenient 
access across use cases. This includes everything you need on premises to address 
today’s unprecedented challenges —without compromising security, ease or convenience. 
Protect The Cloud With ID Plus 
As a next-gen cloud and hybrid identity platform that integrates security, flexibility and 
convenience, ID Plus provides solutions to support digital transformation at your own pace. 
ID Plus’s cloud multi-factor authentication is one of the most secure products on the market 
and the world’s most deployed MFA. ID Plus works for both new and existing SecurID 
customers who want to move to the cloud during their transformation journey. 

Rubrik 

Rubrik delivers data resilience, data observability and data recovery for organizations. 
Rubrik keeps your data safe and easy to recover in the face of cyberattacks and operational 
failures. Now you can recover the data you need, however and whenever you need it, to 
keep your business running. 
Specializations: 

• Data Security 
• Zero Trust Data Security 
• Data Resiliency/Cyber Resiliency 
• Cloud Data Protection 
• Incident Response 
• Recovery 
• Threat Monitoring and Hunting 
• Ransomware Investigation 

Data Resilience 
Rubrik Security Cloud delivers data resiliency, data observability and data recovery to 
secure data across enterprise, cloud and SaaS. 
Enterprise Data Protection - Protect data against cyber threats with air-gapped, immutable, 
access-controlled backups. 
Cloud Data Protection - Unify data management across clouds. 
Microsoft 365 Protection - Safeguard M365 data from ransomware. 
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Data Observability 
Ransomware Monitoring and Investigation - Determine the scope of ransomware attacks, 
using high fidelity machine learning to detect deletion, modifications and encryptions. 
Sensitive Data Monitoring and Remediation - Reduce sensitive data exposure by 
discovering what types of sensitive data you have, where it lives and who has access to it. 
Threat Monitoring and Hunting - Prevent malware reinfection by analyzing the time-series 
history of data for indicators of compromise to identify initial point, scope and time of 
infection. 
Data Recovery 
Threat Containment - Ensure safe and quick data recovery by quarantining data infected 
with malware. 
Mass Recovery - Restore business operations quickly by recovery apps, files or users at 
scale. 
Orchestrated Application Recovery - Recover applications quickly with pre-built workflows 
and disaster recovery blueprints. 

Sailpoint 

SailPoint helps companies embrace digital transformation by tackling IT’s biggest 
challenge: identity security. Leveraging a proven solution, your team can automate and 
accelerate the management of all user identities, entitlements, systems, data and cloud 
services – across your entire organization. 
Gain a complete view of all access, replace manual processes with automated workflows, 
and stay ahead of the security curve with AI-enhanced visibility, detection and remediation. 
Sailpoint Identity Security 
SailPoint Identity Security provides enterprises with unmatched visibility and intelligence, 
powerful automation tools, and the ability to accelerate productivity while managing risk. 

• Automate, manage and govern access in real-time with AI-enhanced visibility and 
controls. 

• Enable business to run with speed, security and scale in a cloud-critical, threat-
intensive world. 

• Govern access, track usage and enforce policy for all users, apps and data – 
continuously. 

Rapid Implementation and Fast Time to Value 
The Optiv and SailPoint partnership features a tried-and-true process with an accelerated 
timeline so your organization can move quickly from gaining visibility and improving 
efficiency to risk remediation and optimization. 

• Day 1 begins with account discovery to determine and improve the level of visibility 
across your workforce (including all locations) and your technology (including 
applications, platforms and data). 

• Week 1 includes automating the majority of on- and offboarding tasks with self-
service capabilities. 

• Month 1 yields AI-enhanced risk visibility so remediation can begin, and by the end 
of Quarter 1, a complete role- and behavior-optimized identity security process will 
be in place. 

Unparalleled Customer Success 
SailPoint brings out the best in identity security for the cloud enterprise so customers can 
bring out the best in their business. 

• Access certifications: From 1 year to 1 month 
• Provisioning new users: From 14 hours to 2.5 minutes 
• Deprovisioning worker accounts: From 30+ days to minutes, $800K savings 
• Password management: 5.5 passwords performed, 0 helpdesk calls required, 

$150K savings 
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• Self-service access requests: 62K requests fulfilled automatically, 0 helpdesk calls, 
$1M annual savings 

Why clients choose Optiv for SailPoint: 
• 254,000+ Hours of Deliver Services 
• 15+ Average Years of Experience 
• 23 SailPoint Identity Security Cloud and IIQ Certified Delivery Consultants 
• 32 Current Team members (operations in North America, Canada, and India) 
• 2009 Longstanding Partnership 

o SailPoint Partner since 2009 
o North Americas Channel Partner of the Year 2015 – 2021 
o Delivery Admiral 2018 – 2023 

• 225+ IGA Implementations 
o Optiv has delivered on over 200 SailPoint projects 
o Proven methodology, approach and artifacts 
o Over 140 distinct clients 

SentinelOne 

Today’s cyber-attackers move fast. Fast enough that the 1-10-60 benchmark for breaches 
has become an obsolete model for effective detection, investigation and response. 
Singularity XDR is a cybersecurity platform empowering modern enterprises to act in real 
time with greater visibility of the dynamic attack surface using AI-powered automation. 
Specializations: 

• XDR 
• Endpoint security 
• Cloud workload security 
• Security automation 
• IAM 

Singularity XDR 
SentinelOne’s Singularity XDR lets you: 

• Extend protection from the endpoint to beyond with unfettered visibility, proven 
protection and response.  

• Discover the power of autonomous with Singularity XDR.  
• Take the next leap in the evolution of EDR. 

Singularity Platform 
SentinelOne’s Singularity security platform empowers SOC and IT operations teams with 
an efficient way to protect information assets against today’s sophisticated threats. 
Singularity delivers differentiated endpoint protection, endpoint detection and response, 
IoT security, cloud security and IT operations capabilities - consolidating multiple existing 
technologies into one solution. We offer resource efficient, autonomous “Sentinel” agents 
for Windows, Mac, Linux and Kubernetes while supporting a variety of form factors, 
including physical, virtual, VDI, customer data centers, hybrid data centers and cloud 
service providers.  
Sentinels are managed via SentinelOne’s globally available multi-tenant SaaS; designed 
for ease of use and flexible management that meets your requirements. SentinelOne’s 
Vigilance Managed Detection & Response (MDR) services subscription is available to back 
your security organization 24/7. This describes SentinelOne’s tiered product offerings, 
SentinelOne Core, Control and Complete. Each product bundle builds on the one below it. 
Cloud Workload Security 
Whether running in public cloud or private cloud, on servers or in containers, organizations 
of all sizes are looking for means of securing their cloud workloads in a manner that 
preserves agility. 
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Splunk 

Splunk turns data into doing with the world’s first Data-to-Everything™ Platform designed 
to investigate, monitor, analyze and act on data from any source on any timescale. 
Splunk’s powerful platform and unique approach to data have empowered organizations 
to improve service levels, reduce operations costs, mitigate risk, enhance DevOps 
collaboration and create new product and service offerings. 
Specializations: 

• Enterprise security 
• SOAR 
• Infrastructure monitoring 
• Application performance monitoring 
• IT services monitoring 

IT Operations 
Splunk helps ensure optimal performance of critical services, apps and the infrastructure 
that powers them.  With us, you’ll gain predictive analytics, proactive alerting and complete 
visibility into the health of the services you deliver and infrastructure you manage. 
Security Monitoring 
Advance your real-time security monitoring of new or evolving data sources with the ability 
to perform comprehensive incident investigations, maintain proactive defenses and 
empower dynamic operations.  We’ll help you maintain visibility, speed up investigations 
and reduce the impact of dynamic operations models. 
DevOps 
Optiv and Splunk will grant you full-stack observability across cloud infrastructure and 
services, modern applications and custom business KPIs. Learn how you can deliver code 
faster and reduce MTTR with full-fidelity transaction monitoring, AI-driven directed 
troubleshooting and automated response.  Find out how your organization can improve 
software development and operations performance to accelerate innovation, respond to 
dynamic conditions and elevate customer experience. 

Sumo Logic 

Sumo Logic is the pioneer in continuous intelligence, a new category of software, which 
enables organizations of all sizes to address the data challenges and opportunities 
presented by digital transformation, modern applications, and cloud computing. The Sumo 
Logic Continuous Intelligence Platform™ automates the collection, ingestion and analysis 
of application, infrastructure, security and IoT data to derive actionable insights within 
seconds. More than 2,100 customers rely on Sumo Logic to build, run and secure their 
modern applications and cloud infrastructures. Sumo Logic delivers its platform as a true, 
multi-tenant SaaS architecture, across multiple use-cases, enabling businesses to thrive 
in the Intelligence Economy. 
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Why clients choose Optiv and Sumo Logic: 
• 5 Years of dedicated partnership  
• Optiv named Sumo Logic’s Partner of the Year 2020 
• Co-managed SIEM offering and services delivered   

Symantec 

Symantec by Broadcom Software offers a broad and deep set of threat intelligence tools, 
applying artificial intelligence to analyze over 3.7 billion lines of telemetry. This level of 
visibility across endpoint, email and web traffic allows us to discover and block advanced 
targeted attacks that would otherwise go undetected. 
The Symantec integrated cyber defense (ICD) platform delivers endpoint, web, email, 
information and identity security across on-premises and cloud infrastructures to provide 
the most complete and effective asset protection in the industry. 
Specializations: 

• Endpoint security 
• Identity security 
• Information security 
• Network security 
• Web security 

Symantec Data Loss Prevention 
Symantec DLP Cloud combines industry leading enterprise data loss prevention (DLP) and 
Symantec CloudSOC cloud access security broker (CASB). With it, you can extend current 
policies and robust detection to cloud applications and use rich contextual data to manage 
all incidents directly from the DLP console. 
It delivers deep visibility into user activity and tracks and governs activity for both 
sanctioned and unsanctioned apps, including Box, Google Workspace (G Suite) and 
Office365. 
CloudSOC Security for SaaS 
Security for SaaS monitors data and activity in the cloud to secure data, protect against 
threats and provide intelligence for incident response. CloudSOC monitors activity in the 
cloud via API-based Securlets and a CASB gateway to deliver highly accurate monitoring 
and policy control built on machine learning through intuitive, easy-to-use dashboards. 

Tanium 

Tanium, who provides converged endpoint management (XEM), leads the paradigm shift 
in legacy approaches to managing complex security and technology environments. 
Tanium protects your team, endpoint and workflow from cyber threats by integrating IT, 
operations, security and risk into a single platform. This platform delivers comprehensive 
visibility across devices, a unified set of controls and a common taxonomy. 
It is trusted by demanding and complex organizations to gain visibility and control across 
all endpoints in on-premises, cloud and hybrid environments. 
Tanium is committed to a single purpose: to protect critical information and infrastructure 
at scale. Tanium’s approach addresses today’s increasing IT challenges and delivers 
accurate, complete and up-to-date endpoint data — giving IT operations, security and risk 
teams a shared system of record to quickly manage, secure and protect their networks at 
scale. 
Specializations: 

• Endpoint management 
• Endpoint security 
• Patch management and software provisioning 
• Ransomware prevention 
• Threat hunting and remediation 
• IT asset inventorying and management 
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• Software licensing visibility and management 
Tanium Risk Assessment 
Tanium’s five day, no-cost risk assessment offers CIOs and security leaders a 
comprehensive view of risk posture across their enterprise and proactive ways to protect 
their organizations from growing cyber threats like ransomware, insider threats and 
vulnerabilities like Log4j. 
Taming Supply Chain Risks in the Wake of the Log4j Vulnerability 
Log4j is a logging utility. It is used by nearly every cloud service and enterprise network in 
the world to gain access to servers. It is just the latest software supply chain vulnerability 
(like the one that turned up in the massive SolarWinds attack) now plaguing our digital 
lives. 
The truth about these supply chain vulnerabilities is this: They can—and should—be 
regulated before they can cause damage. 
Introducing Tanium’s IT Service Center 
Tanium’s category-defining endpoint management and security platform, in concert with 
the power of the Salesforce Platform, is revolutionizing how IT teams can secure their 
organizations and boost employee productivity. 

Thales 

Thales helps the most respected brands and largest organizations protect and secure 
access to their most sensitive information and software wherever it is created, shared or 
stored – from the cloud and data centers to devices and across your network. 
We are a worldwide leader in data protection, providing everything an organization needs 
to protect and manage its data, identities and intellectual property – through encryption, 
advanced key management, tokenization and authentication and access management. 
Whether it’s securing the cloud, digital payments, blockchain or the internet of things, 
security professionals around the globe rely on Thales to confidently accelerate their 
organization’s digital transformation. 
Specializations: 

• Data discovery & classification 
• Encryption – data at rest, data in motion 
• Key management 
• HSMs (hardware security modules) – general purpose, payment and cloud HSM 

services 
• SureDrop - store, share and sync all files to the cloud or on premises 
• Access management & authentication – identity as-a-Service, STA, SAML, cloud 

SSO 
• Public key infrastructure, smart card readers, authentication as-a-Service 

SAP-Certified Tokenization 
Thales’ Cipher Trust Tokenization is the first SAP-certified tokenization solution available 
to SAP customers that can be used to secure sensitive data. Available via SAP Data 
Custodian. Thales’s tokenization solution provides more granular levels of data protection 
and user access controls, dramatically accelerating time to compliance for organizations 
that are moving more applications and workloads to the cloud. 

Trellix 

Trellix is a global company redefining the future of cybersecurity. Their open and native 
extended detection and response (XDR) platform helps organizations confronted by 
today’s most advanced threats gain confidence in the protection and resilience of their 
operations. Trellix’s security experts and extensive partner ecosystem accelerate 
technology innovation through machine learning and automation, empowering over 40,000 
business and government clients. 
Specializations: 
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• Endpoint security 
• cloud security 
• collaboration 
• data and users 
• application security 
• infrastructure security 

Extended Detection and Response (XDR) 
Trellix brings you a living XDR architecture that adapts at the speed of threat and delivers 
advanced cyber threat intelligence. We’re changing what security means and what it can 
do, giving everyone in your organization the confidence that comes with being more 
secure, every day. 
Endpoint Security & Data Protection 
Trellix Endpoint Security learns and adjusts proactively through a continuous cycle of 
prevention, detection and response. 
SecOps and Analytics 
Trellix Network Security detects the undetectable and stops evasive tactics by helping your 
team focus on real attacks. 

Varonis 

Varonis is an all-in-one data security platform designed to help companies automate data 
protection, detect insider threats and cyberattacks, and ensure compliance. Varonis offers 
broad coverage for critical data stored across cloud-based systems and on-premises. 
The Varonis Data Security Platform protects enterprise data by analyzing data activity, 
perimeter telemetry, and user behavior; prevents disaster by locking down sensitive data; 
and efficiently sustains a secure state with automation. 
Specializations: 

• Data protection 
• privacy and compliance 
• threat detection and response 
• cloud security 
• data security posture management 
• saas security posture management 

Ransomware Protection 
Fight ransomware and insider threats by limiting access and detecting threats to your 
cloud-hosted and on-prem data. 
Reduce your blast radius: Don’t let one compromised user or machine infect your entire 
network. Varonis shows you where critical data is vulnerable to an attack and automatically 
right-sizes privilege to implement least privilege. 
Detect early signs of compromise: Varonis’ data-centric technology starts from the inside 
out, building out rings of detective controls from the data to Active Directory and DNS to 
VPNs and proxies. 
Respond and recover quickly: Behavior-based threat models detect any suspicious data 
access patterns — not just encryption. Trigger an automatic response to mitigate damage. 
Varonis’ complete audit trail of file system access helps enterprises perform targeted 
restores. 
Varonis products that help fight ransomware:  

• DatAdvantage 
• DatAlert 
• Data Classification Engine 

Zero Trust 
Achieve Zero Trust maturity with a data-centric security platform and approach. 
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Protect data first, not last: Assume the perimeter will fail and instead focus on securing 
what matters most — your data. Varonis automatically identifies sensitive information in 
the cloud and on-prem, and monitors data activity with a full audit trail of events to uncover 
where the most valuable data is at risk and how to secure it. 
Minimize damage: Architect micro-perimeters around sensitive files to minimize the impact 
of cyber threats. Varonis monitors data activity to identify unneeded access and 
automatically revokes permissions at scale to ensure Zero Trust. 
Find and stop cyber threats early: Varonis monitors data activity and employs behavioral-
based threat detection to proactively alert for cyber threats. Automated responses can help 
stop threats before they take hold. 
Varonis products that help achieve Zero Trust:  

• DatAdvantage 
• DatAlert 
• Data Classification Engine 

Data Security Posture Management 
Improve your data security posture and protect sensitive data in the cloud. 
Continuously assess your data security posture: A customizable DSPM dashboard can 
serve as your organization's real-time view of data risk. Use this dashboard to continuously 
visualize and assess your security posture and track progress over time. See where there 
are unnecessary pathways to sensitive data and monitor changes to risk over time so you 
can reduce threats to your data as your SaaS and IaaS environments evolve. 
Automatically improve your security posture: Surface critical SaaS and IaaS platform 
misconfigurations and sharing exposure that puts your sensitive data at risk. Use Varonis’ 
automated posture management capabilities to automatically improve your data security 
posture by fixing issues with a single click of a button. 
Prove compliance with confidence: Comply with relevant rules and regulations by 
identifying sensitive data exposure, remediating exposure risks, and monitoring activity to 
detect risky or policy-breaking activity. Built-in reports make it simple to provide evidence 
to regulators of process adherence and help satisfy compliance requirements. 
Varonis products that help with cloud data protection:  

• Varonis for Microsoft 365 
• DatAdvantage Cloud 
• DatAlert 

Why Clients Choose Optiv for Varonis Implementation: 
• Trained delivery consultants, including a dedicated Varonis partner architect 
• Fully dedicated Optiv partner support team 
• Varonis Platinum Partner 
• 2018-2020 Varonis Channel Partner of the Year 
• Varonis Certified Delivery Partner (VCDP) 

o Optiv performs services such as installation, configuration, remediation and 
more 

o Optiv is an expert on building and deploying Varonis solutions, and in 
security technologies that integrate with Varonis 

o Optiv’s data governance, privacy and protection services can help realize 
even greater value from Varonis beyond the initial deployment 

Veracode 

Veracode Solutions: 
• Application Analysis- 

o Veracode simplifies AppSec programs by combining five application 
security analysis types in one solution, all integrated into the development 
pipeline. 
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• Developer Enablement – 
o With automated, peer, and expert guidance, developers can fix – not just 

find – issues and reduce remediation time from 2.5 hours to 15 minutes. 
• AppSec Governance – 

o AppSec programs can only be successful if all stakeholders value and 
support them. That’s why Veracode enables security teams to demonstrate 
the value of AppSec using proven methods. 

VMWare 

Carbon Black represents the evolution of VMware’s intrinsic security strategy, where 
security features are built into the infrastructure and across workloads, clients and 
applications. VMware Carbon Black provides customers advanced threat detection and in-
depth application behavior insights to stop sophisticated attacks and accelerate responses. 
Together with Optiv, VMware Carbon Black is committed to supporting customers to build 
their practice in the security space. As we grow our existing security business, we are  now 
offering the VMware Carbon Black solution through Optiv. 
With their cloud-native endpoint protection platform (EPP), VMware Carbon Black is 
combining unprecedented volumes of relevant endpoint data, adaptive analytics, machine 
learning, and security community insights to offer unmatched threat protection on a simple, 
unified platform. 
VMware Carbon Black Solutions 
Next-Gen Antivirus – Consolidate your endpoint security stack and get better protection 
and visibility with VMware Carbon Black Cloud Endpoint Standard, our next-generation 
antivirus (NGAV) and behavioral EDR solution. Try it in your environment and see how it 
makes your life easier. 
Enterprise AV Replacement – To stop attacks in progress, enterprises need to invest in 
emerging endpoint security platforms like next-generation antivirus (NGAV) that 
incorporate endpoint detection and response (EDR). However, they must ensure the 
platform is enterprise-ready, able to withstand the scalability demands and administrative 
requirements. 
Get More from Less – IT and security professionals want to do more, but they are limited 
by personnel, resources and the impact that adding more tools and agents will have on 
their endpoints. Get more for less with VMware Carbon Black Cloud. 
Threat Hunting – The people defending your organization are your best chance at staying 
a step ahead of your adversaries. While it may seem aggressive to work on the 
“assumption of breach,” the reality is that attackers may be inside a network for days, 
weeks and even months on end, preparing and executing attacks, without any automated 
defense detecting their presence. 

• Threat Hunting and Incident Response 
• Real-Time Device Assessment & Remediation 
• Threat Hunting & IR for Hybrid Deployments 

Risk and Compliance – New regulations have forced organizations around the globe to 
rethink data privacy and protection. To meet the new standards, visibility into all endpoint 
activity is essential to get critical information that will reduce risk, lower liability and prove 
security control assurance across the cybersecurity kill chain. 
VMware Carbon Black App Control – VMware Carbon Black App Control is an industry-
leading application control product, used to lock down servers and critical systems, prevent 
unwanted changes and ensure continuous compliance with regulatory mandates. 
Achieve Compliance with VMware Carbon Black Cloud – The Carbon Black Cloud helps 
you meet your compliance needs by whitelisting applications, monitoring environmental 
changes and communicating risks. 
Why clients choose Optiv for VMware Carbon Black: 
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• 6 Global Delivery Centers 
• 300 Full-Time Security Practitioners 
• 350+ Industry and Vendor certifications 
• 1,000+ Clients Served 24x7x365 
• 50B Events Managed Annually 
• 250k Cases Managed Annually 
• 20k Security Incidents Managed Annually 
• 30+ Vendors Supported 

Wiz 

Many organizations struggle to detect and respond to threats in real time, causing 
challenges in identifying and prioritizing critical risks. Wiz enables organizations to innovate 
their cloud ecosystem faster, remove silos and transform their processes. Its cloud security 
platform secures your organization with 100% full-stack visibility into every technology in 
your public cloud across virtual machines, containers and serverless functions without 
agents in minutes. 
By building a single prioritized queue of risks and attack paths, your organization can 
proactively reduce its attack surface and enable security, development and operations 
teams to understand and control risks together across the pipeline, effectively scaling cloud 
security from build to runtime. With Wiz, you can reduce the costs of licensing, deployment, 
integration, training and support of point-security tooling while using your existing 
technology stack to build custom remediation workflows. 
Wiz enables security, development and operations teams to understand and control risks 
together across the pipeline, effectively scaling cloud security from build to runtime. 
Specializations: 

• Cloud Security 
Proactive Attack Surface Reduction 
Full-stack visibility into your entire cloud environment in minutes with agentless scanning 
for vulnerabilities, secrets, malware and misconfigurations across virtual machines, 
containers and serverless functions so you can minimize workload risk. 
Real-Time Last Line of Defense 
Complete monitoring from inside the workload using the Wiz Runtime Sensor for threats 
and malicious behavior so your teams can respond quickly and with context to any potential 
unfolding threat. 
One Policy Across Cloud and Code 
Ensure workload issues are caught and remediated before they hit production by shifting 
security left during the software development cycle. 
Why Clients Choose Optiv for Wiz: 

• Optiv listed as #2 in revenue as a Wiz partner 
• Trusted partners since 2021 
• Thought leadership across national events, tier-one media and industry analyst 

recognition 

ZScaler 

In today's cloud-first world, fast and secure access to cloud resources is a key driver of 
business agility and innovation. Using the Zero Trust approach, Optiv and Zscaler partner 
to help organizations achieve modern workplace enablement, operational efficiency and 
secure digital transformation. 
The Zscaler Zero Trust Exchange platform delivers unparalleled security at scale by 
securely connecting users, devices and applications over any network, in any location — 
protecting customers from cyberattacks and data loss worldwide. Distributed across more 
than 150 data centers globally, the SSE-based Zero Trust Exchange™ is the world’s 
largest in-line cloud security platform. 
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Specializations: 
• Secure Access Service Edge (SASE) 
• Zero Trust 

Modern workplace enablement 
Provide employees, partners, customers and suppliers secure access to applications from 
anywhere, on any device. 
Infrastructure modernization 
Protect cloud workloads and cloud/SaaS data with Zero Trust connectivity, segmentation 
and posture control. 
Security transformation 
Provide Zero Trust internet access for IoT and OT devices and privileged remote access 
for OT devices. 
Business Analytics 
The only SSE platform to deliver AI-powered business analytics across cyber risk, digital 
experience and SaaS. 
Why Clients Choose Optiv for Zscaler: 

• Trusted partners since 2016 
• Optiv is Zscaler’s 3rd largest partner 
• Optiv is Service Delivery and Managed Services authorized 
• Dedicated Zscaler Partner Architect   
• 190+ Zscaler certifications 
• 215+ joint clients 
• Thought leadership across national events, tier one media and industry analyst 

recognition 
• Awards 

o 2024 Services Partner of the Year 
o 2022 and 2021 Americas Partner of the Year 
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Optiv Professional Services 

The Optiv Market System (OMS) is our reference architecture for cybersecurity. The only taxonomy of its 
kind, OMS is how our ~6,000 clients experience cybersecurity. 

Aligned with industry standards like Secure Controls Framework, NIST Cybersecurity Framework, MITRE 
and CIS, plus our own services and partner technology products, OMS is our approach to solving complex 
problems and managing cyber risk. The OMS architecture dynamically adapts to the ever-changing 
security and threat landscape. From new compliance regulations to your own program changes, OMS can 
support – and anticipate – your needs. 

 

 

Security Risk Assessments 

A security team’s goal of defending data and state resources starts with understanding what your attack 
surface is. Delivered through a documented, repeatable methodology, Optiv risk assessments analyze 
threats, vulnerabilities, control implementations, procedural and personnel risks to provide qualitative and 
quantitative results. A risk assessment from Optiv’s Threat Team will define where attackers can gain 
access, Optiv also quantifies the amount of risk of each vulnerability. The Threat Team will provide 
guidance and a road map to help prioritize those vulnerabilities discovered. With this approach, senior 
leadership can identify the most effective places to institute meaningful change to help protect the 
organization’s reputation and reduce impact to clients/business partners, while providing the necessary 
evidence to meet ever-increasing regulatory demands. 

A risk assessment can be tailored to your needs. Optiv can perform internal/external/web/API Risk 
Assessments or any combination of testing to meet your requirements. 
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Breach Notification Assistance 

Breach notifications are a rapidly growing area of concern for government clients. HIPAA, GDPR and 
California’s CCPA were the beginning, but many states have enacted similar laws with varying 
requirements on when and who to notify to be compliant. Many legal teams struggle to keep current in this 
ever-changing environment. Optiv’s global team of Incidence Responders are well versed in breach 
notification requirements and stay current on the ever-changing breach requirements landscape. Optiv 
resources can assist with the details prior to and during an incident by adding details and requirements 
into Incidence Response plans and assisting during an actual event. 

 

Incident Response Planning and Execution 

The approach developed by Optiv is extremely effective at identifying and eliminating security threats from 
enterprise networks and their associated assets. Optiv’s Incident Response service may include leveraging 
multiple hardware and software solutions to identify threats present on your assessed networks and 
associated assets to determine the impact the threats pose to your enterprise infrastructure. Optiv will use 
the most suitable tools in combination with the highly developed skills Optiv consultants possess to provide 
value not only at a tactical level but also strategic direction in future incident response planning. 
 
Optiv has assisted hundreds of clients with incidents, from hostile code outbreaks causing loss of services 
and integrity of data to insider misconduct to Advanced Persistent Threats utilizing 0-day vulnerabilities 
with focus on loss of PII and intellectual property. Optiv tailors toolsets and methodologies for each Incident 
Response; therefore, it is imperative that Optiv consultants gather as much information as possible prior 
to the start of the engagement. 
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Technology Design and Implementation 

Technology Design and Implementation services provide managed projects that guide clients though 
implementation of new technologies, ensuring industry best practices are achieved while seamlessly 
melding into either new or established processes. Projects are scoped in depth by Optiv consultants. 
Goals, Deliverables, and project cadence are developed and maintained by individually assigned Project 
Managers, and dedicated Optiv personnel are selected per technology to ensure the best possible 
outcomes and project efficiency.  

 

Identity Access Management 

Identity and access management (IAM) refers to the people, processes and technology used to create, 
manage, authenticate, control and remove the permissions a user (internal, external or customer) has 
when working with an organization’s technology resources. IAM helps manage user interactions and 
decrease the chances of a cyber incident launched through abused credentials. Common components of 
an IAM program include single sign on (SSO), access management and user authentication.  

As digital transformation, compliance and work-from-home requirements grow, your security perimeter 
becomes more fluid and dynamic. That makes identity and access management (IAM) more crucial than 
ever. Our identity services can help you reach maturity – no matter where your program stands today.  
 

Managed Detection and Response (MDR) 

Optiv MDR is an integrative detection and response platform backed by Optiv’s proprietary data and 
detection engineering, SOAR (security automation, orchestration and response) and lightning-fast log 
analysis designed around your unique security stack to achieve your specific business outcomes. 

Optiv provides both the MDR technology and service — from data ingestion, processing, storage and 
detection and response actions to expert consulting and recommendations. Optiv’s security researchers 
and former CISOs perform a detailed assessment before providing customized recommendations. 

 

Vulnerability Assessment and Penetration Testing  

Optiv’s threat experts can perform both comprehensive and targeted penetration testing through 
adversarial simulations against your environment. From straightforward vulnerability assessments to 
product penetration tests, we can help you design and implement a proactive and comprehensive threat 
management program to meet your adversaries head on and ensure your staff is confidently prepared in 
the event of an attack.  

We offer a range of Penetration Testing services that test your attack surface inside and out, with flexible 
delivery choices for any size environment. Going beyond traditional automated scanning, we report 
findings, recommend remediations and offer add-on retesting options. 

This range includes: 

• External/Internal Penetration Testing. Our manual, dynamic, tool-assisted testing delivers better 
results than automated scanning alone. 
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• Comprehensive Penetration Testing - Perimeter/ External Testing. Optiv experts identify and 
guide you to address gaps in your perimeter network defenses through our rigorous, manual tool-
based testing process. 

• Vulnerability Assessment - Perimeter/External Testing. Optiv experts find critical vulnerabilities 
in your network and advise on how to address them quickly. 

• Comprehensive Penetration Testing – Internal Testing. Optiv consultants attempt to access 
your critical systems and data to discover if you could be compromised by insider threats. 

• Targeted Internal Penetration Testing. We focus on the insider compromise goals you establish 
using attack chains that emulate real-world attacks to test your internal systems. 

• Wireless Security Assessment. Optiv experts test the configuration and security of your Wi-Fi 
networks, targeting your specific SSIDs and identifying potentially rogue access points. 

• Social Engineering Assessment. Optiv experts evaluate the effectiveness of your security 
awareness programs when implementing spear phishing, enterprise phishing and/or phone 
pretexting exercises. 

• Physical Security Assessment. Optiv personnel conducts an appraisal of your physical security 
controls and looks for potential opportunities to compromise your physical space. 

• Open-Source Intelligence (OSINT) Review. Optiv consultants search though publicly available 
information sources to develop a threat profile for your organization or a potential executive target. 

• Enterprise Password Audit. We conduct a password database review to evaluate potential 
account compromises from password weaknesses. 

Optiv is focused on finding vulnerabilities in your environment and helping you close those gaps to improve 
your security posture through our comprehensive catalog of Penetration Testing services. Our offensive 
security experts will test your defenses to determine if your people, processes and technologies have gaps 
that leave your organization exposed to attackers. 

 

Security Awareness Training 

Optiv can provide a suite of Cybersecurity Education services, including simulated phishing attacks and 
education with your Purchasing Entities. Security Awareness Training can be deployed through your 
training platform or Optiv’s. With a course catalogue that includes over 150 eLearning courses, Optiv’s 
engaging programs are designed to help organizations meet compliance requirements, minimize risks and 
maximize data security. 

The eLearning and phishing simulation offerings are designed to accomplish the following: 

• Educate employees about how to safeguard data and protect company resources. 

• Reduce training and awareness costs. 

• Communicate consistent information to geographically diverse users on how to identify and avoid risks. 

• Support compliance and regulatory requirements. 

• Determine a user’s ability to recognize and appropriately handle suspicious emails. 
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• Increase awareness of common phishing attack techniques. 

• Provide just-in-time training and/or post-campaign training to those end users who fail to identify the 
cyberattack and fall victim to the simulation. 

Make available insights and metrics for measuring the effectiveness and maturity of a security program. 

 

eLearning Catalog 

Optiv’s Cybersecurity Education eLearning catalog offers learning content targeted at the human behavior 
aspect of risk that could damage or disrupt your core business and that aligns with your organization’s 
culture and unique business objectives. 

Just-In-Time Microlearning (40+ Courses) - Optiv’s SecurityBytes microlearning courses are designed 
to provide just-in-time training when an end user fails a simulated phishing campaign, or anytime brief 
bursts of training are appropriate. These courses, only available with Optiv-hosted engagements, are 
comprised of 1-3 minutes of content followed by a three-question quiz. 

General End-User Education (100+ Courses) - Optiv’s general end-user awareness training courses 
arm employees with the knowledge and skills needed to protect your organization and themselves. This 
collection offers a variety of course styles that explain common threats, encourage secure behaviors and 
resonate across diverse organizational cultures.  

Styles: Topics Include:  
Real-world scenarios Social engineering Malware 

Microlearning Phishing and email security Digital hygiene 

Learning games Data security and privacy AI usage 

 Account security Shadow IT 
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Role-Based and Compliance Education (50+ Courses) - Optiv’s role-based awareness training aligns 
with common compliance-related training obligations and security concerns associated with specific 
responsibilities or positions within organizations.  

Business Stakeholders IT and Security Regulatory 

Board of directors and executives Users with privileged access Data privacy 

Process improvement teams Threat and vulnerability management Information protection 

Marketing, human resources, finance  Payment Card Industry 
 

Developer Education (45+ Courses) - Optiv’s developer courses provide advanced, focused training on 
specific security concerns related to the development of applications, websites and APIs. This course 
library offers training specific to commonly used programming languages as well as language-agnostic 
topics.  

OWASP Application Security Vulnerability Prevention 

Web, API and Mobile Top 10 Common threats and attacks Secure Coding 

Proactive controls  .NET/Java/Python best 
practices 

  Web 3.0 
 

Educated Simulated Phishing 

Real-World Simulating Phishing Tactics - Improve retention rates and allow your employees to practice 
what they have learned in a controlled environment with this service. Simulate threats and reinforce proper 
security-aware behaviors throughout your organization.  

• Create and deploy real-world simulations  
• Evaluate end-user behavior  
• Address risky behaviors with just-in-time training courses  
• Train correct behavior with Report Phishing button  
• Identify user vulnerabilities to particular tactics and topics  
• Discover individual and group trends in user behavior 
•  

Extensive Platform for Training and Reporting - Optiv’s simulated phishing platform puts you in control of 
your security program capabilities, allowing for a scalable and repeatable method of assessing and 
minimizing the human risk to your business.  

• More than 475 pre-built phishing emails, landing pages, training pages and training emails.  
• Fully customizable templates  
• Report button for Outlook/O365/Google  
• Advanced human detection  
• Course auto-enrollment upon simulation fail or group onboarding  
• Administrative dashboard with near real-time action monitoring  
• PDF report and CSV generator, including executive reporting 
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Managed Service 

Managed Services are available for configuration and deployment of simulated phishing campaigns. 
Optiv’s Managed Service for Cybersecurity Education is based on the quantity of simulated phishing 
campaigns, training content deployments, or a combination of the two. 

A quantity of one (1) simulated phishing campaign may include the following: 
• Identification of potential phishing simulations and training pages to present to Client. 
• Gathering feedback from the Client on selection of four (4) phishing email templates and training pages. 
• Customization of four (4) phishing email templates and training pages. 
• Configuration and deployment of one (1) of phishing campaign with the four (4) template sets. 
 

A quantity of one (1) training content deployment may include the following: 
• Gathering feedback from the Client on the email notifications that will go to end users. 
• Customization of email notifications for end users. 
• Enrollment/Assignment of training to end users that happens on one (1) day. 
• Enrollment/Assignment is not limited to one (1) course. Multiple different enrollments to various. 
Groups can be scheduled for the one (1) deployment day. 

 

Security Monitoring and Threat Protection 

Optiv’s Managed Services and security practice teams can provide all levels of threat monitoring and threat 
detection as well as threat hunting. Services provided can be custom tailored from notification of potential 
events to notification with supporting documentation and ultimately remediation services to mitigate the 
risks. 

Managed Vulnerability Services are delivered 24x7x365 by the Optiv Security Operations Center (SOC), 
which is comprised of asset management to identify assets; scan management which implements a 
scanning schedule; vulnerability remediation guidance with tailored reporting; change management which 
implements changes to configuration and security policies; and incident management which delivers 
investigation, diagnosis, resolution and closures of incidents related to the security solution. This service 
is available in two delivery models, allowing for client maintenance of technology and licenses, or an as-a-
Service model focused on an outcome-based service without the need to maintain technology, licenses, 
or staff training. 

Each asset identified on the client’s network will be grouped and tagged to create searchable collections 
of assets. Once tagged, criticality rankings are assigned to single or multiple assets. Asset tags are 
updated automatically and dynamically during each vulnerability scan, enabling flexible, scalable, and 
dynamic asset management. Properly assigning criticality to assets allows clients to understand which 
vulnerabilities need to be remediated first, according to the vulnerability’s potential impact on the 
business. Optiv provides tailored vulnerability reporting delivered to the client via the Security Operations 
Portal. Tailored vulnerability reports delivered on a regular basis include: 

• Executive Report: Executive-level report that outlines the client’s overall Vulnerability Exposure 
Rating. The report also tracks the effectiveness of vulnerability patching and prevention over time, 
an executive intelligence summary, key vulnerability trends observed across the Optiv client base, 
and strategic remediation guidelines. Executive Reports are generated and delivered as a PDF 
during each regularly scheduled scan cycle. 
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• Tempered Report: Raw scan results from the scanning solution undergo a proprietary tempering 
process intended to help prioritize vulnerability remediation efforts specific to the individual needs 
of the client. Tempered Reports include detailed host and vulnerability relationships on the network, 
as well as tactical recommendations to remediate identified vulnerabilities. Depending on the 
service subscription, vulnerability data is correlated with threat intelligence, including vulnerabilities 
being actively exploited in the wild, from proprietary and open-source security intelligence 
databases. Tempered Reports are generated and delivered as an Excel workbook during each 
regularly scheduled scan cycle. 

Optiv's Global Threat Intelligence Center (gTIC) produces finished intelligence concerning threat actors, 
tactics, techniques, and procedures (TTPs), emerging vulnerabilities and malware analysis that is used by 
our analysts and can be used to enact controls and countermeasures. 

Optiv’s team will work in a collaborative manner with you to provide a seamless security experience. Optiv 
gTIC focuses solely on threat intelligence and vulnerability research in addition to collaborating across all 
Optiv’s teams to collect and operationalize research across all pillars. 

Security Policy and Procedure Development 
Security policies and procedures are the backbone of compliance and must be explicit and still cover all 
requirements. Optiv’s methodology of Advise-Execute-Run allows us to help in all stages of Policy and 
Procedure development. Whether you need assistance in defining policies and procedures, writing policies 
and procedures, or enforcing your policies and procedures, Optiv is there to help you succeed in your 
security journey. 

Compliance and Regulatory Support 

Optiv’s Governance, Regulations and Compliance, or GRC Practice, supports our clients across all 
frameworks. It doesn’t matter if you are just starting out and looking for a framework and tooling to grow 
into or if you are well versed in GRC and are looking to continue maturing your GRC practice, Optiv will 
meet you where you are in your security journey and can partner to keep you compliant. 

Optiv supports all mainstream frameworks for compliance and regulations including NIST, HIPAA, PCI-
DSS, Sarbanes-Oxley, FISMA, FEDRAMP, CMMC, GDPR as well as state and federal privacy regulations. 

Security Architecture Design and Review 

One size security does not fit all and Optiv’s professional services meets our clients where they are in their 
security journey. They can provide security architecture design and review. The design and review staff 
have deep industry experience in security architecture with years of experience directly working with 
clients. 

Forensic Analysis, Investigation, and Litigation Support 

The exact approach Optiv uses for forensic inspections depends upon the capabilities of the Purchasing 
Entity’s existing technology stack. Subject to the limitations of those technologies, Optiv will undertake 
activities to identify and evaluate compromises.  

Representative techniques that our analysts commonly take include: 



 

Optiv Security Inc. Page 37 

 

• Query the analytics solution for all logs related to the hosts in question beginning with the point of 
origin to look for suspicious execution. 

• Leverage endpoint detection and response (EDR) to analyze the activity on the host in real-time 
including network connections and running applications. 

• Review all alerts from endpoint solutions related to the hosts in question. 

• Review any indicators of compromise (IOC) derived from the alert by querying Optiv’s gTIC and other 
intelligence platforms. 

• Identify if an account has been compromised in-memory exploitation or through other means. 

• Identify any suspicious activity associated with the endpoints and user accounts related to recent logins 
on all of the hosts (i.e., users who previously logged into these hosts). 

• Collect artifacts from the hosts as identified and detonate to extract IOCs and points of interest such 
as URLs. 

• Hunt across the environment for presence of the IOCs. 

• Identify any additional credentials such as system logins that may have been compromised by 
reviewing URL access. 

• Execute containment playbooks - depending on the system type issue containment for systems, user 
accounts and application accounts. 

Optiv's Forensic Analysts possess advanced information security knowledge in one or more of the following 
areas: Enterprise end-point security products (i.e. McAfee e-Policy Orchestrator, Virus Scan, Anti-
Spyware, Host Data Loss Protection, Endpoint Encryption, etc.) Security Information and Event Manager 
(SIEM), to include: NitroSecurity ArcSight Q1 Labs RSA Envision Network Firewall, Web Proxy, E-Mail 
and Web Gateway etc. to include: Palo Alto / Checkpoint / Juniper / McAfee / Cisco / Blue Coat / Imperva.  

Should expert witness testimony be required, Optiv’s EIM consultants are able to assist with testimony 
around the process of investigation and steps taken as part of the incident response and recovery. 

 

 
2) Does the Offeror provide a percentage discount for different categories of products/services? 
• If yes, please describe the discounts for each category. 
• The discount proposed shall remain the same throughout the term of the contract and at all renewal options 
 
Optiv Response:  

Yes, Optiv’s price structure is based on a discount off-list model. These discounts shall remain the same 
throughout the term of the contract and at all renewal options. Our pricing has been uploaded to the 
“Products and Pricing” Section of the Response Attachments tab in Ionwave. 
 
3) Are shipping charges, freight charges, return fees, or restocking fees applicable? 
• Please describe any shipping costs or fees related to returns and restocking. 
 
Optiv Response: All deliveries shall be freight prepaid F.O.B. destination and shall be included in all pricing 
unless otherwise clearly stated in writing at the time of quoting. Third-Party Product returns may be 
permitted in limited circumstances where allowed by the OEM/distributor’s returns and refunds policy and 
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such return must be approved in writing by the OEM/distributor. Optiv does not impose a return or 
restocking fee on returned product but will pass through any fee mandated by an OEM/distributor. 
 
 
4) How does the Offeror ensure contract pricing? 
• How can customers verify that they are getting the agreed-upon contract prices? 
 
Optiv Response:  
 
Customers can be rest assured they are receiving contract pricing when working with Optiv. When quoting 
under a contract, Optiv includes the contract number directly on the quote. This contract number also gets 
tagged to the subsequent order. This process is handled in Salesforce, where all contract and customer 
information is stored and kept up to date. Optiv’s OMNIA Contract Manager is responsible for reporting 
your contract sales, as another method of verification for accuracy. As Participating Agencies work with 
Optiv to transition over to use OMNIA as their primary contract vehicle, we can offer reporting specific to 
their spend to verify amount of contract sales and pricing. Additional reports may be requested by a 
customer provided the scope of the information provided is mutually agreed upon.  
 
 
5) Are there additional discounts or rebates for larger orders or other factors? 
• Please describe any potential savings based on volume, annual spending, or other incentives. 
 
Optiv Response:  
 
Yes, Optiv offers additional potential savings to our clients. Over our 25+ years in business, Optiv has 
conducted hundreds of thousands of transactions spanning millions of line items and SKUs. This gives us 
a wealth of information on contractual and pricing analysis. Using this wealth of pricing data, Optiv has 
created our Discount Optimization Program where we are able to analyze provided discounting based on 
the historical record of similar transactions across a number of data points (deal size, term, industry vertical, 
region, etc.). This granular analysis can look at individual SKUs and can determine line-by-line where the 
discounts and contractual requirements compare to what we have achieved in the past on behalf of our 
clients.   
 
Optiv's teams have significant experience managing the total security spend for our clients.   Our 
experienced team can offer significant time and cost savings related to tail spend to Region 4 and 
Participating Agencies through a variety of options, including contract consolidation, co-terminating 
renewal dates, and bundling with individual partners or even among multiple partners to provide a Master 
Renewal, driving efficiency of procurement and cost savings through higher volumes. 
 
We’ve included a case study below illustrating our successes in a similar engagement. 
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6) What is the invoicing process? 
• Include payment terms, acceptable payment methods, and any fees associated with credit card or procurement 
card (P-card) payments. 
 
Optiv Response:  
 
Optiv’s standard payment terms are Net30. In most cases, Optiv invoices the customer once the OEM 
provides proof of fulfillment to Optiv and invoices Optiv. Optiv also offers flexible invoice and payment 
options such as credit cards up to 25K, financing, special terms, and we can support purchases through 
several cloud marketplace partners. Orders can also be pre-billed (invoiced prior to fulfillment) at the 
customer’s request. Acceptable methods of payment include electronic payment, ACH, wire, or SWIFT 
payments, or payments by check.  
  
 
7) How will price updates be handled? 
• Describe the frequency and method for price adjustments during the contract term. 
i. Offerors shall provide pricing based on a discount from a manufacturer’s price list or catalog, or fixed price, or a 
combination of both with indefinite quantities. Prices listed will be used to establish the extent of a manufacturer’s 
product lines, services, warranties, etc. that are available from Offeror and the pricing per item. 
Multiple percentage discounts are acceptable if, where different percentage discounts apply, the different 
percentages are specified. Additional pricing and/or discounts may be included. Products and services proposed 
are to be priced separately with all ineligible items identified. Offerors may elect to limit their proposals to any 
category or categories. 
 
Optiv Response: Optiv is offering a catalog contract with discounts categorized by OEM and agrees that 
while changes in individual pricing may change, the category discounts will not change over the term of 
the Contract.  
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Vendor Reputation 
1) What is the Offeror’s reputation in the industry? 
• Provide a brief description of the vendor’s standing and reliability in the market. 

Optiv Response:  

Our leadership team are pioneers with cutting-edge business and cybersecurity experience and the board 
of directors bring decades of combined experience in cybersecurity, global threat intelligence insight and 
building innovative companies and brands. Members include John Park, KKR partner and leader of the 
KKR technology industry team; Dave DeWalt, NightDragon founder and CEO and former McAfee CEO 
and FireEye founder; retired U.S. Army General David Petraeus, KKR partner and chairman of the KKR 
Global Institute; and Blair Christie, former CISCO chief marketing officer.  

Optiv is proud of our reputation in the marketplace and has received numerous prestigious awards from 
industry leaders as highlighted below. 

 
Optiv is a trusted brand in the industry. In addition to our already listed Awards and Accolades, we were 
the only company to score 100% trust in a recent survey of CISOs and cyber decision makers. Our Subject 
Matter Experts frequently author, or are cited in news articles, and often make appearances on news 
networks to discuss the challenges in today’s cybersecurity landscape. Some of the articles and media 
appearances are noted below - 

 
 

Optiv maintains the highest level of partnership with nearly all our vendor partners, totaling more than 450. 
Vendors typically create stringent requirements for resellers who strive to achieve top tier status. These 
requirements vary, but typically include the following attributes:  maintaining a minimum number of 
technical certifications annually, maintaining minimum annual sales revenue, delivering a certain number 
of deployment engagements/hours annually, requiring collaboration between SOCs, etc.  



 

Optiv Security Inc. Page 41 

 

In many cases, we have Senior Subject Matter Experts employed by Optiv funded by our most strategic 
partners. These experts comprehensively master every aspect of the vendor they support, apply that 
knowledge and leverage their expertise to advise clients on how best to architect additional or expanded 
usage on large platform vendors.  

Optiv values the relationships we have forged with our vendor partners, and we have been honored in the 
vendor community with the various awards and recognition shown below. 

People  Programs Partners 

Amber Peacher – SIA's 2025 
Women in Security Forum 
Power 100 

Kevin Lynch – CEO of the Year 
2025 by Cybersecurity 
Excellence Awards 

Max Shier – CISO of the Year 
2025 by Cybersecurity 
Excellence Awards 

Kevin Lynch – The Consulting 
Report's Top 25 Consulting Firm 
CEOs of 2024 

Tiffany Shogren – ALM's 2024 
Women Leaders in Technology 
Consulting 

Scott Goree – Channel Futures' 
Top Cybersecurity Leaders for 
2024 

Kevin Lynch – Wall Street 
Journal's World’s Most 
Influential Decision Makers 

Kevin Lynch – Top CEO in Cyber 
Defense Magazine’s 2023 
Global InfoSec Awards 

Jessica Hetrick – SIA’s 2023 
Women in Security Forum 
Power 100 

Best Overall IR Solution in 2022 
Cybersecurity Breakthrough 
Awards 

Best Overall Healthcare 
Cybersecurity Solution in 2023 
MedTech Breakthrough 
Awards 

Optiv Recognized as Market 
Leader for Cyber Recovery 
Solution (CRS) in Cyber 
Defense Magazine’s 2023 
Global InfoSec Awards 

Cyber Recovery Solution (CRS) 
Named Hottest New Product at 
RSA 2022 by CRN 

Google Cloud – 2025 North 
America Partner of the Year 

Zscaler – 2025 New Logo Partner 
of the Year 

SailPoint – 2024 Drive Growth 
Partner of the Year 

CyberArk – 2024 North America 
Partner of the Year 

CrowdStike – 2024 Global 
Technical Champion of the Year 

Ping Identity – 2023 North 
America Partner of the Year 

Palo Alto Networks – 2023 North 
America Prisma Cloud Partner 
of the Year 

SentinelOne – 2023 National 
Partner of the Year 

Splunk – 2023 AMER Partner of 
the Year 

Netskope – 2023 Services Delivery 
Partner of the Year 

 

 

2) Are the Offeror’s products/services well-regarded? 
• Please describe how the Offeror’s products and services are perceived by customers. You are welcome to include 
any customer reviews or feedback to illustrate your response. 
 
Optiv Response:  

Our service offerings evolve on a continuous basis to respond to the needs of our clients and to stay ahead 
of the rapidly evolving cyber threat landscape. Optiv gauges customer satisfaction through two channels. 
After service engagements are completed, our project management team works with our clients to create 
after action reports. These reports are invaluable sources of client feedback that are utilized by our delivery 
teams from both a micro and macro perspective. At a corporate level, Optiv conducts engagement level 
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Customer Satisfaction Surveys that sentiment from our overall client base and focus on overall satisfaction 
with Optiv's relationship and performance with our clients. 

 

Regarded as a trusted brand within the industry, we generate 95% repeat clients, some of whom have said 
the below: 

 

 
Due to the breadth of cybersecurity services clients require, requirements for niche skills for program 
delivery and the need for capacity during high surge demand periods, Optiv regularly works with partners, 
vendors and competitors to deliver successful client outcomes. The following success story demonstrates 
Optiv’s success with clients like Region 4 ESC. 
 
Large U.S. School District Reduces Risk with Optiv’s Managed PAM 
 
Situation: A large school district headquartered in the southeastern U.S. has more than 20,000 employees 
and approximately 185,000 students in 139 schools. The school district faced several challenges and risks 
related to privileged accounts and ongoing privileged account management (PAM). 
The school district engaged with Optiv on two use cases. The first use case was the CyberArk solution 
deployment and continuous management of privileged accounts and credential management for 
approximately 50 thousand administrative accounts across workstations, servers and databases. 
Capabilities for each account included (a) Privileged account check-out and check-in with audit trails and 
approvals, (b) Automated password management, and (c) Configuration of native privileged session 
management for purposes of monitoring and recording administrator activity on high-risk enterprise 
resources. Another aspect of this PAM cybersecurity case study was configuring the application integration 
manager (AIM) for the ServiceNow connector (Snow Software ITSM tool) and Tenable. The Credential 
Provider AIM component removes hard-coded accounts and credentials to reduce risk and 
comply with a password rotation policy. 
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The second use case was endpoint privilege management. It involved configuration and continuous 
management to deny administrative rights to student and staff endpoints. An additional EPM component 
use case included configuring and managing the least-privilege model for staff members, including 
teachers, IT administrators and IT developers. 
 
Solution: Optiv designed the CyberArk PAM product, implemented it on premises and began managing 
it. Our experts also implemented the CyberArk Endpoint Privilege Manager (CyberArk EPM) SaaS to 
enforce least privilege and enable the school district to block and contain attacks on endpoints. CyberArk 
EPM, also managed by Optiv, combines privilege security, application control and credential theft 
prevention – all work together to reduce the risk of malware infection. 
 
The results: 
• Reduced the risk of malicious attacks and accidental misuse of elevated access privilege with 
implementation of least privilege; and 
• Saved the school district approximately 485 support hours with managed services, which resolved 360 
incidents, 123 service requests and five change requests in 10 months. 
 
 
 
3) Has the Offeror had a previous business relationship with Region 4? 
• Briefly describe any past contracts or interactions. 
 
Optiv Response:  

While Optiv has not had any business relationship yet with Region 4, we have relationships with over 100 
K-12 clients throughout the U.S. 

 

4) Does the Offeror have any conflicts of interest with any employees of Region 4 ESC? 
• Please explain any potential conflicts that may exist and submit the proper documentation required under Texas 
law if a conflict does exist. 
 

Optiv Response: Optiv has no conflicts of interest with any employees of Region 4 ESC. 

 

5) What value-added services or unique offerings does the Offeror provide? 

Optiv Response:  

Optiv is offering the following value-added resources at no additional cost to Region 4 ESC and 
Participating Agencies:  

• Dedicated account team 
• Access to the SLED Strategy Team 
• Dedicated email alias 
• Quarterly reporting 
• Dedicated page on Optiv’s website 

 
In addition, Region 4 ESC and Participating Agencies will receive the benefits of the following unique 
offerings, at no additional cost. 
 
Security Advisors 
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Unlike value-added resellers that offer a wide variety of product categories, Optiv’s focus on cybersecurity 
means each client’s account team includes a Security Advisor that works alongside their Client Manager. 
This is a technical role that can advise Participating Agencies on security decisions based on their current 
IT environments and deployed technologies. 

Renewal Management 

Letting a renewal lapse can create gaps in service and an increase in costs. Our renewals team is solely 
focused on managing and consolidating renewals for our clients. Their duties include providing proactive 
renewal quotes 90 to 120 days in advance, managing and validating all renewal data (i.e., term dates, 
serial numbers, RMA discrepancies, End of Life gear, etc.), provide regular reports, monitor renewals 
spend/discounts and consolidating renewals to better align with a client’s spend/budget/fiscal year. Our 
process is outlined below, and as a value add, this team can also assist with budgetary estimates, contract 
details, purchase history reports and quote and invoice historical data. 

 
  

 

6) Provide at least 10 customer references. 
• For each reference, include: 
a. Entity name 
b. Contact name and title 
c. Contact phone number and email 
d. City and state 
e. Years of service provided 
f. Description of services/products provided 
g. Annual volume of business handled for the customer 

Optiv Response: Per the Q&A, Region 4 confirmed they required 3 references, not 10 as written in the 
original prompt. 
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Reference 1  

Entity Name Santee Cooper  

Contact Name Bryan Miles 

Title Cyber Security Operations Manager 

Contact Phone 843-761-8000 

Contact Email Bryan.Miles@santeecooper.com  

City, State Monks Corner, SC 

Years Serviced 5+ 

Description of 
Services 

Technology Resell, Managed Services & 
Consulting Services 

Annual Volume $1,400,000 

 

Reference 2  

Entity Name Oregon Enterprise Information Services  

Contact Name Shawn Wagoner 

Title Director of Cybersecurity Operations 

Contact Phone 503-302-1523 

Contact Email Shawn.wagoner@das.oregon.gov 

City, State Salem, OR 

Years Serviced 5+ 

Description of Services 

Palo Alto services (architecture, integration, 
managed services, authorized support, 
subject matter expert services, product resale, 
etc. 

Annual Volume $1,000,000 + 

 

Reference 3  

Entity Name Penn State University  

Contact Name Ed Wilson 

Title Manager, Firewall and Security 

Contact Phone 814-863-9433 

Contact Email emw10@psu.edu 

City, State College Park, PA 

Years Serviced 2 

Description of Services Palo Alto Networks, ASP 

Annual Volume $3,500,000 

mailto:Bryan.Miles@santeecooper.com
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Quality of Goods and Services 
1) How does the Offeror ensure product/service quality? 
• Describe the quality standards and warranty options for products/services. 
 
Optiv Response:  

Optiv has a culture of delivering high quality services to our clients. Our Quality Control activities include 
testing, inspection and reviews of deliverables at pre-defined stages of each engagement. Optiv follows 
the Project Management Body of Knowledge (PMBOK), International Organization for Standardization 
(ISO), and Capability Maturity Model Integration (CMMI) Quality Standards throughout our organization to 
ensure a consistent delivery of the services we provide. Our quality assurance activities include 
implementing repeatable processes, conducting audits, and providing regular training.  

Another framework that can be used to measure gaps in coverage is the MITRE ATT&CK 
framework.  Optiv has been using the MITRE Adversary Tactics and Techniques and Common Knowledge 
(ATT&CK) framework to help clients strategically manage cybersecurity. This approach enables us to 
tactically and proactively support clients to lower their risk over time. 

Our Quality Control process is integrated into our delivery approaches at a fundamental level. For each 
engagement, these processes are managed by the Technical Managers from each delivery practice and 
dedicated Project Managers from the Project Management Office (PMO).  

The Technical Managers oversee consulting delivery and ensure that all work products achieve the highest 
levels of quality while the PMO acts as the clients’ single point of contact for communications and is 
responsible for the successful execution of scheduled activities, including deliverable review, ensuring 
client satisfaction. 

Optiv achieves operational rigor using time-hardened checklists and runbooks to ensure consistent results. 
The assigned Project Manager is responsible for developing and tracking a customized engagement 
Project Management Plan which includes metrics, checklists and work performance data. The time 
required to conduct these checks and reviews will be included in the Project Schedule. Analysts and 
engineers hold the appropriate certifications to ensure a high-quality service to Optiv’s customers and are 
trained to follow the documented checklists in addition to tracking of each checklist signoff. 

Deliverables are prepared by the Delivery consultants and Technical Managers, including scheduled peer 
review by qualified resources, validated by the client-specific Account Management team and subjected to 
final review by Optiv’s Technical Writers before being presented to the Technical Manager and Project 
Manager for delivery to the client. 

Optiv performs formal QA of cases worked by Optiv analysts and engineers in addition to collaborating 
with our clients on continuous improvement activities. 

 
2) How does the Offeror respond to emergencies? 
• Please outline the emergency response process for urgent orders. 
 
Optiv Response:  

There is already a minimal lead time for standard software purchases. However, if there is an emergency 
order, they are given priority and processed immediately provided all customer-driven purchasing 
requirements are met. The customer should indicate any purchasing requirements, such as whether or not 
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a formal Purchase Order is needed, or signature requirements on orders being placed, during customer 
account set up.  

After hours staffing is provided ad hoc when necessary.  Optiv will coordinate with OEM to facilitate after-
hours staffing for ad hoc order requests. 

 

3) What is the Offeror’s history of meeting delivery timelines? 
• Provide the Offeror’s average on-time delivery and fill rates. 
 
Optiv Response:  

Optiv offers world-class support, striving to deliver timely, accurate, and easy-to-understand information 
that enables our clients to have the utmost confidence in their buying decisions. Our Client Relationship 
Teams that serve our customers are committed to providing the following SLA’s: 

Performance Metric % Level 

Order Processing Same day if received before 12:00 PM CST 100% 

Quote Requests – Standard/Tiered 
Partner  Returned within 24 business hours 100% 

Quote Requests – Custom/Non-Tiered 
Partner Returned within 48 business hours 90% 

Call Returns Within 4 business hours 90% 

Email Responses Within 4 business hours 90% 

 

As a reseller, and not a distributor, Optiv doesn't have a "fill rate" metric to track. The distributors we use 
do not typically track this metric either but usually strive for a rate of 97-99%. 

 

4) How does the Offeror handle returns and restocking? 
• Describe the return policy, restocking fees, and how these processes are managed. 
 
Optiv Response:  

At the core of Optiv’s return policy is customer satisfaction. While limited by the returns policies of our 
vendors and distributors, we will advocate for you to ensure you are receiving the benefits offered by them 
and our OEMs. Third-Party Product returns may be permitted in limited circumstances where allowed by 
the vendor’s returns and refunds policy and such returns must be approved in writing by the vendor.  
 

 
5) Describe the customer service and problem resolution process. 
• Include hours of operation and contact methods for support. 
 
Optiv Response: 

Optiv’s relationship approach with our clients begins with your relationship team, consisting of your Client 
Manager and Security Advisor. They are your primary points of contact within Optiv who are tasked with 
understanding your organization, security posture, goals, and needs. Both your Client Manager and 
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Security Advisor have direct access to all resources offered by Optiv and will coordinate with you to ensure 
the right practitioner is used for any situation.  

Backing your Client Relationship Team are our Client Operations Specialists (COS). Our COS model 
provides dedicated inside sales associates who work directly with our client-facing sales force. COS 
associates manage all back-office activities including quoting, order processing, invoicing, tracking, RMAs, 
reporting and all other administrative duties. They have visibility into all pricing, benchmarking, promotions 
and other activities that help achieve a lower overall price. Additionally, they interact directly with clients 
and are available as a secondary escalation path. 

The SLED Strategy Team is a sales overlay supporting all public sector sellers across the country. They 
will be supporting your Client Relationship Team on contract compliance, pricing verification, administrative 
fee reporting and assisting with the intricacies of working with the public sector client. Additionally, they will 
be diligently working with OMNIA Partners on all aspects of contract promotion and growth. 

At the onset of our relationship, Optiv will create a clear communication path in the event there is an issue 
with the service we provide. This ensures we have a clear path for escalation to ensure minimal interruption 
to the services delivered. The request process begins with your Client Relationship Team and any member 
of your organization can notify our Team or Executive Leadership of an existing issue. This can be 
addressed in our regular relationship cadence or through an ad hoc request. Once this request has been 
received, your Client Relationship Team will gather all information from the required teams and provide a 
summary to you, that will include any course corrections where needed. We create short term plans to 
remediate immediate issues, then coupled with a detailed root cause analysis, create long term solutions 
designed to prevent similar future challenges. An example of the roles included in an Escalation Path is 
outlined below. 

 

The Client Relationship Team is available during standard operating business hours 8:00AM – 5:00PM 
local time, Monday – Friday.  

 

6) Provide ordering methods; online ordering, order tracking, search options, order history 

Optiv Response:  

An official purchase order from a Participating Agency is required to place an order. While we do not 
offer automated online ordering at this time, Participating Agencies will work directly with their COS team 
on fulfillment of orders. During regular business hours (8am - 8pm ET, M-F) most orders are processed 
within 2 hours of receipt. Optiv processes the customer order in our system and issues a subsequent 
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order to the OEM.  Tracking information is provided automatically with each order placed. Your COS 
team also has access to order tracking and order history and can provide reporting and order details on 
request. 
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Ability to Meet Region 4 Needs 
1) Can the Offeror provide all requested goods and services? 
• Explain how the Offeror’s products/services fulfill Region 4’s needs. Include whether specific categories or items 
are excluded. 
 
Optiv Response: 

Region 4 has stated its need of premier manufacturers, distributors and resellers with depth, breadth and 
quality of resources to provide cyber security to Participating Public Agencies to assess and improve their 
ability to prevent, detect and respond to cyber-attacks within their organization.  
 
Our organization doesn’t simply resell security products and offerings. Optiv has a deep bench of security 
solutions that we provide to ~6,000 clients in 73% of Fortune 100, 64% of Fortune 500, and 57% of Fortune 
1,000, with 1,700 of those clients in the public sector. 
 
Optiv offers the largest catalog of security OEMs in the market today, with over 450 brands to choose from. 
There are no category or item exclusions for this contract.  
 
Our Security Operations team includes approximately 500 full-time employees of which 80% are certified 
engineers and analysts who collectively hold more than 450 industry and vendor certifications. The 
average employee has 7 years of experience in security monitoring and consulting services.  
 
In addition to this experience, post-secondary education, and a verified criminal background check, Optiv's 
SOC staff have at least one certification in Security/Networking including, but not limited to: 
•        GSEC 
•        GCIA 
•        GCIH 
•        CISSP 
•        CCNA Security 
•        BCCPP 
•        ITIL 
•        JNCIS-SEC 
•        JNCIS-FWV 

•        JNCIS-SA 
•        Security+ 
•        CCSE 
•        ACE 
•        CNSE 
•        SFCP 
•        SFCSE 
•        SFCTSE 
  

  
 

2) Include a detailed response to Appendix B, Exhibit A, OMNIA Partners Response for National Cooperative Contract 
which can be provided by answering the attribute questions incorporated in Ion Wave. 

• The successful Offeror will be required to sign Appendix B, Exhibit B, OMNIA Partners Administration Agreement 
prior to Contract award. Offerors should have any reviews required to sign the document prior to submitting a 
response. Offeror’s response should include any proposed exceptions to OMNIA Partners Administration Agreement 
by providing a redlined copy of Appendix B, Exhibit B, OMNIA Partners Administration Agreement. 

• Include completed Appendix B, Exhibits F. Federal Funds Certifications and G. New Jersey Business Compliance. 

Optiv Response: Optiv’s detailed response to Appendix B, Exhibit A can be found at the end of this Section. 
Optiv has completed Appendix B, Exhibit B and uploaded the form to the Response Attachments tab. We 
have also reviewed the OMNIA Partners Administration Agreement, and uploaded our proposed redlines 
to the Response Attachments tab. Optiv has completed Appendix B, Exhibits F. Federal Funds Certification 
and G. New Jersey Business Compliance and uploaded them to the Response Attachments tab. 



 

Optiv Security Inc. Page 51 

 

 

3) How will the Offeror ensure smooth contract implementation? 
• Describe the transition plan for customers adopting the Offeror’s goods/services. 
 
Optiv Response: 

Any current customer of Optiv’s interested in transitioning to purchasing from the OMNIA Partners contract 
can do so both easily and quickly. As there may be numerous contract vehicles available to a customer, 
they must indicate the contract vehicle at the time of quoting. If a customer does not have a contract 
preference, we will promote the benefits of purchasing off OMNIA.  

For new customers, the transition to start purchasing from Optiv is seamless. To set up an account for a 
new client in Salesforce, we require basic information such as company legal name, HQ address (or main 
US location), and the client contact (name, email, phone, title). From there, we collect more information in 
a user-friendly form regarding their purchasing and billing requirements. Unless a customer has no or poor 
credit history, Optiv will assign a credit line to the customer without additional financials.  

 

4) What is the Offeror’s capability to meet service and warranty needs? 
• Detail how service requests and warranty claims will be handled. 
 
Optiv Response:  

Optiv warrants that our services will be provided in accordance with the prevailing standard of care 
exercised by consultants in the information security industry and applicable laws and governmental 
regulations. Subject to the terms and conditions of the final executed contract and the applicable SOW, 
Optiv will work to re-perform nonconforming portions of the services and/or deliverables. Warranties 
applicable to any third-party products or services are subject to the OEM’s warranty policy. While Optiv 
cannot directly remedy a breach of a third-party warranty, your Client Relationship Team will assist in 
communicating with the OEM when there is a warranty issue, including providing information needed to 
submit a warranty claim per any required process.   

 

5) What is the Offeror’s capability to comply with laws and rules relating to historically underutilized businesses, if 
any? 
• Confirm compliance and include any relevant details. 
 
Optiv Response:  

Optiv is not categorized as a historically underutilized business; however, we do partner with many diverse 
companies that hold diversity status. We understand the importance of complying with the laws and rules 
surrounding those certifications, and have an extensive Legal Team, led by our Executive Vice President 
and General Counsel, William Croutch. William Croutch has more than 20 years of global legal and 
leadership experience. In his current role at Optiv, he is responsible for legal, risk and compliance. He 
oversees mergers and acquisitions, litigation and claims, compliance, risk, contracts, real estate and 
patents and trademarks. Croutch also leads the procurement and facilities functions. In addition, Croutch 
serves as secretary of Optiv’s board of directors. 

 

6) Provide any other relevant information. 
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• Include details that have not been covered elsewhere but may be helpful to Region 4 that differentiate your proposal. 
 
Optiv Response:  

Optiv works with hundreds of clients, including security departments from various public sector clients, to: 

• Review their investments and processes in cybersecurity to identify disparate or redundant 
offerings 

• Source replacement solutions or methods 
• Implement new or existing tools  
• Provide ongoing support in the form of Optiv Managed Security Services 

 

These aspects form the basis of our “Advise, Source, Deploy, Operate” model, which allows us to be a 
true end-to-end cyber security solutions provider. 

 

 

7) Are there any additional factors identified in the request for proposal that are relevant to the decision for award? 
• Please address any factors you have identified in the RFP that may influence the award decision. 

Optiv Response:  

At Optiv, we believe for any organization to achieve its full potential, cyber risk must be understood and 
overcome. One of the industries that often lack a mature and comprehensive IT cybersecurity program is 
the K-12 space, leaving them vulnerable to technology disruption and threat actors. A partnership with 
Optiv will provide an extensive catalog of cybersecurity offerings to develop and strengthen your defenses. 
Optiv offers the depth, breadth, and quality of resources that Region 4 is looking for. 

Depth  

Optiv delivers strategic and technical expertise to more than 6,000 companies across every major industry, 
with the public sector being our second largest client base. With our combined expertise of cybersecurity 
know-how and experience gleaned from more than 25 years in business with leading security product 
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manufacturers, we will work collaboratively with you and all Participating Agencies to advise and procure 
top of the line security products. 

Breadth 

As the largest convener of cybersecurity technology providers in the market today, we have available to 
you an entire product catalog of over 450 vendors. An ecosystem of both traditional cybersecurity 
technology and cloud security partners, these offerings span from identity and firewalls to SIEM and data 
protection, and more. 

Quality of Resources  

Optiv employs the best minds in cyber. With 2,400+ employees, including 600+ full-time security 
practitioners, engineering fellows and former CISOs, we hold an impressive 2,500+ technical certifications. 
Our security professionals engage in thought leadership across national events, tier-one media, and have 
gained industry analyst recognition. 

OMNIA Partners 

Additionally, Optiv believes in the benefits of cooperative contracting solutions like OMNIA Partners. 
Touting over 1,700 unique public sector buying accounts and an experienced SLED Strategy Team, Optiv 
is poised to accelerate growth by providing competitive pricing, a comprehensive and unparalleled security 
catalog and widespread promotion and marketing of the OMNIA Partners contract. 
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Response to Appendix B, Exhibit A 

3.1 Company 
A. Brief history and description of Supplier to include experience providing similar products and services. 

Optiv Response: 

Our cybersecurity history has evolved from providing services for malicious insiders of the 1970’s and 
1980’s to the mainstream cybercrime business of today. Our founding organizations, FishNet Security 
(Founded 1996) and Accuvant Labs (Founded in 2002), each became a leading provider of information 
security services and solutions serving enterprise-class organizations across North America.  

Twenty-plus years ago, security was not on the board’s radar; in fact, the industry was relatively simple. 
There were a handful of threats and vulnerabilities and five or six technologies. The first wave started 
with simple perimeter defense in the late 1990s and early 2000s. As cybercrime became more 
sophisticated Accuvant and FishNet Security joined forces in 2015 to become Optiv Security. This 
merger created a roughly $1.5 billion information security organization with solutions covering nearly 
every aspect of cybersecurity. 
Today, Optiv has grown to be the cyber advisory and solutions leader, delivering strategic and technical 
expertise to more than 6,000 companies across every major industry. Headquartered in Denver, Colorado, 
Optiv operates two facilities in the U.S. and 2,350 employees spread across the country providing support 
remotely for our organization and clients. We utilize a distributed employee model, ensuring our teams are 
local to our clients and able to provide a local understanding and in-person capabilities to our clients. Our 
expertise combines cybersecurity know-how and experience gleaned from more than 25 years in business 
with technology from leading security product manufacturers to provide businesses with a comprehensive 
suite of integrated and tailored products and services. We serve more than 6,000 clients in the public and 
private sector across every industry segment, including Financial Services and Banking, Healthcare, 
Retail, and Manufacturing. Our clientele includes 73% of the Fortune 100, 64% of the Fortune 500 and 
57% of the Fortune 1000.   
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B. Total number and location of salespersons employed by Supplier. 

Optiv Response: 

Optiv has over 500 salespersons employed nationwide. There are 144 salespersons selling into public 
sector accounts spread across the nation. Our SLED sellers live in 36 individual states as highlighted 
below. States where a Client Manager does not reside can be supported by a seller in the region, or if 
warranted, a Client Manager can be hired for local support. 

 

 

 

C. Number and location of support centers (if applicable) and location of corporate office. 

Optiv Response: Optiv operates four facilities in the U.S., Canada, and India.    

These offices are located in the following locations:  

•        Denver, CO - Headquarters 
•        Leawood, KS - SOC, Sales 
•        Mississauga, ON, Canada - Canadian Headquarters, Sales 
•        Bangalore, India - SOC 
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D. Annual sales for the three previous fiscal years. 
a. Submit FEIN and Dunn & Bradstreet report. 
 

Optiv Response: 

Fiscal Year Annual Sales 

2024 $3.7B 

2023 $3.5B 

2022 $3.2B 

 

Optiv has attached our Dun & Bradstreet report to the Response Attachments tab in Ionwave. 

 

E. Describe any green or environmental initiatives or policies. 
 
Optiv Response: 
 
Optiv recognizes its responsibility to minimize environmental 
impacts in local communities through its operations and to 
advance digital, in-person and hybrid workplaces that elevate 
Optiv employee experiences and boost collaboration. The 
company leases all its office facilities globally. We intentionally 
pursue leases through property and asset managers who 
prioritize portfolio sustainability, and we are drawn to office 
space that can run efficiently, support recycling and that is 
environmentally certified through LEED or other energy-saving 
standards. In past years, we have migrated much of our 
computing power away from co-located data centers to the 
cloud, which boosts sustainability and allows our team to 
optimize computing power that enhances innovation and the 
technology services and solutions we provide. Optiv’s culture 
supports remote work opportunities for most of our employees 
— limiting daily vehicle trips — and we encourage virtual 
meetings and usage of digital dashboards to reduce physical 
travel, when warranted, to reduce carbon emissions. Over the 
last three years, in response to changing needs, the COVID-19 
pandemic and employee remote work preferences, Optiv has 
reduced its global office footprint by more than half. This includes the decommissioning of 20 office facilities 
— representing 185,000 square feet of leased space — between 2019-2022. This has resulted in 
reductions in electricity, gas and water use, while eliminating vehicle trips and employee travel connected 
to daily commutes. At the end of 2022, more than 85% of our employees were working remotely or at client 
sites. Currently, Optiv leases office space in high performance and LEED-rated facilities in the United 
States (Denver, Colo.; Leawood, Kan.; and Columbia, Md.), Canada (Mississauga, Ontario) and India 
(Bangalore). Optiv chooses to partner with property managers and asset owners who share our interest in 
reducing environmental impacts. As an example, Hines, which owns the high-rise where our Denver hub 
is housed, is piloting projects to develop carbon-neutral and resource efficient buildings, while retrofitting 
existing buildings to help meet local and global climate goals. 
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F. Describe any diversity programs or partners supplier does business with and how Participating Agencies may 
use diverse partners through the Master Agreement. Indicate how, if at all, pricing changes when using the diversity 
program. If there are any diversity programs, provide a list of diversity alliances and a copy of their certifications. 
 
Optiv Response: 
 
While Optiv is not certified as a small or diverse business, we have relationships with Tier I Suppliers 
possessing many different designations, including MBE, WBE, Asia Pacific, DVBE, American Indian, etc. 
Optiv has a detailed Supplier Diversity Program in place, with a 2 Tier supplier program to help support 
our clients with diversity spend goals. As part of this program, we track and report on business conducted 
with our diversity partners.  In 2023, Optiv spent over $329MM with approximately 150 small and diverse 
suppliers. 

The method used to develop the subcontracting goals involves determining which supplies and/or services 
can be provided by supply sources outside of our corporate umbrella. Due to growth, compliance 
requirements and Optiv's commitment as a whole to diversity support, Optiv is further refining our diversity 
program and will continue to manage and direct the annual spend to ensure compliance. Optiv searches 
source lists of small, small disadvantaged, women-owned small, HUBZone small business, veteran-owned 
small, and service-disabled veteran-owned small business concerns that can provide relevant supplies 
and services. 

Optiv employees are instrumental in driving the security industry forward and we care deeply about the 
communities where we live and work. That passion to make our world and communities a better and more 
equitable and inclusive place fuels Optiv Chips In, our corporate social responsibility initiative and Optiv’s 
Diversity Equity and Inclusion (DE&I) program. Through these efforts, we collectively give our time and 
money to dozens of philanthropic projects with organizations like local food banks, Foster Adopt Connect, 
Boys and Girls Club and many more. This program spotlights the experience of many service members 
employed at Optiv. 
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G. Indicate if supplier holds any of the below certifications in any classified areas and include proof of such 
certification in the response: 
 
Optiv Response: 
 

a. Minority Women Business Enterprise 
☐ Yes  ☒ No 

If yes, list certifying agency: ___________________________________ 
 

 
b. Small Business Enterprise (SBE) or Disadvantaged Business Enterprise (DBE) 

☐ Yes ☒ No 
If yes, list certifying agency: ___________________________________ 

 
 

c. Historically Underutilized Business (HUB) 
☐ Yes ☒ No 

If yes, list certifying agency: ___________________________________ 
 
 

d. Historically Underutilized Business Zone Enterprise (HUBZone) 
☐ Yes ☒ No 

If yes, list certifying agency: ___________________________________ 
 
 

e. Other recognized diversity certificate holder 
☐ Yes ☒ No 

If yes, list certifying agency: ____________________________________ 
 

 
H. List any relationships with subcontractors or affiliates intended to be used when providing services and identify if 
subcontractors meet minority-owned standards. 
If any, list which certifications subcontractors hold and certifying agency. 
 
Optiv Response:  
 
Optiv is not using any subcontractors or affiliates to support our Master Agreement with OMNIA Partners. 
For future specific engagements, we may use a subcontractor depending on the scope and permission 
from the Participating Agency. If a Participating Agency has a diverse subcontracting goal or need, we will 
work with our bench of diverse suppliers to help meet that need. 
 
Any subcontractors we may propose for performance of services go through a stringent selection process. 
They are required to execute an MSA with Optiv which includes, among other items, the following; 

• Non-Disclosure/ confidentiality agreement – protecting Optiv and Optiv clients’ confidential 
information the subcontractor may be exposed to during assignment 

• Background Checks - Compliance with Optiv’s Security, harassment, and other training 
requirements 

• Terms and conditions of the Optiv/Client Statement of Work (SOW) are flowed down to the 
Subcontractor via an Optiv/Subcontractor SOW 

 
Prior to engagement, subcontractors are technically vetted and interviewed against each Optiv/Client 
SOW, by Optiv’s Technical Services SMEs, to ensure technical capabilities, communication skills, and soft 
skills. 
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During an engagement, subcontractors are managed by Optiv resources, in two ways throughout the 
delivery cycle, as follows: 

• Technical oversight - Optiv’s involved practice aligns specific service consultants, usually a 
principal or Managing Consultant to oversee the subcontractor. 

• Project Management oversight - All Optiv Projects are managed by our Project Management 
Office.   

 
Written deliverables are reviewed by Optiv’s technical oversight for quality and peer review, and then 
through Optiv Technical writers for final review prior to Customer delivery. 
 
 
 
I. Describe how supplier differentiates itself from its competitors. 
 
Optiv Response:  
 
What sets Optiv apart from our competitors is our focus and expertise on cybersecurity products and 
solutions. While other value added resellers and solutions integrators can provide a piece of the puzzle, 
Optiv can advise, deploy and operate complete cybersecurity solutions. From established manufacturers 
to emerging and niche providers, we have deep and diverse skills, significant expertise in selecting, testing 
procuring and deploying cybersecurity technology and we know how to make everything work together to 
address your business challenges. Our Client Relationship teams are comprised of not only a Client 
Manager, but also a Security Advisor. Our deep bench of cybersecurity professionals boasts a cumulative 
2,500+ technology certifications and allow our customers a direct line into their industry knowledge.  
 
Industry Knowledge 

Our Service leaders, Practice leaders, Sales leaders and Sr Consultants are required to speak publicly, 
attend and participate in industry conferences, publish articles/whitepapers, participate in advisory boards 
and collaborate directly with our delivery team to ensure they are at the forefront of the industry. 

Optiv executives sit on numerous advisory boards, steering committees and standards review boards 
including representation within boards of other leading technology companies. By showing our continued 
commitment to our partners, our customers are given a voice to address their needs and are kept up to 
date on the most current developments and security issues. 

Optiv has the following strategic partnerships with other leading organizations: 

• Professional Memberships with ISC2, ISSA, IAPP, IEEE, ISACA, CSA, InfraGard 
• Direct access to vendor R&D teams, allowing engineering staff to demand high level support 

and product modifications. Through this partnership we can more efficiently meet our 
customers’ unique security needs.  

• Identity Defined Security Alliance – Founding member 
• Cloud Security Alliance Partner 
• Sponsorship of the Security Advisor Alliance, a non-profit organization dedicated to 

fostering expertise throughout the security industry 
 
Optiv often engages with clients on thought leadership activities through informal conversations with our 
subject matter experts, targeted lunch and learns, quarterly business reviews, executive briefings and 
Optiv educational conferences. In addition to face-to-face activities, Optiv also maintains a research and 
development team that publishes blogs and white papers on emerging technologies. Insights, articles, and 
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discussions from industry leading organizations and individuals are available on our Optiv Insights page 
and will be frequent discussion points brought to Participating Agencies by our team. 
 
In addition, Optiv hosts and invites our strategic clients to frequent OptivCon events, with discussion panels 
from peer groups, and industry leaders. These events connect you with peers and industry experts to learn 
how to address some of your most pressing cybersecurity concerns.  The keynote speaker from a recent 
OptivCon was Gen. Keith Alexander, USA (Ret.), Founder, Chairman, Co-CEO, IronNet Security; 
Commander, U.S. Cyber Command (2010-2014), and Director, National Security Agency/Chief, Central 
Security Service (2005-2014), who shared experiences and profound insights on how to counter 
increasingly sophisticated cyber threats. 
 
 
 
J. Describe any present or past litigation, bankruptcy or reorganization involving supplier. 
 
Optiv Response: There has not been any present or past litigation, bankruptcy, or reorganization 
involving Optiv. 
 
 
K. Felony Conviction Notice: Indicate if the supplier 

a. is a publicly held corporation and this reporting requirement is not applicable; 
b. is not owned or operated by anyone who has been convicted of a felony; or  
c. is owned or operated by and individual(s) who has been convicted of a felony and provide the names 
and convictions. 

 
Optiv Response: Optiv is not owned or operated by anyone who has been convicted of a felony. 
 
 
L. Describe any debarment or suspension actions taken against supplier 

Optiv Response: There have been no debarment or suspension actions taken against Optiv. 

 

3.2 Distribution, Logistics 

A. Each offeror awarded an item under this solicitation may offer their complete product and service offering/a balance 
of line. Describe the full line of products and services offered by supplier. 

Optiv Response: 

As the largest convener of cybersecurity technology providers in the market today, we are offering our 
entire product catalog of over 450 vendors. An ecosystem of both traditional cybersecurity technology and 
cloud security partners, these products span from identity and firewalls to SIEM and data protection, and 
more. Our catalog offerings are described in the Pricing Section of our response. 

 

B. Describe how supplier proposes to distribute the products/service nationwide. Include any states where products 
and services will not be offered under the Master Agreement, including U.S. Territories and Outlying Areas. 

Optiv Response: The software and services offered under this Contract will be available nationwide. In the 
event there is a physical shipment, Optiv utilizes third party distributors for fulfillment to all 50 states, 
including U.S. Territories and Outlying Areas. TD SYNNEX and Carahsoft are two of our main distributor 
partners.  
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C. Describe how Participating Agencies are ensured they will receive the Master Agreement pricing; include all 
distribution channels such as direct ordering, retail or in-store locations, through distributors, etc. Describe how 
Participating Agencies verify and audit pricing to ensure its compliance with the Master Agreement. 

Optiv Response:  

Participating Agencies can be rest assured they are receiving the Master Agreement pricing as Optiv 
employs a direct ordering model. By working directly with Optiv as the contract holder, there are no third 
parties that Participating Agencies need to receive pricing from, ensuring accuracy and compliance. 
Reporting will be provided by our SLED Strategy Team per the requirements, format, and frequency in 
Exhibit E. Additionally, Optiv provides robust regular and ad hoc reporting capabilities through our Client 
Operation Specialist team. Typically, we deliver reporting quarterly, with an annual summary report. We 
will work with the Participating Agencies to ensure all required information is included in their reporting as 
well as provide a regular delivery cadence to satisfy verification of Contract pricing with the Participating 
Agencies.  

 

D. Identify all other companies that will be involved in processing, handling or shipping the products/service to the 
end user. 

Optiv Response: Our three primary distributors are Arrow ECS, Ingram Micro, and TD SYNNEX as well as 
two other distributors used almost exclusively for SLED/FED clients; EC America/ImmixGroup and 
Carahsoft.   

 

E. Provide the number, size and location of Supplier’s distribution facilities, warehouses and retail network as 
applicable. 

Optiv Response: Optiv does not have its own distribution facilities or warehouses. Our many distributor 
partners include Arrow ECS, Ingram Micro, TD SYNNEX, EC America/ImmixGroup and Carahsoft. 
Collectively, they have an extensive network of distribution facilities throughout the country, and many 
globally. 

 

3.3 Marketing and Sales 

F. Given the public nature of the solicitation and contract, OMNIA Partners makes solicitation and contract 
documentation, including pricing documents, available on its website so Participating Public Agencies may easily 
conduct their due diligence. Describe any portions of the response that should not be available on the website and 
why those portions should not be available. 

Optiv Response: Optiv is requesting that our Dunn & Bradstreet Report not be made available on the 
OMNIA Partners website, or on any other public platform. As a privately held company, this report is 
considered confidential as it contains sensitive business data.  

 

G. Provide a detailed ninety-day plan beginning from award date of the Master Agreement describing the strategy to 
immediately implement the Master Agreement as supplier’s primary go to market strategy for Public Agencies to 
supplier’s teams nationwide, to include, but not limited to: 
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i. Executive leadership endorsement and sponsorship of the award as the public sector go-to-market strategy 
within first 10 days 

ii. Training and education of Supplier’s national sales force with participation from the Supplier’s executive 
leadership, along with the OMNIA Partners team within first 90 days 

Optiv Response: 

Executive Leadership 

Optiv’s executive leadership team, represented below, believe in the power of cooperative purchasing 
vehicles, such as OMNIA Partners. Our Leaders fully support and endorse award of this OMNIA Partners 
contract as the public sector go-to-market strategy within the first 10 days.  

 

 

Training and Education 

To educate Optiv’s sales force about the Contract, our enablement team will using two primary methods. 
The first is a live webinar training, mandatory for all sellers with public sector accounts. The second is an 
electronic session. Our SLED strategy Team will create, maintain, and track completion of an internal 
eLearning course explaining OMNIA Partners, what it means to clients and how our direct sales team can 
leverage. This eLearning course will be assigned to any affected, existing employees at the time of 
creation, as well as assigned to any newly hired employees during the onboarding process, as appropriate. 
This enablement offering ensures we have a large team of well-informed individuals that understand the 
complexities facing Region 4 and eligible Participating Agencies, paired with an understanding of how to 
utilize this contract to provide targeted solutions in a seamless transaction process that also helps 
maximize available budgets. 

 

H. Provide a detailed ninety-day plan beginning from award date of the Master Agreement describing the strategy to 
market the Master Agreement to current Participating Public Agencies, existing Public Agency customers of Supplier, 
as well as to prospective Public Agencies nationwide immediately upon award, to include, but not limited to: 

i. Creation and distribution of a co-branded press release to trade publications 

ii. Announcement, Master Agreement details and contact information published on the Supplier’s website 
within first 90 days 
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iii. Design, publication and distribution of co-branded marketing materials within first 90 days 

iv. Commitment to attendance and participation with OMNIA Partners at national (i.e. NIGP Annual Forum, 
NPI Conference, etc.), regional (i.e. Regional NIGP Chapter Meetings, Regional Cooperative Summits, etc.) 
and supplier-specific trade shows, conferences and meetings throughout the term of the Master Agreement 

v. Commitment to attend, exhibit and participate at the NIGP Annual Forum in an area reserved by OMNIA 
Partners for partner suppliers. Booth space will be purchased and staffed by Supplier. In addition, Supplier 
commits to provide reasonable assistance to the overall promotion and marketing efforts for the NIGP Annual 
Forum, as directed by OMNIA Partners. 

vi. Design and publication of national and regional advertising in trade publications throughout the term of 
the Master Agreement 

vii. Ongoing marketing and promotion of the Master Agreement throughout its term (case studies, collateral 
pieces, presentations, promotions, etc.) 

viii. Dedicated OMNIA Partners internet web-based homepage on Supplier’s website with: 

� OMNIA Partners standard logo; 
� Copy of original Request for Proposal; 
� Copy of Master Agreement and amendments between Principal Procurement Agency and 
Supplier; 
� Summary of Products and pricing; 
� Marketing Materials 
� Electronic link to OMNIA Partners’ website including the online registration page; 
� A dedicated toll-free number and email address for OMNIA Partners 

 
Optiv Response: 
 
Optiv’s marketing strategy is intended to be both collaborative and coordinated. We are presenting our 90-
day plan below and will work with OMNIA Partners to determine the best plan for accelerated growth and 
promotion of our Master Agreement. 
 
Immediately After Award, your Contract Manager will notify Executive Leadership and load the applicable 
contract number into Salesforce. This will allow the contract to be chosen as an option on all quoting to 
Participating Agencies.  
 
Within 30 Days after Award, the SLED Strategy Team will send an email notification to our 180 sellers 
with public sector accounts to alert them of our new contract, along with a call to action to share our 
upcoming external announcements with their customers via direct outreach and indirect by reposting and 
sharing on social media sites. Our Marketing team will create a press release to post on our website 
“Newsroom” page, an example of a previous announcement to be found below, and on our LinkedIn page. 
During this phase, we will schedule a call with OMNIA Partners to kick off the relationship and discuss our 
strategies for a full marketing rollout. 
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Within 60 Days after Award, our Marketing team will collaborate with OMNIA Partners on our first co-
branded press release. Our method for publication will mirror the same techniques as our solo press 
release – publishing on the Optiv website and LinkedIn pages. Our Contract Manager will conduct a 
mandatory training session for all current public sector sellers that will cover the scope and pricing of the 
contract, and how to initiate conversations with potential buyers. This training will be recorded and 
accessible for both existing sellers as a refresher, and for new hires. A cadence of quarterly live sessions 
will be created to review any changes to the contract and provide opportunities for the SLED sales 
managers to ask questions. Additionally, we will roll out an eLearning course as described in Section G 
above. During this phase, we will also review our planned attendance at upcoming client events to 
coordinate with OMNIA and ensure we have a united presence throughout the country. These events 
include Optiv attendance at the NIGP National Forum and the NPI Conference, as well as attendance and 
regional events.  
 
Within 90 Days after Award, we will publish an OMNIA-dedicated page on www.optiv.com, an example of 
a similar page shown below, that will include the OMNIA logo, a copy of our response and contract, a 
contract summary, marketing materials, a link to the OMNIA website, and contact information. Our team 
will work with OMNIA to create our first piece of co-branded collateral, a series that we call “Better 
Together,” that will highlight why clients should choose OMNIA and Optiv. This white paper may include 
case studies, collaborative successes, and other pertinent information relevant to the partnership between 
OMNIA and Optiv. We have provided an example of a co-branded white paper that we recently released 
with Palo Alto Networks.  
  

http://www.optiv.com/


Partner Service Brief

Optiv is the largest convener of cybersecurity technology providers in 
the market today. We know cybersecurity. We also know your industry, 
vertical and challenges. This unique vantage point allows us to evaluate and 
customize security technology, services and/or complete solutions based on 
your specific needs and business goals. 

We have insights and expertise from real-world applications of Palo Alto 
Networks’ integrated platform. With a joint install base of over 2,500 clients, 
Optiv is the only company that can advise, deploy, operate and resell across  
the Palo Alto Networks Platform.

Solutions for Complex Cybersecurity Challenges

Optiv Expertise

62 Unique Technical 
Certifications 

•	 56 PANW Focused 
Engineers 

•	 41 CYBERFORCE 
Members 

•	 6 PCNSE

•	 4 Dedicated PANW 
Partner Architects

•	 1 CYBERFORCE Hero

2,500+ lifetime, joint  
PANW clients 

Provides authorized support 
for 6500+ devices across 
445 clients.  

37K+ Professional Services 
hours across 96 projects and 
staffing engagements in 
2023.

2023 Representative 
Vendor in Managed 
Detection and Response 
Services by Gartner®

Palo Alto Networks Expertise

2024 Leader in Single-
Vendor SASE by Gartner®

Network 
Security

Cloud 
Security

Security 
Operations

Threat Intelligence 
and Incident Response 

Palo Alto Networks Integrated Platform

Benefits of Optiv + Palo Alto Networks 

Accountability and Scale
We confirm your PANW platform is functioning at its 
best and act as your accountability partner to ensure 
you stay secure. In the process, you get coverage that 
allows you to stay focused and scale faster.  

Expand Your Boundaries 
Because we work across multiple industries and domains, 
our expertise goes beyond where your own security portfolio 
may currently sit. This gives us a unique position to provide 
solutions that extend outside of your industry’s boundaries. 

Advance Business Outcomes 
Through the integration and consolidation of tools with 
PANW and the support of Optiv, you can spend less cycles on 
integrating and more on the business outcomes that matter.

Better Together: 
Optiv + Palo Alto Networks



Optiv Global Headquarters
1144 15th Street, Suite 2900
Denver, CO 80202

800.574.0896  |  optiv.com

Optiv is the cyber advisory and solutions leader, delivering strategic and technical expertise to nearly 6,000 companies 
across every major industry. We partner with organizations to advise, deploy and operate complete cybersecurity 
programs from strategy and managed security services to risk, integration and technology solutions. With clients at the 
center of our unmatched ecosystem of people, products, partners and programs, we accelerate business progress like 
no other company can. At Optiv, we manage cyber risk so you can secure your full potential. For more information,  
visit www.optiv.com.

©2025 Optiv Security Inc. All Rights Reserved. Optiv is a registered trademark of Optiv Inc.

Secure greatness®

Optiv Solves for Business Outcomes 
We build cyber solutions that allow you to manage risk while delivering on 
business outcomes that help you accelerate progress. 

Ensure Compliance 
Regulations and industry standards are complex and ever-changing. Optiv’s 
privacy, data governance, risk management and compliance programs help 
clients navigate these dynamic regulatory environments.   

Protect Your Business 
Securing your organization means taking the next steps toward modernization. 
Optiv helps clients meet digital business requirements with a modern and 
effective Identity and Access Management (IAM) program that integrates 
security requirements, business needs and user adoption.

Maximize Effectiveness
Ensure your investments show their worth by optimizing your cybersecurity 
resources and tech stack. Optiv lightens the load on internal security teams by 
helping to improve technology utilization and integration, provide outsourcing 
services and promote better cyber hygiene.

Build Resilience 
Cyber resilience should be proactive. Optiv helps clients identify, assess, 
classify and proactively respond to cyber threats and vulnerabilities faster and 
with more accuracy to better maintain business continuity and more rapidly 
recover to a secure state if attacks occur.

12.24 | RS | 1.2

How We Do It
Optiv assists organizations through the journey of designing, deploying and 
successfully adopting their Palo Alto Networks Platform.

What’s Next?
To get started, ask your local Optiv representative about our SPL (Security 
Program Landscape) to determine where Optiv and Palo Alto Networks can help 
you strengthen your organization and optimize your security program. 

https://www.optiv.com/services/strategy/security-
program-landscape

Professional, Support and 
Managed Services
•	 Prisma Access

•	 Prisma SD-WAN

•	 Next Generation Firewall (NGFW)

•	 Cloud-Delivered Security Services 

(CDSS)

•	 Panorama

•	 VM-Series

•	 CN-Series

Network Security

Professional Services
•	 Prisma Cloud

Cloud Security

Professional Services
•	 XDR (Authorized Support available 

in addition to Professional Services)

•	 XSOAR

•	 Xpanse

•	 XSIAM

Security Operations

Optiv Service Capabilities 
by PANW Solution

Learn More About SPL

https://www.optiv.com/insights/discover/downloads/security-program-foundation-assessment
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As a part of our ongoing efforts, communication, collaboration and commitment are key. Optiv will continue 
to: (i) communicate with OMNIA through a quarterly call, where we share information regarding sales 
strategies and joint sales opportunities; (ii) collaborate on marketing materials; and (iii) commit to 
attendance and both national and regional conferences. Optiv has extensive marketing reach, recently 
releasing an open letter advertisement in the Wall Street Journal. As a part of our marketing outreach, we 
will work with OMNIA on advertising or sponsored content in a trade publication applicable to SLED, such 
as Government Technology at govtech.com. 
 
 
 
 
 
 



https://www.optiv.com/whyoptiv
https://www.optiv.com/whyoptiv
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A recap of our plan is outlined below: 

Immediately 
After Award:  

 Internal announcement to Executive Leadership 

 Load contract into our operational systems 

Within 30 Days:  

 Internal notification to all public sector sellers 

 External announcement via LinkedIn with call to action 
for all public sector sellers to re-share the post 

 External announcement on www.optiv.com  

 Schedule a kick-off call with OMNIA Partners 

Within 60 Days:  

 Creation of co-branded press release 

 Commencement of training and education to all public 
sector sellers  

 Review of upcoming national and regional events 
schedule  

Within 90 Days:  

 Development of dedicated OMNIA Partners page on 
www.optiv.com website 

 Creation of co-branded marketing collateral  

Ongoing:  

 
Attendance of, and participation with OMNIA Partners 
at, chosen national, regional and/or supplier-specific 
trade shows, conferences and meetings 

 Cadence calls with OMNIA Partners at determined 
frequency 

 
Active promotion and marketing of OMNIA Partners 
Master Agreement through social media posts, case 
studies, etc. 

 
 
I. Describe how Supplier will transition any existing Public Agency customers’ accounts to the Master Agreement 
available nationally through OMNIA Partners. Include a list of current cooperative contracts (regional and national) 
Supplier holds and describe how the Master Agreement will be positioned among the other cooperative agreements. 

Optiv Response: 

Optiv currently supports 65 contract vehicles across the country that include the large consortia contracts 
of NASPO and OMNIA Partners. Of the 65 contract vehicles we support, 33 are directly held by Optiv as 

http://www.optiv.com/
http://www.optiv.com/
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the primary contractor. Some of those contract vehicles include California Multiple Award Schedules 
(CMAS), California Software Licensing Program (SLP) and multiple South Carolina State Contracts (STC).  

Regarding our top contract in use today, NASPO AR2472, Optiv has been a named reseller on NASPO 
Cloud AR2472 since its inception in 2016. Due to Optiv’s increasing prioritization of the SLED market, we 
have grown significantly, increasing our sales from $4.3M in 2023 to $23M in 2024.   

Optiv is a named reseller on 14 national and regional consortium contracts today. OMNIA Partners’ Cyber 
Security Solutions would be our first directly held national consortium, which would make it a priority play 
for Optiv.  

Contract Name Contract Number 
E&I EI00063-2021MA 
NASPO AR2472 
NASPO AR3228 
NASPO AR3229 
NASPO AR3232 
NCPA (OMNIA) 01-130 
NCPA (OMNIA) 01-170 
OARnet 00095211 
OMNIA R191902 
OMNIA R200803 
PEPPM 533902 
PEPPM 531841-033 
Quilt MSA-05012019F 
Sourcewell  20624 

  

 

J. Acknowledge Supplier agrees to provide its logo(s) to OMNIA Partners and agrees to provide permission for 
reproduction of such logo in marketing communications and promotions. Acknowledge that use of OMNIA Partners 
logo will require permission for reproduction, as well. 

Optiv Response: Optiv acknowledges and agrees to provide our logo to OMNIA Partners, along with 
permission for reproduction in marketing communications and promotions. Optiv understands that use of 
the OMNIA Partners logo as planned in Section H above requires explicit permission. 

 

K. Confirm Supplier will be proactive in direct sales of Supplier’s goods and services to Public Agencies nationwide 
and the timely follow up to leads established by OMNIA Partners. All sales materials are to use the OMNIA Partners 
logo. At a minimum, the Supplier’s sales initiatives should communicate: 

i. Master Agreement was competitively solicited and publicly awarded by a Principal Procurement Agency 
ii. Best government pricing 
iii. No cost to participate 
iv. Non-exclusive 

 
Optiv Response:  
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As leads are provided by OMNIA Partners, our SLED Strategy Team will match the lead to the 
corresponding Client Manager covering the account. The Client Manager will be directed to follow up with 
the potential client, and having been trained on the logistics of the OMNIA Partners contract, will be able 
to effectively communicate the benefits of the competitive bidding process, pricing, and no cost for 
participation, to the customer. The SLED Strategy Team will ensure that Client Managers have easy 
access to co-branded collateral to provide to these leads, and will track the outreach and outcome. We 
have included a sample of a current internal “cheat sheet” for OMNIA R200803 that can be adapted to 
external copy, with OMNIA’s permission to use their logo and final approval. 
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L. Confirm Supplier will train its national sales force on the Master Agreement. At a minimum, sales training should 
include: 

i. Key features of Master Agreement 
ii. Working knowledge of the solicitation process 
iii. Awareness of the range of Public Agencies that can utilize the Master Agreement through OMNIA Partners 
iv. Knowledge of benefits of the use of cooperative contracts 

 
Optiv Response:  
 
Optiv acknowledges and agrees that our salesforce training will include the following key points: 
 

• Key features of the Master Agreement 
o Scope of products and services offered 
o Pricing structure, discount off-list percentages 
o Term of the contract 

• Working knowledge of the solicitation process 
o Lead Agency (Region 4 ESC) 
o Content provided in the bid response 
o Evaluation criteria 
o Final scoring and selection 

• Awareness of the range of Public Agencies that can utilize the Master Agreement through OMNIA 
Partners 

o 90,000+ Parent Agency Participants 
o K12, HiEd, Government, Nonprofit, etc 

• Knowledge of benefits of the use of cooperative contracts 
o Combined purchasing power for better discounts 
o Elminates need for a separate bid process 

 
 
M. Provide the name, title, email and phone number for the person(s), who will be responsible for: 

i. Executive Support 
ii. Marketing 
iii. Sales 
iv. Sales Support 
v. Financial Reporting 
vi. Accounts Payable 
vii. Contracts 

 
Optiv Response:  
 

Role Contact 
Executive Support Todd Perrault 

SVP – Client Advisory 
Todd.perrault@optiv.com 

(424) 242-6523 
Marketing Taryn Nathan 

Sr. Manager –  
Regional Marketing Programs 

Taryn.nathan@optiv.com 

mailto:Todd.perrault@optiv.com
mailto:Taryn.nathan@optiv.com
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(720) 233-5726 
Sales Andrew Booth 

Sr. Director – 
SLED Strategy 

Andrew.booth@optiv.com 
(440) 263-4995 

Sales Support Natalie Castagno 
Sr. SLED Capture Manager 

Natalie.castagno@optiv.com 
(908) 247-6276 

Financial Reporting Amy Powell 
Sr. Public Sector Operations 

Manager 
Amy.powell@optiv.com 

(540) 847-1791 
Accounts Payable Amy Powell 

Sr. Public Sector Operations 
Manager 

Amy.powell@optiv.com 
(540) 847-1791 

Contracts Amy Powell 
Sr. Public Sector Operations 

Manager 
Amy.powell@optiv.com 

(540) 847-1791 

 
Additionally, Optiv has made it easy for OMNIA Partners to reach the right contact at any time. Our SLED 
Strategy Team is available at Omnia@optiv.com for any questions or guidance regarding contract matters. 
Using this alias will ensure that access to the right team is being provided. This alias has already been 
created and will be available on the first day of the contract award. 
 
 
N. Describe in detail how Supplier’s national sales force is structured, including contact information for the highest-
level executive in charge of the sales team. 

Optiv Response: 

Optiv’s national sales force is regionally aligned throughout the country. Each regional territory is led by a 
Regional Director overseeing a team of Client Managers. The Client Managers are local to the customer 
base they support and are also paired with a Security Advisor in the area. These teams of Client Managers 
and Security Advisors, as well as the SLED Strategy Team and our Client Operations Specialists, 
ultimately report into our Chief Revenue Officer, John Hurley.  

John Hurley has more than 25 years of experience in the technology industry driving success for global, 
commercial and enterprise organizations. As chief revenue officer (CRO) for Optiv, he is responsible for 
the company’s revenue-generation strategy and go-to-market approach to drive sustainable growth. As 
the CRO responsible for multiple departments within Optiv, we respectfully decline to provide his contact 
information. In the event there is a situation that needs his attention, the correct escalation path should 
first be taken before he is engaged. 

mailto:Andrew.booth@optiv.com
mailto:Natalie.castagno@optiv.com
mailto:Amy.powell@optiv.com
mailto:Amy.powell@optiv.com
mailto:Amy.powell@optiv.com
mailto:Omnia@optiv.com
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I. Explain in detail how the sales teams will work with the OMNIA Partners team to implement, grow and service the 
national program. 

Optiv Response: 

Optiv’s strategy for marketing and promoting the resultant OMNIA Partners contract is centered around a 
well-trained and extensive team of field sales representatives and solutions engineers throughout the 
country, in conjunction with our SLED Strategy Team. After award, Optiv will provide a territory list of our 
public sector sellers to align with OMNIA Partners’ sellers. We will establish a call cadence to ensure that 
we are concurrently tracking opportunities and collaborating on sales motions and events to grow and 
service the national program. The team can also coordinate calls for specific territories or regions with the 
applicable sellers present. The SLED Strategy Team has already proven success with other contract 
vehicle growth. Since their inception in 2024, they have fostered the development of the NASPO Cloud 
contract with over 5x time growth from 2023. 

 

O. Explain in detail how Supplier will manage the overall national program throughout the term of the Master 
Agreement, including ongoing coordination of marketing and sales efforts, timely new Participating Public Agency 
account setup, timely contract administration, etc. 

Optiv Response: 

Optiv understands that supporting, promoting and generating success for a cooperative contract extends 
past the sales force. That is why Optiv created a team dedicated to the public sector client base to reinforce 
proper usage of contract vehicles and successful promotion of our offerings with both customers and 
partners. Management of the overall national program will be led by our SLED Strategy Team. This team 
will facilitate access to both our Marketing and Sales departments to support co-branded collateral in the 
form of newsletters, marketing blasts, case studies and other materials as agreed upon between Optiv and 
OMNIA Partners. They work with both our internal and external contacts, training the sales force on the 
talking points of OMNIA Partners, and collaborating with our OEM partners so they’re aware of the 
existence of our national consortia contract. Using this two-pronged approach, we can utilize our sellers to 
introduce the OMNIA to our clients and utilize our OEM partners to introduce new pathways to procurement 
for public sector clients. The SLED Strategy Team will ensure that all operational processes regarding new 
account setup, timely contract administration, administrative fees and reporting are completed to 
customers’ satisfaction.  
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P. State the amount of Supplier’s Public Agency sales for the previous fiscal year. Provide a list of Supplier’s top 10 
Public Agency customers, the total purchases for each for the previous fiscal year along with a key contact for each. 

Optiv Response:  

Client Annual Sales 

All Public Sector $134M 

UPMC Health Systems $11.5M 

Regents of UC-Merced $4.5M 

State of Colorado OIT $4M 

Penn State University $3.7M 

UCLA Medical Center $3.5M 

California ISO $2.9M 

Salt River Project $2.8M 

University of Phoenix  $2.7M 

Indiana University Health $2.1M 

County of Sacramento $2M 

 

Q. Describe Supplier’s information systems capabilities and limitations regarding order management through receipt 
of payment, including description of multiple platforms that may be used for any of these functions. 

Optiv Response: Optiv employs a sophisticated system for order management and payment processes. 
The only known limitation at this time is there can be only one “ship-to” address per order. As a part of 
customer account setup, any invoicing requirements should also be indicated prior to ordering. 

 

R. Provide the Contract Sales (as defined in Section 12 of the OMNIA Partners Administration Agreement) that 
Supplier will guarantee each year under the Master Agreement for the initial three years of the Master Agreement 

(“Guaranteed Contract Sales”). 

$_______.00 in year one 

$_______.00 in year two 

$_______.00 in year three 

To the extent Supplier guarantees minimum Contract Sales, the Administrative Fee shall be calculated based on the 
greater of the actual Contract Sales and the Guaranteed Contract Sales. 

Optiv Response: Optiv is committing to providing a 3% administrative fee on our contract sales and not 
offering a guarantee on minimum Contract Sales. 
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S. Even though it is anticipated many Public Agencies will be able to utilize the Master Agreement without further 
formal solicitation, there may be circumstances where Public Agencies will issue their own solicitations. The following 
options are available when responding to a solicitation for Products covered under the Master Agreement. 

i. Respond with Master Agreement pricing (Contract Sales reported to OMNIA Partners). 

ii. If competitive conditions require pricing lower than the standard Master Agreement not-to-exceed pricing, 
Supplier may respond with lower pricing through the Master Agreement. If Supplier is awarded the contract, 
the sales are reported as Contract Sales to OMNIA Partners under the Master Agreement. 

iii. Respond with pricing higher than Master Agreement only in the unlikely event that the Public Agency 
refuses to utilize Master Agreement (Contract Sales are not reported to OMNIA Partners). 

iv. If alternative or multiple proposals are permitted, respond with pricing higher than Master Agreement, and 
include Master Agreement as the alternate or additional proposal. 

Optiv Response: Optiv acknowledges and agrees. 
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Long-Term Costs 
 
1) What is the long-term cost impact of the Offeror’s products/services?  
• Describe how the pricing and services offered affect Region 4's long-term costs.  
 
Optiv Response:  

As the chosen cybersecurity solutions provider for Region 4 ESC, Optiv can be the partner you will ever 
need for your cyber needs. As one of the largest Cyber Advisory Leaders, Optiv typically holds the highest 
level of partnership with our vendor partners (including being honored as the #1 partner/reseller in many 
cases). This allows us access to special discount programs/incentives and gives the ability to leverage our 
economies of scale and C-Level relationships to drive the overall discount to much lower levels. In our 25 
years of experience across 450+ partnerships, we have found the vendor has the most leeway to adjust 
their own discounts, therefore through exerting our influence on said vendor, we ensure the absolute best 
final price is achieved.  Additionally, we run every quote through pricing intelligence to ensure discount 
levels meet or exceed benchmarks for similar sized deals, industry vertical, etc. This pricing intelligence 
can be shared upon request to ensure full transparency around the level of discount being offered and how 
that compares to similar transactions in our database. Our database contains a complete purchase history 
for 6,000+ clients and $3B+ in annual revenue. 
 
2) How are future product introductions priced?  
• Explain how new products or services introduced during the contract will align with current pricing.  
 
Optiv Response:  

Since Optiv’s discount structure is a set discount percentage by manufacturer, any future products will be 
subject to the already established discount percentage for the applicable OEM. Should Optiv introduce a 
new OEM for availability under the catalog, the discount percentage will be, at minimum, 2% which is in 
line with the “All other OEM” category. Optiv may offer a deeper discount if we can successfully negotiate 
better pricing with the OEM we’re adding to the catalog. 

 
3) What standard price adjustments can be anticipated?  
• Identify any standard increases related to cost of living adjustments or other factors that may impact pricing 
throughout the duration of the contract.  
 
Optiv Response:  

Generally, on a yearly basis, Optiv will evaluate its hourly rates for professional services, comparing them 
to the current market rates for similar security services and solutions. The proposed rates may increase or 
decrease on the contract anniversary and will be supported by various financial and market factors, 
including but not limited to the Cost-of-Living Adjustment or Consumer Price Index, not to exceed an 
increase of more than 3% per year 

  



 

Optiv Security Inc. Proprietary and Confidential 13 

 

   

 

   

 
 
 
 

 

 

 

 

Optiv is the cyber advisory and solutions leader, delivering strategic and 
technical expertise to more than 6,000 companies across every major 
industry. We partner with organizations to advise, deploy and operate 
complete cybersecurity programs from strategy and managed security 
services to risk, integration and technology solutions. With clients at the 
center of our unmatched ecosystem of people, products, partners and 
programs, we accelerate business progress like no other company can. 
At Optiv, we manage cyber risk so you can secure your full potential. 

©2025 Optiv Security Inc. All Rights Reserved. Optiv is a registered trademark of Optiv Inc. 
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