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Professional Services

Description % off List Price

Secure Software Development

Lifecycle Program

Application Operations & Security

Data Governance

Data Security

Identity Governance

User & Entity Lifecycle Management

Digital Access Management

Customer ldentity & Access Management

Identity Orchestration

Organizational Change Management

Cloud Security

Endpoint Security

loT

Network Security

OT & ICS

Attacker Simulation (Pen Testing)

OEM Security

Readiness

Threat Detection & Response

Threat Intel

Change Management

Orchestration & Automation

Security Analytics

Incident Response

Insider Threat & Fraud Detection

Digital Brand Protection

Anti-Money Laundering

Material Threats

Human Threats

Resilience

Physical Access Control

Compliance

Risk Governance

Risk Operations

Cyber Insurance

Privacy Governance

Privacy Operations
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[Professional Services - Hourly Not-to-ExceedRates |

Description Discounted Hourly Rates
Project Manager $130.00
Program Manager $225.00
Associate Consultant $215.00
Consultant $245.00
Senior Consultant $275.00
Principal Consultant $335.00
Technical Leadership / Oversight $370.00




Below are descriptions of some of the top product lines we offer. Our full catalog includes over 450 vendors.

oém ________________________________[pbescription  __ ___ ____ ____________________ ____________ |

AWS

Amazon Web Services (AWS) is the world’s most comprehensive and broadly adopted cloud platform, offering over 200 fully
featured services from data centers around the globe.
Optiv delivers 600+ AWS services and more than 40 security capabilities for AWS and has 100+ AWS technical experts to
provide the foundation to achieve your strategic goals.

Armis

[Many companies trust Armis’ real-time and continuous protection to see and control all managed, unmanaged, un-agentable]
and internet of things (loT) devices—from traditional ones like laptops and smartphones to new loT devices like smart TVs,
webcams, printers, HVAC systems, industrial control systems and programmable logic controllers (PLCs), medical devices and
more.

Armis has the world’s largest device knowledge base that tracks devices as well as their behavior, connections and history.
Because Armis is agentless, it is fast and easy to deploy across any network, environment or location around the world.

Specializations:

e Cybersecurity asset management
e Compliance

¢ Network security

e OT security

e Threat detection & response

Axonius

By seamlessly integrating with 600+ security and IT management solutions, the Axonius agentless solution deploys in hours|
(not weeks) to improve security operations, threat and vulnerability management, incident response, and overall security|
posture.

AXONIUS HELPS CUSTOMERS:

e Gain a credible, comprehensive and current asset inventory

e Uncover security coverage gaps

e Automatically validate and enforce security policies

AXONIUS VALUE DRIVERS:

¢ Reduced time to investigate and triage alerts by correlating alert data with fully

e enriched and correlated asset data

e Automated identification of missing and broken software agents

e Reduced time to prepare and inform pen tests and vulnerability scans

e Reduced time to identify user misconfigurations

e Reduced time preparing for security audits

* Instant unification and identification of all cloud assets

e Reduced time to reach a comelete asset inventory

BeyondTrust

Why Clients Choose Optiv for BeyondTrust:

e BeyondTrust Americas Partner of the Year 2019 (three consecutive years)
* BeyondTrust Certified Professionals ICISSP, CISM, CISA, CRISC, CGEIT, CBCP, PMP, ZeroTrust Strategist
e 12+ Years the average experience of Optiv’s Identity team

100,000+ HOURS identity, data and access management services delivered annually

CheckPoint

Optiv and Check Point help clients understand their security posture so they can design an architecture that prevents complex
and zero-day cyberattacks. With a multilevel security architecture that defends enterprises’ cloud workloads, networks and
endpoints, clients can be sure they are completely protected across all attack vectors. Check Point's comprehensive and
intuitive single point of control security management system increases operational efficiency and lowers the complexity of|
managing your security.

Why Clients Choose Optiv for Check Point:

e 100+ Check Point Certifications

e 300+ joint projects completed annually

e Optivis named a 4-Star Expert and Authorized Training Center
e Awarded Partner of Preference for Chgck Point ACSP s_upport

Cisco

Specializations:

e Extended Detection and Response Solution Specialization

e Secure Access Service Edge Solution Specialization

e Secure Networking Solution Specialization

e Secure Network Management Specialization

e Customer Experience Specialized

* Cisco Powered Services: Managed Firewall, Meraki Access, Meraki SD-WAN, Meraki Security
Why Clients Choose Optiv for Cisco:

e 10+ years of dedicated partnership

e 25 Cisco Black Belt Fire Jumpers who provide security design, configuration and proof of value
e Dedicated Cisco security demo lab

e Cisco Premier Provider

e Cisco Gold Provider — pending audit

e US Federal Authorized

__Dedicated Cisco technical operations and channel team

Crowdstrike

CrowdStrike secures the most critical areas of enterprise risk — endpoints, cloud workloads, identity and data — to keep
customers ahead of today’s adversaries and stop breaches.

Powered by the CrowdStrike® Security Cloud, the CrowdStrike Falcon® platform leverages real-time indicators of attack,|
threat intelligence on evolving adversary tradecraft and enriched telemetry from across the enterprise to deliver hyper-|
accurate detections, automated protection and remediation, elite threat hunting and prioritized observability of vulnerabilities|
— all through a single, lightweight agent.

With CrowdStrike, clients benefit from superior protection, better performance, reduced complexity and immediate time-to-|
value.

Why clients choose Optiv for CrowdStrike security:

e 10+ years of dedicated partnership

o #1 seller of CrowdStrike products, with over $1 billion in joint sales

e Named CrowdStrike 2022 Americas Partner of the Year

e 900+ joint clients

e 5,500+ joint opportunities

e 80+ threat management analysts

o 25+ CrowdStrike certifications

CyberArk is the global leader in identity security. Centered on intelligent privilege controls, CyberArk provides the most
comprehensive security offering for any identity — human or machine — across business applications, distributed workforces,
hybrid cloud environments and throughout the DevOps lifecycle. The world’s leading organizations trust CyberArk to help|
secure their most critical assets.




CyberArk

Built on a foundation of privileged access management (PAM), CyberArk identity security solutions protect against the leading|
causes of breaches - compromised identities and credentials.

[Malicious insiders and external attackers often exploit privileged identities, credentials and secrets to take control of criticall
resources, disable security systems and access vast amounts of sensitive data.

Apply intelligent privilege controls across the entire identity lifecycle. Expand the use of intelligent privilege controls that are|
designed for the most privileged user, such as an admin, to a broader range of human and machine identities, whenever]
standing or just-in-time access is required.

CyberArk Specializations:

Workforce and Customer Access, Endpoint Privilege Security, Privileged Access Management, Secrets Management, Cloud
Security, Identity Management

Why Clients Choose Optiv for CyberArk Implementation

e Partnership since 2013

e 250K+ delivery hours

* Since 2015 with 30+ active projects at a given time

e 500+ joint projects, 220+ joint clients and counting

e Proven delivery proprietary methodology and approach

e 100% certified - all Optiv consultants and engineers are CyberArk certified

o 2015 — 2023 America’s Partner of the Year, nine consecutive years

F5

F5 helps organizations deliver and secure the extraordinary digital experiences that customers demand by enabling adaptive
applications that naturally adapt based on their environment — growing, shrinking, defending and healing themselves.
Through a portfolio of automation, security, performance and insight solutions, F5 empowers organizations to create, secure|
and operate these adaptive applications. F5's empowerment increases your revenue, reduces costs, improves operations and
protects users.

Specializations:

e Application security, customized, managed and SaaS

e Advanced BoT mitigation

e Digital transformation: API security, AP| gateways, Kubernetes Ingress Control, service mesh and analytics
__Application/infrastructure mesh for multi-cloud and hybrid environments

FireEye

FireEye blends human expertise and nation-state-grade threat intelligence into security innovations dedicated to defending|
networks, email and devices. Combine this with Optiv’s unique visibility into the security solution landscape and you can rest
assured, you have maximized the effectiveness of your security spend.

Forcepoint

Forcepoint’s all-in-one, cloud-native platform makes it easy to adopt Zero Trust and prevent the theft or loss of sensitive datal
and intellectual property no matter where people are working. Forcepoint creates a safe and trusted environment for customers
and their employees throughout the world.

Specializations:

e Cloud-native security

e Secure access service edge (SASE)

¢ Data protection

e Network security

Simplify Security With Forcepoint ONE

Unlike fragmented bundled portfolios, Forcepoint ONE integrates Zero Trust and security service edge (SSE) into one cloud|
platform. This integration allows end users to manage one set of policies, in one console, connected to one endpoint agent.

Forcepoint ONE unifies three foundational gateways: secure web gateway (SWG), cloud access security broker (CASB), and|
Zero Trust network access (ZTNA). Together, these three services make up what Gartner terms as SSE.

Risk-Based Data Protection

Forcepoint protects end users’ intellectual property by using risk-based data protection. Behavior-based data security adapts
to changing levels of risk. It includes enterprise-wide visibility (network, endpoints and cloud). Forcepoint's risk-based data
protection detects when people are exhibiting risky behavior via risk score and decides what is innocent or suspicious based|
on behaviors in context, reducing false positives. Our protection leverages intelligent data security to revisit decisions as you
and your machines learn.

Secure SD-WAN

Eliminate gaps that come from having separate networking and security systems, provide the ability to manage thousands of]
devices from a single console and simultaneously push updates to every location with just a few clicks. Forcepoint’s secure SD|
WAN scales and integrates with a comprehensive security stack that can help end users achieve their most challenging

network security goals.
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Forescout's device visibility and control platform combined with Optiv's comprehensive services can help you plan, build and|
run a successful security program while addressing security challenges posed by not knowing what's on your network.|
Forescout technologies deploy quickly with agentless, real-time discovery and classification of every IP-connected device forf
continuous posture assessment — from campus and data center to cloud, loT and operational technology networks. Combined
with your other security solutions, Forescout eyeSight and eyeControl seamlessly orchestrate information sharing and policy-|
based security enforcement to effectively manage your cyber risk. With Optiv’s integration and implementation capabilities and|
Forescout’s products, you'll gain visibility and control of devices connecting to your extended enterprise for greater peace off
mind.

eyeSight - Complete device visibility.
Continuously discover, classify and assess devices without agents or active techniques that could compromise business

Forescout operations. Automate inventorying and maintain accurate asset details across IT and OT networks.
Transforming Enterprise-Wide Network Segmentation.
eyeSegment - Transforming Enterprise-Wide Network Segmentation.
Accelerate the design, planning and deployment of dynamic network segmentation across the extended enterprise to reduce|
your attack surface and regulatory risk.
eyeControl - Enforce and automate policy-based controls.
Take action to mitigate threats, incidents and compliance gaps.
eyeExtend - Extend the value of your security and IT investments.
eyeExtend products share device context between the Forescout platform and other IT and security products to automate
policy enforcement across disparate solutions and accelerate system-wide response to mitigate risks.
eyelnspect - In-depth device visibility and cyber resilience for ICS networks.
Continuously and passively discover, classify and monitor OT network devices for real-time risk mmgement.
Fortinet secures the largest enterprises, service providers and government organizations around the world. Fortinet empowers
its customers with intelligent, seamless protection across the expanding attack surface and the power to take on ever-|
increasing performance requirements of the borderless network - today and into the future.
Fortinet Specializations:
¢ Network security
Fortinet . SD-WAN/Branch securi.tv
e Security-driven networking
e Secure access service edge (SASE)
e Zero trust
e Endpoint security
e Operational technology and internet of things (OT/IoT) security
e Security automation
Easily acquire and deploy the optimal Optiv cloud-focused services and solutions for your unique business needs and
regulatory requirements with additional third-party security software vendor solutions through Google Cloud Marketplace.
Why clients choose Optiv for Google Cloud:
Google Cloud e Accelerated security and reduced time to value: Get your new security technology up and running to provide immediate
value.
* Scalable, end-to-end solutions: Cohesively integrate your people, processes and existing technologies.
e Ideal utilization of your spend: Easily procure your cybersecurity technologies and Optiv expert services on the Google|
Cloud Marketelace to fit how you want to transact and grow.
IBM helps clients align security strategy to their business, protect digital users, assets and data, manage defenses against]
growing threats and modernize security with an open, multi-cloud platform. Start with Optiv’s Security Program Foundation
Assessment to gauge your security posture and discover how Optiv and IBM provide greater peace of mind and add value to
your existing security environment.
Specializations:
e Protecting data across hybrid clouds
e Securing remote workers or consumers
e Predicting, preventing and responding to modern threats
|'BM & Zero Trust
Security wrapped around every user, every device and every connection — every time. An IBM zero trust security strategy|
I1BM can help organizations increase their cyber resiliency and manage the risks of a disconnected business environment, while
still allowing users access to the appropriate resources. It's a model and plan that uses context to securely connect the right|
users to the right data at the right time under the right conditions, while also protecting your organization from cyber threats.
|'BM Annual Cost of Data Breach Report
The Cost of a Data Breach Report has become one of the leading benchmark reports in the cybersecurity industry. This report}
offers IT, risk management and security leaders a lens into dozens of factors that can increase or help mitigate the rising cost|
of data breaches.
11BM Annual X-Force Threat Intelligence Report
The IBM Security X-Force Threat Intelligence Index maps new trends and attack patterns we observed and analyzed from our]
data—drawing from billions of datapoints ranging from network and endpoint detection devices, incident response (IR)|
engagements, domain name tracking and more.
Imperva’s analyst-recognized portfolio of application, data and cloud security solutions provides a secure foundation for our|
clients’ businesses. Once deployed, Imperva solutions proactively identify, evaluate and eliminate current and emerging
threats, so you never have to choose between commercial innovation and protecting what matters most.
Specializations:
e Application security
o Data security
e Network security
e Cloud-native security
e Security automation
Imperva Imperva Web Application and API Security

Applications, APIs and microservices are deployed faster than security teams can secure them. Imperva protects your critical
workloads with the industry’s only defense-in-depth approach. Imperva technology provides web application firewalls, API
security, runtime application self-protection, attack analytics and advanced bot protection.

Imperva Data Security

Data is the heart of your business — with more applications and users accessing it over time. Imperva monitors and protects
your most sensitive information, both on premises and in the cloud.

Imperva Edge Security

The edge is where 15 billion devices connect to organizations and each other. Imperva protects the edge with a unified global

network and industry-first three-second SLA.

LogRhythm helps busy and lean security operations teams save the day — every day. LogRhythm helps lighten this load. We
are on the frontlines defending against many of the world’s most significant cyberattacks and empower security teams to|
navigate an ever-changing threat landscape with confidence.




LogRhythm is ready to defend by combining a comprehensive and flexible security operations platform, technology|
partnerships and advisory services to help SOC teams close the gaps.
LogRhythm Specializations:
e Security information and event management (SIEM)
e User and entity behavior analytics (UEBA)
e Network detection and response (NDR)

LogRhythm e Security orchestration, automation and response (SOAR)
e File integrity monitoring (FIM)
e Security operations center (SOC)
Advanced Analytics UEBA
Use machine learning to detect insider threats, compromised accounts and more. With the dramatic increase in the number of]
cyberattacks and their advancement in complexity and sophistication, it's crucial to expand detection capabilities with
advanced analytics such as machine learning (ML).
As reinforced by the MITRE D3FEND Framework™, any time threat detection related to user behavior requires you to search
for statistical outliners that aren’t obvious, or to make a comparison against a user’s baseline, you need to use advanced
analytics. LogRhythm UEBA is LogRhythm'’s advanced user entity behavior analytics (UEBA) solution.
Effective security is based on the right combination of expertise, intelligence and adaptive technology, and that's why Mandiant|
is a trusted partner to security-conscious organizations. Now, get the power of Mandiant in a single platform with the launch of|
Mandiant Advantage.
The Mandiant Advantage SaaS platform scales decades of frontline experience and industry-leading threat intelligence to
deliver a range of dynamic cyber defense solutions. Mandiant’s vendor-independent approach helps organizations develop
best-fit cybersecurity programs, readying them to defend against and respond to cyber threats.
An Saa$S Platform That Works For You

[Mandiant Discover what Mandiant provides to you with a single platform. The launch of Mandiant Advantage SaaS offers threat
intelligence, security validation, automated defense and attack surface management.
Mandiant Advantage is a SaaS platform that provides a controls-agnostic suite of products to help organizations understand|
their external and internal risks and provides the automation to operationalize it effectively and efficiently.
Mandiant Advantage is powered by the Mandiant Intel Grid™
The Mandiant Intel Grid delivers relevant, up-to-the-moment threat intelligence and expertise to help you respond to the
threats that matter to your organization. Our unique blend of adversary, operational, machine and breach intelligence are
derived from the analyst research, managed offerings and the hundreds of incident response engagements Mandiant conducts
every year.
Device-to-Cloud Cybersecurity with the McAfee MVISION Platform.
We believe that no one person, product or organization can fight cybercrime alone. It's why we rebuilt McAfee around the idea
of working together. People working together. Products working together. Organizations and industries working together. Our
goal is to spread this collaborative attitude to our customers, partners — and even to our competitors. All uniting to overcome|
the greatest challenge of the digital age—cybercrime—and making the connected world more secure.
Cloud - Unleash the infinite potential of the cloud with the industry’s #1 cloud security solution.
e Cloud Security
e Unified Cloud Edge - SASE
e Next-gen Secure Web Gateway (SWG)
e Cloud Access Security Broker (CASB)
e Cloud Native Protection Platform (CNAPP)
e Container Security

|MeAfee e Workload Protection
Endpoint - Future-proof your defenses with intelligent endpoint security and integrated XDR.
e Complete Endpoint Protection
e Endpoint Detection & Response
e Mobile Security
e Data Loss Prevention
SecOps - Our security operations solutions collect, enrich and share data at any scale, while our open, scalable architecture
speeds investigations by directing data flows to analytics tools to generate relevant, prioritized clues.
e Security Operations
e eXtended Detection and Response (XDR)
e MVISION Insights
e ePolicy Orchestrator
e Marketplace
__Developer Portal
[Microsoft powers your business. On-premises, hybrid, multi-cloud or at the edge—create secure, future-ready cloud solutions.|
Accelerate you customer’s growth—and your own—by migrating and modernizing applications, data, infrastructure and
workloads.
Security is built in through an integrated platform across people, devices, apps and data.
We help identify complexities and define business goals, maturity levels and outcomes for building a roadmap to your
[Microsoft cloud security program success.
Specializations:
¢ Cloud transformation
e Security transformation
e Data strategy and information governance
e Zero Trust
e loT security

IMicrosoft e Passwordless authentication
e Extended detection and response
e Managed services
Create Secure, Future-Ready Cloud Solutions
Achieve your goals with the freedom and flexibility to build, manage and deploy your applications anywhere. Use your
preferred languages, frameworks and infrastructure—even your own datacenter and other clouds—to solve challenges large|
and small.
[Microsoft 365 Security
Consolidate your security portfolio, deliver seamless user experiences and help reduce cyber risk with integrated, best-in-class
protection.
Optiv Microsoft Workshops
Optiv, as a security solutions integrator (SSI), goes beyond consulting with award-winning solutions for our implementation,|
migration and management capabilities that assists clients through their Microsoft security journey and maximize their|
Jinvestment.
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Netskope’s leading security service edge (SSE) is fast, easy to use and secures your transactions wherever your people and|
data go. Netskope helps you reduce risk, accelerate performance and provide unrivaled visibility into any cloud, web or private
application activity. They empower safe collaboration by balancing trust against risk with granular controls that adapt to the
changes in your environment.

Netskope SSE simplifies operations and ensures a fast user experience through a single-pass inspection as well as advanced|
analytics to neutralize cloud-enabled threats and protect sensitive information. Be ready for anything on your SASE journey
with the SSE that's defining how cloud and data security should work.

Specializations:

e Secure Access Service Edge

e Security Service Edge

¢ Real Time Data Protection, Threat Protection

e Compliance

¢ Cloud Efficiency

e Fast and Reliable Performance

* Remote Browser Isolation (RBI)

e Next Gen Web Secure Gateway (NG-SWG)

e Zero Trust Network Access (ZTNA)

e Cloud Firewall (CFW)

e Cloud Access Security Broker (CASB)

Enable the future of work

Design a Hybrid Workforce/Work from Anywhere model that allows direct access, open collaboration and a fast user|
experience while giving security and network teams the access, data and threat controls they need to protect your apps, web
services and devices.

Deliver Branch Transformation that allows branch and office locations to simplify their on-premises security and network stack,|

Netskope reduce backhaul costs and apply consistent security controls in the cloud.
Redefine Risk Management and Data Protection
[Modern data protection and posture control addresses the larger attack surface created by remote work and cloud migration|
across web, cloud and email. Advanced data protection includes a single pass architecture across SSE technologies with
Al/ML-enabled detection for the most accurate and comprehensive coverage. This includes newer risks like screenshof]
identification and provides user coaching to reduce impact on IT operations in a cloud-delivered data loss prevention (DLP)
service. Posture management helps minimize threats from misconfiguration and configuration drift, ensure regulatory|
compliance and reduce the need for DLP controls by ensuring correct access and permissions.
Threat protection can help with:
* Defending against web- and cloud-delivered threats
e Automating bi-directional sharing of indicators of compromise (IOCs) for the latest threat intelligence
e Unpacking and deobfuscating code for pre-execution analysis
e Sandboxing files
e Applying ML-based analytics, including analysis of malicious documents
e Remote browser isolation for risky websites
o Determining behavior anomalies to assess risk
e Applying firewall controls across all egress ports and protocols for users and offices
Simplify Operations
Reduce total cost of ownership, enhance security effectiveness and streamline operations by consolidating key web, cloud and|
private app services to a cloud-native security platform. The visibility into and control over cloud apps offered by single pass
inspection allows you to increase your security effectiveness, mitigate cloud-enabled threats like ransomware and phishing,|
and protect data from unintentional or unapproved movement through trusted cloud domains. The single pass policy approach
used in SSE enables dramatic policy simplification and near real-time policy refinement and user coaching to streamline
Jsecurity operations.
Okta is a leading independent identity provider. The Okta Identity Cloud enables organizations to securely connect the right
people to the right technologies at the right time.
With more than 7,000 pre-built integrations to applications and infrastructure providers, Okta provides simple and secure
access to people and organizations everywhere, giving them the confidence to reach their full potential. More than 10,000
organizations trust Okta to help protect the identities of their workforces and customers.
Specializations:
e Identity management
Okta e Workforce identity management
e Customer identity access management
Workforce Identity
Identity access for your work ecosystem. Protect and enable your people. Workforce identity gives employees, contractors and
partners the freedom to focus on their best work with a secure identity solution.
Customer Identity
Create frictionless registration and login for your apps. Get support for your most important customer-facing initiatives. Build|
authentication into any app. Create secure experiences by offloading customer identity management to Okta.
Optiv's partnership with Palo Alto Networks provides visibility, trusted intelligence, automation and flexibility that helps
organizations of all sizes manage cyber risk and secure business outcomes across multicloud environments.
Palo Alto Networks continually delivers innovation to enable secure digital transformation—even as the pace of change is
accelerating. From securing multi- and hybrid-cloud environments to speeding up response times with a consolidated security|
platform, Palo Alto Networks helps organizations across industries stay ahead of advanced threats with next-generation|
Palo Alto solutions tailored to each organization's unique requirements.

Why Clients Choose Optiv for Palo Alto Networks:

e 430 unique technical certifications

e >90% of projects delivered successfully, on time and under budget

¢ Recognized by Palo Alto Networks for highest customer satisfaction score (100%) on implementation services and frontline|
support

__Palo Alto Networks’ Prisma Cloud Partner of the Year 2023

Ping Identity champions identity security to enable secure, extraordinary digital experiences for the enterprise. We help
enterprises achieve Zero Trust, identity-defined security and more personalized, streamlined user experiences.

The PingOne Cloud Platform provides customers, workforce and partners access to cloud, mobile, SaaS and on-premises|
applications across the hybrid enterprise.

Over half of the Fortune 100 choose us for our identity expertise, open standards and partnerships with companies including|
[Microsoft and Amazon. We provide flexible identity solutions that accelerate digital business initiatives, delight customers and|
secure the enterprise.

Headquartered in Denver, Colorado, Ping Identity also has offices across the world, including Austin, Bangalore, Boston,|
Edinburgh, Israel, London, Melbourne, Paris and Vancouver.

Specializations:

e |dentity Orchestration




e Fraud Detection

e Risk Management

e Multi-Factor Authentication

e Single Sign-On

e Access Management

e Dynamic Authorization

* Intelligent API Security

e Directory Capabilities

e Data Governance

PingOne for Customers Delivers Exceptional Experiences

'Your customers want convenience without compromising security. PingOne for Customers is a cloud solution that combines no
code identity orchestration with authentication, user management and multi-factor authentication services to help your]
business build, test and optimize seamless and secure customer experiences.

Ping Identity PingOne for Customers reduces friction with identity orchestration to weave together the Ping and third-party authentication|
services you need to acquire and retain customers with personalized, seamless experiences.
Plus, you can give your customers full control and insight into their own data. PingOne for Customers can help make customerf
privacy a competitive differentiator by consistently capturing and enforcing consent. This ensures data is safely shared
between applications while allowing your business to easily manage terms of service.
Provide Seamless & Secure Employee Experiences
Digital transformation is accelerating and increasingly enables your workforce to be more efficient. Your employees depend on|
identity every day to get work done. PingOne for Workforce centralized adaptive authentication keeps your people secure,|
productive and happy.
PingOne for Workforce can connect any user to any app on any device. It leverages adaptive authentication to give employees|
seamless access whether they’re home, in the office, on the road or anywhere in between.
Ping integrates with a broad range of enterprise applications to support complex IT environments, and more than half of the|
Fortune 100 trust Ping for our extensive integrations across Saa$S, legacy, on-premises and custom applications. Ping’s simple|
but powerful orchestration capabilities — with no-code, automated workflows across business apps and identity vendors — help|
you accelerate your business.
Answer the Call for Digital Transformation
[Migrating identity to the cloud as the first step of digital transformation helps successful organizations create a competitive
advantage by giving them the ability to meet growing customer demands for digital services and convenient interactions.
By implementing identity solutions into the cloud, you can be confident that the right people can access the right assets across
your multi-cloud and hybrid IT environments — all while accelerating digital transformation across your organization. Plus,
investing in cloud identity pays dividends — you can save millions in infrastructure and admin costs, launch new apps faster|
and increase efficiency.
Shifting to the cloud is a priority for most, and shifting identity is just as important. Ping has been helping and guiding|
enterprises with cloud migrations for many years. We help organizations get to the cloud faster with established best practices|
]so your business can gain sEeed agilitx and efficiency.
Proofpoint is a leading cybersecurity and compliance company that protects organizations’ greatest assets and biggest risks:|
their people. With an integrated suite of cloud-based solutions, Proofpoint helps companies around the world stop targeted
threats, safeguard their data and make their users more resilient against cyberattacks.
Specializations:
¢ Information Protection Platform
o Proofpoint cloud access security broker (CASB)
o Email data loss prevention (DLP)
o Insider threat management
e Browser isolation
e Email fraud defense
e Zero Trust network access (ZTNA)
e Archiving and compliance
Information Protection Specialization
Information Protection solutions represent a $6.4N total addressable market, which makes it a market ripe for partners.
Proofpoint The shift in working patterns and the rise of cloud-first IT have redefined the modern security perimeter and the enterprise|
edge. Data doesn't lose itself. People’s actions — whether negligent, compromised or malicious — are the primary cause of data
related security breaches. Proofpoint Information Protection is a new people-centric approach to protecting against data loss.
The Information Protection Specialization Program is designed to recognize and reward Proofpoint partners who have|
completed additional training and certification for CASB, ITM/Endpoint DLP and Email DLP. Specialized partners can build
their security expertise to better deliver services and solutions across their clients’ lifecycle.
Advanced Threat Protection
Stop threats before they reach your people and respond quickly when things go wrong. Our innovative Advanced Threat
Protection solutions prevent, detect, and notify you of advanced threats — through email, mobile, social, and the desktop — and|
help you resolve them before they cause lasting harm. Use our people-centric approach to stopping ransomware, malware|
attacks, phishing, and email fraud.
Security Awareness Training
The majority of today’s threats require humans to activate them. Ensure your users know what to do when faced with a real
threat by providing them with targeted education. Proofpoint specializes in enterprise security awareness training teaching
leading organizations how to reduce successful phishing, change user behavior, provide tailored education, and measure user|
behavior change.
Discover, assess, prioritize, and patch critical vulnerabilities and reduce cybersecurity risk in real time across your globall
hybrid IT, OT, and IoT landscape — all from a single cloud platform.
Identify the Highest Risk Assets
Qualys TruRiskTM comprehensively quantifies risk across your attack surface including
vulnerabilities, misconfigurations, and digital certificates. Risk is assessed based on business criticality and exploit intelligence]
from hundreds of sources to proactively measure, track, and communicate risk.
Quickly Remediate Threats at Scale
Rule-based integrations with ITSM tools (ServiceNow, JIRA) automatically assign
Qualys remediation tickets to vulnerabilities prioritized by risk with dynamic tagging. Remedial actions and orchestration directly from|

ITSM close vulnerabilities faster and reduce MTTR.
Automate Tasks with No-code Workflows

As part of Qualys Cloud Platform, QFlow technology delivers drag and drop visual no-code workflows to automate a variety of|
time-consuming and complex vulnerability management tasks.

Receive Preemptive Attack Alerts

Prevent the spread of malware by correlating actively exploited CVEs using malware and
external threat indicators. Includes threat intelligence from 180,000+ vulnerabilities and
25+ threat and exploit intelligence sources to identify your organization’s unique risks and




prevent aﬁ_acks.

The Rapid7 Insight Platform equips you with the visibility, analytics and automation you need to unite your teams and work
faster (and smarter). Security, IT and development now have one-click access to vulnerability management, application
security, incident detection and response, automation and more.

'Your team members can focus on strategic priorities with the confidence knowing that operations are running smoothly in the
background. We work together to make sure you're getting the right security outcomes based on your organization’s business|
goals.

Specializations:

e XDRand SIEM

e Threat intelligence

e Vulnerability management

e Orchestration and automation (SOAR)

e Cloud security

Rapid7 « Dynamic application security testing
Prioritizing Risk with Clarity
InsightVM not only provides visibility into the vulnerabilities in your modern IT environment — including local, remote, cloud,
containerized and virtual infrastructure — but also clarity into how those vulnerabilities translate into business risk, and which
are most likely to be targeted by attackers.
Unified XDR and SIEM
InsightIDR unifies UBA, SIEM and EDR technology so you can prioritize your response efforts. This lightweight, cloud-native|
technology provides real-world vetting by our global MDR SOC teams. Own your entire attack surface with more signal, less|
noise, embedded threat intelligence and automated response.
Rapid7 Annual X-Fore Threat Intelligence Report
InsightAppSec provides Dynamic Application Security Testing (DAST) for mature and maturing application security|
professionals. Stay in step with your application development to easily introduce security throughout your software|
development lifecycle (SDLC).
RSA is a global leader focused on identity and access management, reflecting the company’s belief that assuring digitall
identities throughout their lifecycle is of preeminent importance in cybersecurity.
From on-premises to cloud to hybrid, RSA provides identity-first solutions for security-first organizations to thrive in a digitall
world with modern authentication, lifecycle management and identity governance.
Specializations:
e |dentity and access management
e Governance and lifecycle
e |dentity
Protect On Premises Operations With SecurlD

RSA SecurlD provides powerful identity and access management capabilities for on-premises deployments — in authentication,|
access management and identity governance — to fully protect organizations in a perimeter-less world.
We help deliver on premises products that balance rigorous security and convenient access across use cases. This includes
everything you need on premises to address today’s unprecedented challenges —without compromising security, ease or
convenience.
Protect The Cloud With ID Plus
As a next-gen cloud and hybrid identity platform that integrates security, flexibility and convenience, ID Plus provides solutions|
to support digital transformation at your own pace.
ID Plus’s cloud multi-factor authentication is one of the most secure products on the market and the world’s most deployed
MFA. ID Plus works for both new and existing SecurlD customers who want to move to the cloud during their transformation|
journey.
Rubrik delivers data resilience, data observability and data recovery for organizations. Rubrik keeps your data safe and easy|
to recover in the face of cyberattacks and operational failures. Now you can recover the data you need, however and
whenever you need it, to keep your business running.
Specializations:
e Data Security
e Zero Trust Data Security
e Data Resiliency/Cyber Resiliency
e Cloud Data Protection
e Incident Response
e Recovery
e Threat Monitoring and Hunting
¢ Ransomware Investigation
Data Resilience
Rubrik Security Cloud delivers data resiliency, data observability and data recovery to secure data across enterprise, cloud|
and SaaS.

Rubrik

Enterprise Data Protection - Protect data against cyber threats with air-gapped, immutable, access-controlled backups.

Cloud Data Protection - Unify data management across clouds.

[Microsoft 365 Protection - Safeguard M365 data from ransomware.

Data Observability

Ransomware Monitoring and Investigation - Determine the scope of ransomware attacks, using high fidelity machine learning|
to detect deletion, modifications and encryptions.

Sensitive Data Monitoring and Remediation - Reduce sensitive data exposure by discovering what types of sensitive data you|
have, where it lives and who has access to it.

Threat Monitoring and Hunting - Prevent malware reinfection by analyzing the time-series history of data for indicators of]
compromise to identify initial point, scope and time of infection.

Data Recovery

Threat Containment - Ensure safe and quick data recovery by quarantining data infected with malware.

IMass Recovery - Restore business operations quickly by recovery apps, files or users at scale.

Orchestrated Application Recovery - Recover applications quickly with pre-built workflows and disaster recovery blueprints.

SailPoint helps companies embrace digital transformation by tackling IT’s biggest challenge: identity security. Leveraging a|
proven solution, your team can automate and accelerate the management of all user identities, entitlements, systems, data|
and cloud services — across your entire organization.

Gain a complete view of all access, replace manual processes with automated workflows, and stay ahead of the security curve|
with Al-enhanced visibility, detection and remediation.

Sailpoint Identity Security

SailPoint Identity Security provides enterprises with unmatched visibility and intelligence, powerful automation tools, and the
ability to accelerate productivity while managing risk.

e Automate, manage and govern access in real-time with Al-enhanced visibility and controls.

e Enable business to run with speed, security and scale in a cloud-critical, threat-intensive world.




* Govern access, track usage and enforce policy for all users, apps and data — continuously.

Rapid Implementation and Fast Time to Value

The Optiv and SailPoint partnership features a tried-and-true process with an accelerated timeline so your organization can
move quickly from gaining visibility and improving efficiency to risk remediation and optimization.

e Day 1 begins with account discovery to determine and improve the level of visibility across your workforce (including allj
locations) and your technology (including applications, platforms and data).

e Week 1 includes automating the majority of on- and offboarding tasks with self-service capabilities.

e Month 1 yields Al-enhanced risk visibility so remediation can begin, and by the end of Quarter 1, a complete role- and
behavior-optimized identity security process will be in place.

Unparalleled Customer Success

Sailpoint
P SailPoint brings out the best in identity security for the cloud enterprise so customers can bring out the best in their business.

e Access certifications: From 1 year to 1 month
e Provisioning new users: From 14 hours to 2.5 minutes
« Deprovisioning worker accounts: From 30+ days to minutes, $800K savings
e Password management: 5.5 passwords performed, 0 helpdesk calls required, $150K savings
« Self-service access requests: 62K requests fulfilled automatically, 0 helpdesk calls, $1M annual savings
Why clients choose Optiv for SailPoint:
e 254,000+ Hours of Deliver Services
e 15+ Average Years of Experience
e 23 SailPoint Identity Security Cloud and 11Q Certified Delivery Consultants
e 32 Current Team members (operations in North America, Canada, and India)
e 2009 Longstanding Partnership
o SailPoint Partner since 2009
o North Americas Channel Partner of the Year 2015 — 2021
o Delivery Admiral 2018 — 2023
e 225+ IGA Implementations
o Optiv has delivered on over 200 SailPoint projects
o Proven methodology, approach and artifacts
o Over 140 distinct clients
Today’s cyberattackers move fast. Fast enough that the 1-10-60 benchmark for breaches has become an obsolete model for]
effective detection, investigation and response. Singularity XDR is a cybersecurity platform empowering modern enterprises to
act in real time with greater visibility of the dynamic attack surface using Al-powered automation.
Specializations:
¢ XDR
e Endpoint security
e Cloud workload security
e Security automation
¢ |AM
Singularity XDR
SentinelOne’s Singularity XDR lets you:
e Extend protection from the endpoint to beyond with unfettered visibility, proven protection and response.
« Discover the power of autonomous with Singularity XDR.

SentinelOne e Take the next leap in the evolution of EDR.
Singularity Platform
SentinelOne’s Singularity security platform empowers SOC and IT operations teams with an efficient way to protect information|

ts against today’s sophisticated threats.

Singularity delivers differentiated endpoint protection, endpoint detection and response, loT security, cloud security and IT]
operations capabilities - consolidating multiple existing technologies into one solution. We offer resource efficient, autonomous
“Sentinel” agents for Windows, Mac, Linux and Kubernetes while supporting a variety of form factors, including physical,
virtual, VDI, customer data centers, hybrid data centers and cloud service providers.
Sentinels are managed via SentinelOne’s globally available multi-tenant SaaS; designed for ease of use and flexible|
management that meets your requirements. SentinelOne’s Vigilance Managed Detection & Response (MDR) services|
subscription is available to back your security organization 24/7. This describes SentinelOne’s tiered product offerings,
SentinelOne Core, Control and Complete. Each product bundle builds on the one below it.
Cloud Workload Security
Whether running in public cloud or private cloud, on servers or in containers, organizations of all sizes are looking for means
of securing their cloud workloads in a manner that preserves agility.
Splunk turns data into doing with the world’s first Data-to-Everything™ Platform designed to investigate, monitor, analyze and|
act on data from any source on any timescale. Splunk’s powerful platform and unique approach to data have empowered
organizations to improve service levels, reduce operations costs, mitigate risk, enhance DevOps collaboration and create new|
product and service offerings.
Specializations:
e Enterprise security
e SOAR
e Infrastructure monitoring
e Application performance monitoring
e T services monitoring
IT Operations

Splunk Splunk helps ensure optimal performance of critical services, apps and the infrastructure that powers them. With us, you'llj

gain predictive analytics, proactive alerting and complete visibility into the health of the services you deliver and infrastructure
you manage.

Security Monitoring

Advance your real-time security monitoring of new or evolving data sources with the ability to perform comprehensive incident]
investigations, maintain proactive defenses and empower dynamic operations. We'll help you maintain visibility, speed up
investigations and reduce the impact of dynamic operations models.

DevOps

Optiv and Splunk will grant you full-stack observability across cloud infrastructure and services, modern applications and|
custom business KPIs. Learn how you can deliver code faster and reduce MTTR with full-fidelity transaction monitoring, Al-
driven directed troubleshooting and automated response. Find out how your organization can improve software development|
and operations performance to accelerate innovation, respond to dynamic conditions and elevate customer experience.
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Description

Sumo Logic is the pioneer in continuous intelligence, a new category of software, which enables organizations of all sizes to
address the data challenges and opportunities presented by digital transformation, modern applications, and cloud computing.
The Sumo Logic Continuous Intelligence Platform™ automates the collection, ingestion and analysis of application,
infrastructure, security and loT data to derive actionable insights within seconds. More than 2,100 customers rely on Sumo
Logic to build, run and secure their modern applications and cloud infrastructures. Sumo Logic delivers its platform as a true,|

Sumo Logic multi-tenant Saa$S architecture, across multiple use-cases, enabling businesses to thrive in the Intelligence Economy.
Why clients choose Optiv and Sumo Logic:
e 5 Years of dedicated partnership
e Optiv named Sumo Logic’s Partner of the Year 2020
»__Co-managed SIEM offering and services delivered
Symantec by Broadcom Software offers a broad and deep set of threat intelligence tools, applying artificial intelligence to
analyze over 3.7 billion lines of telemetry. This level of visibility across endpoint, email and web traffic allows us to discover]
and block advanced targeted attacks that would otherwise go undetected.
The Symantec integrated cyber defense (ICD) platform delivers endpoint, web, email, information and identity security across
on-premises and cloud infrastructures to provide the most complete and effective asset protection in the industry.
Specializations:
e Endpoint security
e Identity security
e Information security
o Network security

Symantec e Web security
Symantec Data Loss Prevention
Symantec DLP Cloud combines industry leading enterprise data loss prevention (DLP) and Symantec CloudSOC cloud access|
security broker (CASB). With it, you can extend current policies and robust detection to cloud applications and use rich
contextual data to manage all incidents directly from the DLP console.
It delivers deep visibility into user activity and tracks and governs activity for both sanctioned and unsanctioned apps,
including Box, Google Workspace (G Suite) and Office365.
CloudSOC Security for SaaS
Security for SaaS monitors data and activity in the cloud to secure data, protect against threats and provide intelligence for|
incident response. CloudSOC monitors activity in the cloud via APl-based Securlets and a CASB gateway to deliver highly|
accurate monitoring and policy control built on machine learning through intuitive, easy-to-use dashboards.
Tanium, who provides converged endpoint management (XEM), leads the paradigm shift in legacy approaches to managing
complex security and technology environments.
Tanium protects your team, endpoint and workflow from cyber threats by integrating IT, operations, security and risk into a|
single platform. This platform delivers comprehensive visibility across devices, a unified set of controls and a common
taxonomy.
It is trusted by demanding and complex organizations to gain visibility and control across all endpoints in on-premises, cloud
and hybrid environments.
Tanium is committed to a single purpose: to protect critical information and infrastructure at scale. Tanium’'s approach
addresses today’s increasing IT challenges and delivers accurate, complete and up-to-date endpoint data — giving IT
operations, security and risk teams a shared system of record to quickly manage, secure and protect their networks at scale.
Specializations:
e Endpoint management
¢ Endpoint security
e Patch management and software provisioning

. ¢ Ransomware prevention

Tanium e Threat hunting and remediation
e IT asset inventorying and management
e Software licensing visibility and management
Tanium Risk Assessment
Tanium’s five day, no-cost risk assessment offers ClOs and security leaders a comprehensive view of risk posture across their|
enterprise and proactive ways to protect their organizations from growing cyber threats like ransomware, insider threats and
vulnerabilities like Log4i.
Taming Supply Chain Risks in the Wake of the Log4j Vulnerability
Log4j is a logging utility. It is used by nearly every cloud service and enterprise network in the world to gain access to servers|
It is just the latest software supply chain vulnerability (like the one that turned up in the massive SolarWinds attack) now|
plaguing our digital lives.
The truth about these supply chain vulnerabilities is this: They can—and should—be regulated before they can cause damage.
Introducing Tanium’s IT Service Center
Tanium’s category-defining endpoint management and security platform, in concert with the power of the Salesforce Platform,
|is revolutionizing how IT teams can secure their organizations and boost employee productivity.
Thales helps the most respected brands and largest organizations protect and secure access to their most sensitive]
information and software wherever it is created, shared or stored — from the cloud and data centers to devices and across your|
network.
We are a worldwide leader in data protection, providing everything an organization needs to protect and manage its data,
identities and intellectual property — through encryption, advanced key management, tokenization and authentication and|
access management. Whether it's securing the cloud, digital payments, blockchain or the internet of things, security
professionals around the globe rely on Thales to confidently accelerate their organization’s digital transformation.
Specializations:
e Data discovery & classification

Thales e Encryption — data at rest, data in motion

e Key management

e HSMs (hardware security modules) — general purpose, payment and cloud HSM services

e SureDrop - store, share and sync all files to the cloud or on premises

e Access management & authentication — identity as-a-Service, STA, SAML, cloud SSO

e Public key infrastructure, smart card readers, authentication as-a-Service

SAP-Certified Tokenization

Thales’ Cipher Trust Tokenization is the first SAP-certified tokenization solution available to SAP customers that can be used
to secure sensitive data. Available via SAP Data Custodian. Thales’s tokenization solution provides more granular levels of]
data protection and user access controls, dramatically accelerating time to compliance for organizations that are moving more|

Japplications and workloads to the cloud.
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Trellix is a global company redefining the future of cybersecurity. Their open and native extended detection and response|
(XDR) platform helps organizations confronted by today’s most advanced threats gain confidence in the protection and|
resilience of their operations. Trellix's security experts and extensive partner ecosystem accelerate technology innovation|
through machine learning and automation, empowering over 40,000 business and government clients.

Specializations:

¢ Endpoint security

e cloud security

e collaboration

e data and users

e application security

Trellix

e infrastructure security

|Extended Detection and Response (XDR)

Trellix brings you a living XDR architecture that adapts at the speed of threat and delivers advanced cyber threat intelligence.
We're changing what security means and what it can do, giving everyone in your organization the confidence that comes with
being more secure, every day.

Endpoint Security & Data Protection

Trellix Endpoint Security learns and adjusts proactively through a continuous cycle of prevention, detection and response.
SecOps and Analytics

Trellix Network Security detects the undetectable and stops evasive tactics by helping your team focus on real attacks.
Varonis is an all-in-one data security platform designed to help companies automate data protection, detect insider threats and
cyberattacks, and ensure compliance. Varonis offers broad coverage for critical data stored across cloud-based systems and
on-premises.

The Varonis Data Security Platform protects enterprise data by analyzing data activity, perimeter telemetry, and user behavior;
prevents disaster by locking down sensitive data; and efficiently sustains a secure state with automation.

Specializations:

e Data protection

e privacy and compliance

e threat detection and response

e cloud security

e data security posture management

e saas security posture management

Ransomware Protection

Fight ransomware and insider threats by limiting access and detecting threats to your cloud-hosted and on-prem data.

Reduce your blast radius: Don't let one compromised user or machine infect your entire network. Varonis shows you where
critical data is vulnerable to an attack and automatically right-sizes privilege to implement least privilege.

Detect early signs of compromise: Varonis’ data-centric technology starts from the inside out, building out rings of detective
controls from the data to Active Directory and DNS to VPNs and proxies.

Respond and recover quickly: Behavior-based threat models detect any suspicious data access patterns — not just encryption|
Trigger an automatic response to mitigate damage. Varonis’ complete audit trail of file system access helps enterprises|
perform targeted restores.

Varonis products that help fight ransomware:

e DatAdvantage

e DatAlert

e Data Classification Engine

Zero Trust

Achieve Zero Trust maturity with a data-centric security platform and approach.

Protect data first, not last: Assume the perimeter will fail and instead focus on securing what matters most — your data,|
Varonis automatically identifies sensitive information in the cloud and on-prem, and monitors data activity with a full audit trail}
of events to uncover where the most valuable data is at risk and how to secure it.
[Minimize damage: Architect micro-perimeters around sensitive files to minimize the impact of cyber threats. Varonis monitors

\Varonis data activity to identify unneeded access and automatically revokes permissions at scale to ensure Zero Trust.

Find and stop cyber threats early: Varonis monitors data activity and employs behavioral-based threat detection to proactively|
alert for cyber threats. Automated responses can help stop threats before they take hold.

Varonis products that help achieve Zero Trust:

e DatAdvantage

e DatAlert

e Data Classification Engine

Data Security Posture Management

Improve your data security posture and protect sensitive data in the cloud.

Continuously assess your data security posture: A customizable DSPM dashboard can serve as your organization's real-time
view of data risk. Use this dashboard to continuously visualize and assess your security posture and track progress over time.
See where there are unnecessary pathways to sensitive data and monitor changes to risk over time so you can reduce threats
to your data as your SaaS and laaS environments evolve.

Automatically improve your security posture: Surface critical SaaS and laaS platform misconfigurations and sharing exposure|
that puts your sensitive data at risk. Use Varonis’ automated posture management capabilities to automatically improve your]
data security posture by fixing issues with a single click of a button.

Prove compliance with confidence: Comply with relevant rules and regulations by identifying sensitive data exposure,|
remediating exposure risks, and monitoring activity to detect risky or policy-breaking activity. Built-in reports make it simple to
provide evidence to regulators of process adherence and help satisfy compliance requirements.

Varonis products that help with cloud data protection:

e Varonis for Microsoft 365

e DatAdvantage Cloud

e DatAlert

Why Clients Choose Optiv for Varonis Implementation:

e Trained delivery consultants, including a dedicated Varonis partner architect

e Fully dedicated Optiv partner support team

e Varonis Platinum Partner

e 2018-2020 Varonis Channel Partner of the Year

e Varonis Certified Delivery Partner (VCDP)

o Optiv performs services such as installation, configuration, remediation and more

o Optiv is an expert on building and deploying Varonis solutions, and in security technologies that integrate with Varonis




o Optiv's data governance, privacy and protection services can help realize even greater value from Varonis beyond the initial
deployment

Veracode Solutions:

e Application Analysis-

o Veracode simplifies AppSec programs by combining five application security analysis types in one solution, all integrated
into the development pipeline.

e Developer Enablement —

o With automated, peer, and expert guidance, developers can fix — not just find — issues and reduce remediation time from 2.5
hours to 15 minutes.

e AppSec Governance —

o AppSec programs can only be successful if all stakeholders value and support them. That's why Veracode enables security|

teams to demonstrate the value of AppSec using proven methods.

Carbon Black represents the evolution of VMware’s intrinsic security strategy, where security features are built into the
infrastructure and across workloads, clients and applications. VMware Carbon Black provides customers advanced threat|
detection and in-depth application behavior insights to stop sophisticated attacks and accelerate responses. Together with
Optiv, VMware Carbon Black is committed to supporting customers to build their practice in the security space. As we grow our|
existing security business, we are now offering the VMware Carbon Black solution through Optiv.

With their cloud-native endpoint protection platform (EPP), VMware Carbon Black is combining unprecedented volumes of]
relevant endpoint data, adaptive analytics, machine learning, and security community insights to offer unmatched threat
protection on a simple, unified platform.

VMware Carbon Black Solutions

Next-Gen Antivirus — Consolidate your endpoint security stack and get better protection and visibility with VMware Carbon|
Black Cloud Endpoint Standard, our next-generation antivirus (NGAV) and behavioral EDR solution. Try it in your environment|
and see how it makes your life easier.

Enterprise AV Replacement — To stop attacks in progress, enterprises need to invest in emerging endpoint security platforms|
|like next-generation antivirus (NGAV) that incorporate endpoint detection and response (EDR). However, they must ensure the|
platform is enterprise-ready, able to withstand the scalability demands and administrative requirements.

Get More from Less — IT and security professionals want to do more, but they are limited by personnel, resources and the|
impact that adding more tools and agents will have on their endpoints. Get more for less with VMware Carbon Black Cloud.

Threat Hunting — The people defending your organization are your best chance at staying a step ahead of your adversaries.
While it may seem aggressive to work on the “assumption of breach,” the reality is that attackers may be inside a network for]
days, weeks and even months on end, preparing and executing attacks, without any automated defense detecting their]

e Threat Hunting and Incident Response

e Real-Time Device Assessment & Remediation

e Threat Hunting & IR for Hybrid Deployments

Risk and Compliance — New regulations have forced organizations around the globe to rethink data privacy and protection. To|
meet the new standards, visibility into all endpoint activity is essential to get critical information that will reduce risk, lower|
Jliability and prove security control assurance across the cybersecurity kill chain.

VMware Carbon Black App Control — VMware Carbon Black App Control is an industry-leading application control product,
used to lock down servers and critical systems, prevent unwanted changes and ensure continuous compliance with regulatory

Achieve Compliance with VMware Carbon Black Cloud — The Carbon Black Cloud helps you meet your compliance needs by
whitelisting applications, monitoring environmental changes and communicating risks.

Why clients choose Optiv for VMware Carbon Black:

e 6 Global Delivery Centers

e 300 Full-Time Security Practitioners

e 350+ Industry and Vendor certifications

e 1,000+ Clients Served 24x7x365

* 50B Events Managed Annually

e 250k Cases Managed Annually

e 20k Security Incidents Managed Annually

30+ Vendors Supported

Veracode

VMWare
presence.
mandates.
Specializations:

Wiz

[Many organizations struggle to detect and respond to threats in real time, causing challenges in identifying and prioritizing|
critical risks. Wiz enables organizations to innovate their cloud ecosystem faster, remove silos and transform their processes.
Its cloud security platform secures your organization with 100% full-stack visibility into every technology in your public cloud
across virtual machines, containers and serverless functions without agents in minutes.

By building a single prioritized queue of risks and attack paths, your organization can proactively reduce its attack surface and|
enable security, development and operations teams to understand and control risks together across the pipeline, effectively|
scaling cloud security from build to runtime. With Wiz, you can reduce the costs of licensing, deployment, integration, training
and support of point-security tooling while using your existing technology stack to build custom remediation workflows.

Wiz enables security, development and operations teams to understand and control risks together across the pipeline,
effectively scaling cloud security from build to runtime.

e Cloud Security
Proactive Attack Surface Reduction

Full-stack visibility into your entire cloud environment in minutes with agentless scanning for vulnerabilities, secrets, malware|
and misconfigurations across virtual machines, containers and serverless functions so you can minimize workload risk.

Real-Time Last Line of Defense

Complete monitoring from inside the workload using the Wiz Runtime Sensor for threats and malicious behavior so your teams|
can respond quickly and with context to any potential unfolding threat.

One Policy Across Cloud and Code

Ensure workload issues are caught and remediated before they hit production by shifting security left during the software
development cycle.

Why Clients Choose Optiv for Wiz:

e Optiv listed as #2 in revenue as a Wiz partner

e Trusted partners since 2021

e Thought IeadershiE across national events, tier-one media and industrx analzst recognition

In today's cloud-first world, fast and secure access to cloud resources is a key driver of business agility and innovation. Using
the Zero Trust approach, Optiv and Zscaler partner to help organizations achieve modern workplace enablement, operational
efficiency and secure digital transformation.




ZScaler

The Zscaler Zero Trust Exchange platform delivers unparalleled security at scale by securely connecting users, devices and
applications over any network, in any location — protecting customers from cyberattacks and data loss worldwide. Distributed
across more than 150 data centers globally, the SSE-based Zero Trust Exchange™ is the world’s largest in-line cloud security|
platform.

Specializations:

e Secure Access Service Edge (SASE)

e Zero Trust

IModern workplace enablement

Provide employees, partners, customers and suppliers secure access to applications from anywhere, on any device.
Infrastructure modernization

Protect cloud workloads and cloud/Saa$S data with Zero Trust connectivity, segmentation and posture control.
Security transformation

Provide Zero Trust internet access for loT and OT devices and privileged remote access for OT devices.

Business Analytics

The only SSE platform to deliver Al-powered business analytics across cyber risk, digital experience and SaaS.
Why Clients Choose Optiv for Zscaler:

e Trusted partners since 2016

e Optiv is Zscaler’s 3rd largest partner

e Optivis Service Delivery and Managed Services authorized

e Dedicated Zscaler Partner Architect

e 190+ Zscaler certifications

e 215+ joint clients

e Thought leadership across national events, tier one media and industry analyst recognition

e Awards

o 2024 Services Partner of the Year

o 2022 and 2021 Americas Partner of the Year




Optiv Line Card - Snapshot
While not a comprehensive list of our catalog of 450 vendors, these

1Password

A10 Networks

Abnormal Security

Akamai

Akeyless

Algosec

Anecdotes

Anjuna

Anomali

APC

Apcon

Apiiro

APlsec

AppOmni

AppviewX

Aqua

Arbor Networks

Archer

Armis

ArmorText

Aruba

AttacklQ

Authentic8

Automox

Avanan

AWS

Axonius

Axway

Backbox

Balbix

BetterCloud

BeyondTrust

BigID

Blackcoat

BlueCat

BluelLava

BlueVoyant

Bugcrowd

Cato Networks

Censys

Centripetal

Cequence

Checkmarx




While not a comprehensive list of our catalog of 450 vendors, these

CheckPoint

Chronicle

Cisco

Claroty

Cloud Range

CloudBolt

Contrast Security

Corelight

CrashPlan

Cribl

Crowdstrike

Crunch

Cryptosense

CyberArk

Cybereason

Cycognito

Cymulate

Dashlane

Datacom

Dataminr

Deeplnstinct

Deepnet Security

Delinia

Device4?2

Digital Guardian

Diligent

dmarcian

DomainTools

Dragos

Efficient IP

Ekahau

Elevate Security

Endace

Endance

Endor Labs

Enzoic

Exabeam

Exterro

F5

Faraday

Fidelis Security

FireEye

Firemon

Flashpoint

Forcepoint




While not a comprehensive list of our catalog of 450 vendors, these

Forescout

ForgeRock

Fornetix

Fortinet

Fortra

Galvanize

Gbinder

Gigamon

Google Cloud

GpTp

Graylog

Grey Noise

Guardicore

hackerone

HashiCorp

HCL

Hyperproof

HYPR

IBM Security

Iboss

Illumio

Imperva

Indeni

Infoblox

Intercede

Intezer

invicti

ipinfo.io

IRONSCALES

Jamf

Juniper Networks

Keeper Security

Keyfactor

Kiteworks

Lacework

LastPass

LivingSecurity

Logicgate

Logrhythm

Maltego

Malwarebytes

Mandiant

McAfee

Medigate

Menlo Security




While not a comprehensive list of our catalog of 450 vendors, these

NetBrain

Netscout

Netskope

Netwrix

Ninjio

Noname Security

Nucleus

Nuix

NXLog

Obsidian

OKTA

Opengear

Opentext

Palo Alto Networks

Panorays

Patch My PC

PhishLabs

Phosphorous

Phylum

Ping ldentity

plainlD

Plixer

Polarity

Prevalent

ProcessUnity

Proofpoint

Prophecy

Qualys

Radiant Logic

Radware

Rapid7

Recorded Future

RedSeal

Redwolf Security

Riverbed

RSA

Rubrik

RunZero

SafeBreach

Sailpoint

SALT

Saviynt

Secret Double Octopus

Sectigo

Secure Code Warrior




While not a comprehensive list of our catalog of 450 vendors, these

SecureW?2

Security Compass

SecurityScorecard

Securonix

SecZetta

Semperis

SentinelOne

Silobreaker

Silver Peak

Silverfort

Simspace

Sixgill

Skyhigh Security

Snyk

Sonatype

Spirion

Splunk

StackHawk

Strata

Sumo Logic

Swimlane

Symantec

Synack

Synopsys

Sysdig

Talon

Tanium

Tecnics

Teleport

Tenable

Tenics

Tessian

Thales

Thinkst

ThirdPartyTrust

ThreatBlockr

ThreatQuotient

ThreatX

Thycotic

Torq

Tracesecurity

Trellix

Tufin

UpGuard

Utimaco




While not a comprehensive list of our catalog of 450 vendors, these

Valimail

VARMOUR

Varonis

Vena Security

Venafi

Ventev

Veracode

Veza

VMware

Votiro

Wallarm

Wiz

XM Cyber

Yubico

ZeroFox

Zilla Security

Zimperium

Zix

Zscaler
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